Health eNet
—

Health eNet Step-By-Step Registration Instructions

Step 1 Create User Account (Anyone completing Step 2 or 3)
Step 2 Complete Participation Agreement (Signatory)
Step 3 Complete Registration (Provider or Office Manager)

Step 1 Create User Account (Anyone completing Step 2 or 3)

1) Click on URL https://healthenet-register.hawaiihie.org/

2) Select “Sign-Up”

Sign in

Welcome to Health eNet!

If you are here for the first time, please sign
up below.

3) Enter required information
a) Email address (Where you will receive a confirmation email to activate the account)
b) First Name, Last Name, Practice Name
c) Password

4) Select Sign-Up

Email

First name
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5) Check your email

3:47 pm

info Hawai‘i HIE online account confirmation instructions - Wllcome FTC Chan (fchan@t

6) Select the link in your confirmation email

Hawai‘i HIE online account confirmation instructions Inbox %

info@hhie.us
to me =

Welcome natalia nanaria fnataliananara@amail camil
Click on the N | account, and to sign in to access the Hawai'i HIE'S enline services for participants:

7) Log-in through the link in your email to complete activation of your account

Step 2 Complete Participation Agreement (Signatory Only)

1) Log-in to https://healthenet-register.hawaiihie.org/

2) Select “Go to Participation Agreement”

Welcome!

Participation Application

1 your practice/organization wou'd ks o utize the Hawal) HIE's Heaith eNet
sulte of services 1o securely exchange referral Informatian with providers
4 ceas Informatian Abou! your pationts in cur
Gommunity Hoalth Recerd for treatmant pursasos, plbase fll out n Participation
Agros v 3

Panicipation Agreamont” Button bolow 10 acooss the oniine and printable

raions of the agreement

IMPORTANT: Sinco the Participation Agreemant ls a contract, please anly fil out
and sign the Participation Agreement I{ you are a person with authority to enter

Registration

If you have completed and submitted a PArticipation Ag e
HIE _ sna received connmmation from the Hawsi HIE nat e Parucipation
Agresment (and accompanying Business Associate Agres!

SiGnea by the Hawa HHE —wm  pleass click o0 tha -

below to begin the registratior ass. This will allow U
BECOUNTS ToF YOUY PIAGCS/OrOANIZAIGN 10 LUIIZS e Hawar HIE'S HGAN et
sulte of servicos.

1 your practice / organization I8 not yot a Hawal't HIE partiolpant, ploase cliok on
o Participation Agreement” button 1o the left to begin the steps needed
15 hecome a pariipam.

inta legal cantracta for your Bractice/organization (6.g. corporate GEG, LLC
anager, or other ownen.

& Go to Participation Agreement

@ Go to Registration
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3) Read the instructions and explanation of the process and select “Start filling out Participation

Agreement”
Heal

Net

Home  Online Participant Agreement

Step 1: Complete the Participation Agreement

The first step in becoming a Hawai'l HIE participant is completing a Participation Agreement: the contract between your practice/organization and the Hawai'i HIE. The Participation Agreement,
and its exhibits, describe our Health eNet system and the services we provide, as well as the terms and conditions of using our system to access and exchange patient information.

« Participation Agreement. This s the main contract formalizing the business relationship between you and the Hawai'i HIE.
« Exhibit A - General Description of the HIE System. This document describes each component of the Health eNet Suite of Services” available to Hawal'i HIE participants.

* Exhibit B - General Terms and Conditions. This document defines key words and phrases utilized throughout the Participation Agreement and exhibits, and includes the specific terms and
conditions.

- Exhibit C - Business Associate Agreement (BAA). This is a separate contract required by HIPAA, and holds the Hawal'i HIE accountabie to properly safeguard the patient information you, as.
a participant, entrust to us.

- Exhibit D - Scope of Work and Fee Schedule. If applicable, this document lists the specific Health eNet services the Hawal'i HIE will provide you, and the costs for those services.
- Exhibit E - End User License Agreement. This exhibit provides the terms and condiitions for using third-party vendor software utilized within the Health eNet.

IMPORTANT: Before proceeding, please keep in mind that only a person with authority to enter into legal contracts for your practice/organization (e.g. corporate GEO, LLG manager, or other
ownen) should review, complete and sign the Participation Agreement.

You may click on the “Download Partici " tab above the and its exhibits; or complete, review and sign the Participation Agreement
(including the Business Associate Agreement) here on our website.

We just a need a few pieces of information to complste the Participation Agreement online. Piease click on the bution below to get started

Phone: 808-441-1346
Fax: 808-441-1472
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4) Enter all required information and select “Save”

£ Health eNet

Home  Online Participant Agreeman:
Signing Participant Agreement

Legal Entity:

1 Organization's Legal Entity !

* Address

Owner or Other Person with Signing Authority for Legal Entity

* Name
*Title
* Phane

* Emall

Legal Attention:

JiHE HIPAA bo
* Business Assoclate Agresment Paint of Contact

* Email

w

5) Electronically sign your Participation Agreement by selecting “Submit My Agreement” OR if
you would rather print you may download and print the individual copies

Health eNet

Home  Participant Agreement  Complete Online Terms and Agreements

Signing My Agreement Online

| would like to Il my Partici online
Fill out, sign and submit your Participation Agrsemant online following a few easy steps. (You may review the documents anline, and print them out, prior to slestronically signing and submitting them to the Hawai'i HIE.)

& Submit My Agreement

I would rather print paper copies

Download and print the Participation Agreement documents. If you choose this option, please fill out the blank fields in the Participation Agreement and Business Associate Agreement, sign and date the Participation Agreement, then return the
completed documents to the Hawai'i HIE. You may send us the completed decuments by e-mail or mail, to the addresses below:

E-mail: info@hawaiihie.org

Mail:

Hawai'i Health Information Exchange
Attention: Contract Officer

900 Fort Street Mall, Suite 1305

Agrasmant

‘HHH“
dHHHHH
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6) Review the completed Participation Agreement and Exhibit
Check each box, type your name and select “Submit My Participation Agreement”
Step 2: Review and Sign the Participation Agreement

Please review the completed Participation Agreement and exhibits (you may
acoess the de its by clicking their links below)

(Click on the checkboxes below to confirm your agreement with the terms,
«conditions and other provisions within the documents.

Type your name into the field below, then click “Submit My Participation
Agreement” to sign the: Participation Agreement and Business
Associate Agreement. You will receive signature confirmation e-mails for both the:
Participation Agreement and Business Assaciate Agreement.

| agree with Participant Agreement

| agree with Exhibit A

| Iagree with Exhibit B

[ lagree with Exhibit C

| agree with Exhibit D

[ |agree with Exhibit E

(v 1& Submit My Participation Agreement I

7) Enter password and select “Submit My Participation Agreement”

vl 1 Submit My Participation Agreement  [JE8¥]

8) A confirmation email will be sent including a confirmation token

Health Net

Confirmation Token

Confirmation Token

Thank you for itting your Participation Agr for our review.

We've rided a token below confirming we've received your submission, and will also send you a confirmation by e-mail.
I ZI3PdL_74wXCZUSMN _ac6g I

Please review the d Particij A and

{you may access the documents by clicking their respective ks below)
Participant Agreement
Exhibit A
Exnot 8
Bxhibe C
Exhibit D

Exnida £
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Step 3 Complete Registration (Provider or Office Manager)

1) Log-in to https://healthenet-register.hawaiihie.org — If you have not already signed up for an

account, follow directions in Step 1.

2) Select “Go To Registration”

&2 Health eNet

Welcome!

Participation Application

If your practice/organization would like to utilize
the Hawaii HIE's Health eNet suite of services to
securely exchange referral information with
providers involved in your patients’ care, and
access information about your patients in our
Community Health Record for treatment purposes,
please fill out a Participation Agreement and
submit it to the Hawaii HIE. Please click on the “Go
to Participation Agreement” button below to
access the online and printable versions of the
agreement.

IMPORTANT: Since the Participation Agreement is
a contract, please only fill out and sign the
Participation Agreement if you are a person with
authority to enter into legal contracts for your

Registration

If you have completed and submitted a
Participation Agreement to the Hawaii HIE - and
received confirmation from the Hawaii HIE that the
Participation Agreement (and accompanying
Business Associate Agreement) have been signed
by the Hawaii HIE - then please click on the “Go to
Registration” button below to begin the
registration process. This will allow us to establish
user accounts for your practice/organization to
utilize the Hawai'i HIE's Health eNet suite of
services.

If your practice / organization is not yet a Hawai'i
HIE participant, please click on the “Go to
Participation Agreement” butten to the left to begin
the steps needed to become a participant.

—

practice/organization (e.g. corporate CEO, LLC
manager, or other owner).

Version 1.1.3

© Hawal'i Health Information Exchange 2015900 Fort Street Mall #1305 Honolulu, HI 96813 | Phone: (808) 441-1346 | Fax: (808) 441-1472

3) Select “Start New Application”- If you have already started an application select the draft

& Health eNet

Draft > Submitted > Pending Review ¥ Final Status

Home  New Registration

Health eNet Registration

Start New Application

© Hawal'i Health Information Exchange 2015900 Fort Street Mall #1305 Honolulu, Hi 96813 | Phone: (B08) 441-1346 | Fax: (808) 441-1472

Version 1.1.3
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—

4) Enter all Participant Information
*Complete the legal name text box as required. If the practice is a part of a larger
organization, then enter the department name in the next box.

=0
& Health eNet
Submitted ¥ Pending Review ¥ Final Status

Home | Participant  Contacts Providers  Staff  Confirmation

Participant

Participant Information
If practice is a part of a larger organization then the individual practice or department should be listed under Department Name.

Example: Legal Name: Hospital XYZ Department: Wound Care

* Legal Name Department Name (If a part of a larger practice, * Organization NPI
hospital or healthsystem)
* Physical Address * City * State *Zip
Hawail
EMR/EHR Vendor @ Practice Management System
None B None
* Designated Signing Authority * Signing Authority Title

5) Are you registering as a current contractor or part of providing clinical services to: (select all
that apply)

Queen’s Clinically Integrated Network (QCIPN)
Hawaii Department of Health (DOH)

Castle Health Group (CHG)

Hawaii Primary Care Association (HPCA)

oOooa

6) Registration Type: (select all that apply)

CHR (Community Health Record)

CHR with Referrals

Direct Secure Messaging (Standalone)

Direct Secure Messaging (Integrated into the CHR)

oooa

900 Fort Street Mall, #1305 Phone: 808-441-1346 Email: info@hawaiihie.org
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7) Choose Participant Type

*Participant Type

Please choose only one of the following options:

) state- p practice - Led by a doctor of medicine (MD), doctor of osteopathy(DO), advanced practice registered nurse (APRN), etc.
) Ambulatory Surgery Center
(") Care Coordinator
() Community Health Center
() Diagnostic and Treatment Center
) Emergency Medical Services (EMS)
(" Employed Provider Practice - Providers employed by hosptial or health system
") Health Plan/Insurer (including self-funded plan) - for treatment only
" Home Health Agency
") Hospice
") Hospital - including critical access hospital
() Laboratory
" Nursing Home
) Pharmacy
(") Public Health Direct Care Provider
) Radiology Group
() Urgent Care Center

Participating entities must be permitted to receive PHI for the following choices...

(" Business Associate (BA) of Healthcare Provider or Health Plan
St

() Public Health Authority (i.e. public health agency or entity under the agency's public health authority, e.g. a registry)
(" Other Third-Party of F Health (PHI) (e.g. health data organization)

8) Choose affiliated hospitals and select “Create Participant”

Affiliated Hospitals
Hospital Name @

None
4+ Add Hospital

How did you hear about us? Please Specify Physician Name:

4
B

None

>

Please Specify Other Source:

900 Fort Street Mall, #1305 Phone: 808-441-1346 Email: info@hawaiihie.org
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9) Select “Add Point of Contact”

&z Health ¢Net
Submitted > Pending Review ¥ Final Status

Home Participant Contacts Providers Staff Confirmation

Points of Contact

Add in a point of contact for Hawaii HIE to contact for trouble-shooting and administrative duties (i.e. adding and removing staff
members or providers, additional training, etc.)

=+ Add Point of Contact

Action Contact Type Name of Contact Mailing Address Phone-ext Fax Email Address

Save

© Hawal'l Health Information Exchange 2016900 Fort Street Mall #1305 Honolulu, HI 96813 | Phone: (808) 441-1346 | Fax: (808) 441-1472 Version 1.1.3

10) Enter required Point of Contact information and select “Add Point of Contact”

Add Point of Contact

* Contact Type

* Name of Contact
Mailing Address (if different from practice address)

* Phone Extension

* Email Address

Gancel Add Point of Gontact

11) After completing the contacts, click “Save” to advance to the organization’s providers
information

Wiz=%
< Health eNet
Submitted > Pending Review ¥ Final Status

Home Participant Contacts Providers Staff Confirmation

Points of Contact

Add in a point of contact for Hawai‘i HIE te contact for trouble-shooting and administrative duties (i.e. adding and removing staff members or providers,
additional training, etc.)

+ Add Point of Contact

Action Contact Type Name of Contact Mailing Address Phone-ext Fax Email Address

Site Administrator Test Test 565-555-5655 test@hhie.us

@

i
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12) Add all practicing providers and complete all provider information.

The information allows Hawai‘i HIE to verify that all Providers are licensed professionals in
good standing and not excluded by CMS or the State of Hawai'‘i:

New Provider

* First Hame
* Last Name

* Credential
MD

* Date of Birth @
01-01-1970 H

* NP1
Hi License

* Speclalty

SBalect Specialty...

* Phone
Work Emall
Direct Address (ex. John@direct Hawaihiz.net) €

* CHR Role

Emergency Department Physician - This provider has the ability to view sny
patient and can “access additional records™ to view confidential records.
~ Established Provider - Thiz providar haa tha ability to see any patient with
whom they have an establshed relationship, can access additional records, and
«an formally establish relationships with new patients allowing their staff without
query to view the patient, create referrals, or request consults.

13) Once the providers section is completed, click “Save.” This will allow you to proceed so you
can add the staff members who will need access.

Health ¢Net

Submitted ¥ Pending Review ¥ Final Status

Home Participant Contacts | Providers  Staff  Gonfirmation

Providers

Add In any providers in your clinic that will be needing access to the community health record for clinical data information gathering, referral comipletion, etc.

=+ Add Provider

Nama Specialty oos Npi HI License Fole

01-01-1870 9127349878

Action

-

© Hawal'l Health Information Exchange 2015
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14) Add all staff users by entering staff information, selecting access role, and clicking “Add Staff
User”.

New Staff User

* First Name
* Last Name
*Job Title

* Date of Birth @
01-01-1970

Work Email

* CHR Role
°5la|‘f With Query - This staff member has the ability to search for patients in the
community health record and “access additional records™ for patients that are not
already associated with providers within their organization in order to create referrals,
etc.

~ Staff Without Query - This staff member can access records for patients that are
already associated with providers within their organization, but cannot access patients
who are not already associated with their organizations providers.

Cancel Add Staff User

15) Once you have completed adding staff members, click “Save.” You will proceed to the
summary of all the information you have entered. Review the materials carefully.

Health eNet
Submitted ¥ Pending Review ¥ Final Status

Home Participant Contacts Providers Staff Confirmation

Staff User

Insert your staff members who assist you in your clinic. For example, this could be your medical assistant, front desk staff for referrals, or office manager.

=+ Add Staff User

First Name Last Name Job Title DoB Email Role

Action
“ Test Test Medical Assistant 1070-01-01 Staff With Query

© Hawal'l Health Information Exchange 2015 800 Fort Strost Mall #1305 Honokulu, H1 86813 | Phone: (B0B) 441-1348 | Faox: (806) 441-1472
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16) Carefully verify all information is correct and complete. Once the information has been
carefully reviewed, click ‘Submit My Application”

Health eNet

Draft (-] Submitted ¥ Pending Review ¥ Final Status

Home Participant Contacts Providers  Staff =~ Confirmation

Application Summary: Test

Legal Name of Entity: Test
Department Name: Test
NPI: 1297329879
Physical Address: 900 Fort Street Mall
Gity: Honolulu
State: HI
Zip: 98765
EMR Vendor: Advanced Md
Practice Management System: Advanced Md
Designated Signing Authority: Test Test
Signing Authority Title: Ceo
Participant Type: Individual State
Licensed Provider
Practice
~ Associated Hospitals
Name
Castle Medical Center
- Associated Contacts
Gontact Type Name of Gontact Mailing Address Phone  Ext Email Adress  Fax
555-555-
Site Administrator Tost Py test@hhio.us
- Associated Providers
First Last
Crea.  DOB NP1 Hilicense Specialty Phone  Email  Direct Address
Name  Name
01-01- 555-555-
Test Test MD 1or0 1234567690 MD 1234 Cardiology o test@direct hawallnie.net
- Associated Staff
First Namo Last Name Job Title oos Emall Role
Tost Tost Medical Assistant 1970-01-01 Staff With Quary
Refered By: Hawail Hie Website
By Physiclan:
By Other:
5 Submit My Application

© Haveai's Haah Information Exchangs 2015000 Fart Sirest Mal #1905 Honolulu, Hi 96013 | Phona: (008) 441-1348 | Fax: (006) 4411472

17) Confirm accuracy of information provided by checking boxes, type in name and select “Submit
My Application”

Confirmation

(7] [attest that the information provided on this request is true to the best of my
knowledge.

] ! confirm the User List is accurate and represents the roles and access levels of
my practice users.

| [am aware that my staff will be trained on the Health eNet system and that | am
responsible for their use of Health eNet

please type your name here for signing

Cancel i Submit My Application

900 Fort Street Mall, #1305
Honolulu, HI 96813

Phone: 808-441-1346
Fax: 808-441-1472

Email: info@hawaiihie.org
Web: www.hawaiihie.org



Health eNet

18) When the information has been successfully submitted, you will return to the home page.

w# Health eNet Registration

*® \\+ —

e - & L -

# - 0%+ & O A € a hitps://healthenet-register hawaithie.org

¢ || Q search ‘B ¥ 4 - © | =

Health ¢Net
Welcome!

Participation Application

If your practice/arganization would like to utilize the Hawaii HIE's
Health eNet suite of serices to securely exchange referral
information with providers involved in your patients’ care, and access
information about your patients in our Community Health Record for
treatment purposes, please fill out a Participation Agreement and
submit it to the Hawaii HIE. Please click on the *Go to Participation
Agreement” button below to access the online and printable versions

of the agreement.

IMPORTANT: Since the Participation Agreement is a contract,
please only fill out and sign the Participation Agreement if you are a
person with authority to enter into legal contracts for your
practice/organization (e_g. corporate CEO, LLC manager, or other
owner).

& Go to Participation Agreement

@ Hawai'i Health Information Exchange 2015

Registration

If you have leted and subl d a P: Agreement to
the Hawaii HIE — and received confirmation from the Hawaii HIE that
the Participation Ag nt (and 1g Business
Agreement) have been signed by the Hawaii HIE — then please click
on the “Go to Registration™ button below to begin the registration
process. This will allow us to establish user accounts for your
practice/organization to utilize the Hawai'i HIE's Health eMet suite of
senices.

If your practice / organization is not yet a Hawai'i HIE participant,
please click on the “Go to Participation Agreement” button to the left
to begin the steps needed to become a participant.

@® Go to Registration
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