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Background 

The Hawai‘i Health Information Exchange (Hawai‘i HIE), a non-profit, State Designated Entity (SDE), 

submitted the “State of Hawai‘i Health Information Exchange Strategic and Operational Plan” (the Plan) 

on August 31, 2010. Hawai‘i HIE and the Office of the National Coordinator for Health Information 

Technology (ONC) have been working on details to align the plan for approval status. Along with ONC’s 

suggestions throughout September and October, the Hawai‘i HIE received technical assistance from an 

ONC consultant to help ensure the Plan addressed ONC’s July 6, 2010 PIN requirements. On November 

18, Hawai‘i HIE submitted a draft addendum to the Plan that details laboratory results exchange, 

electronic medication ordering, and collaboration with other similar ARRA grants such as the Hawai‘i 

Pacific Regional Extension Center (HPREC), Hawai‘i County Beacon Community Consortium (HCBCC), 

University of Hawai‘i Community College Consortia for Health IT Workforce Development, and the HIE 

Programs for the territories of Guam, American Samoa, and the Commonwealth of the Northern 

Mariana Islands. On January 7, 2011, ONC sent an Evaluation Letter outlining formal adjustments for 

Hawai‘i HIE to consider in order to ensure that federal funds are spent appropriately and that health 

information exchange for Hawai‘i be successful.  

The original Hawai‘i HIE Plan included leveraging the limited federal funds by proposing to create a 

comprehensive health information exchange with most of the ONC resources to be budgeted in the first 

two years of the four year funding period to include contracting with a vetted HIE vendor. The reasoning 

for this was to meet ONC timelines and give the state relief on the match fund requirements in the first 

two years. On December 15, 2010, in a meeting held in Washington, D.C., ONC explained to Hawai‘i HIE 

that the current proposal timeline and goals were not achievable given the funding allocated and they 

noted that the HIE industry itself was in its infancy with few proven sustainability models. A subsequent 

teleconference with Hawai‘i HIE board members, on January 12, 2011, was an opportunity for Hawai‘i 

HIE stakeholders to discuss directly with ONC their concerns and to review the suggestions that ONC 

would like to see in Hawai‘i’s State HIE Plan. 

The following is a response to the Hawai‘i State Plan Evaluation (see Attachment A) addressing the 

concerns that ONC has to ensure project success.  

The numbering outline in this Addendum is in reference to a checklist taken from the ONC letter in order 

to address each concern in the order it was stated. (See Attachment B) 

General 

i. ONC is advising that a secured messaging approach, based on a “push” model, is a practical 

way for the Hawai‘i HIE to implement the first phase requirements. Although the State of Hawai‘i 

prefers to implement the larger component of the exchange application earlier in the project timeline in 

order to establish key HIE services immediately and to take advantage of the lower matching fund 

requirement in follow on years, Hawai‘i HIE has agreed that a longer implementation stage would be 

reasonable considering the industry’s immaturity.  
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1. This will entail a modification in the technical design already approved by the Hawai‘i HIE 

Technical Committee that was supported by the Hawai‘i HIE board and the State HIE Coordinator. 

Hawai‘i HIE will still adhere to the hybrid design model, but in order to reach out to all providers as 

directed by ONC, a browser-based secured message service will be put into place to provide message 

exchange to providers who have not yet implemented electronic health record (EHR) systems in their 

offices. This allows the Hawai‘i HIE to reach out to rural providers that have not embraced an EHR 

system due to up-front cost and the gradual learning curve which, in a large, robust application, could  

overwhelm their staffing resources and time. (Reference Technical Diagram in section 13) 

1.b ONC is also recommending that Hawai‘i HIE employ utilizing the federal DIRECT project as 

an approach to Implementation Phase 1 – 2011 in order to connect to various organizations that may 

not have interface resources. Hawai‘i HIE is enthusiastic about the opportunity of the DIRECT project 

and is watching its progress very closely, as indicated in the State HIE Plan and in the technical Request 

for Information (RFI) document posted online on October 8, 2010. An example of DIRECT advancement 

is the recent Deployment Models for point-to-point messaging that closed its call for consensus on 

December 23, 2010. As the Hawai‘i HIE begins to develop and facilitate the message exchange 

community, a conscious collaborative effort to connect with DIRECT will be planned in 2011. (See 

Attachment C, task 25, 36, & 51) 

2. The timing of these modifications is challenging, but Hawai‘i HIE understands how paramount 

the success of this Cooperative Agreement needs to be. An example of this is outlined in the Evaluation 

Letter regarding the lack of metrics or gap analysis for sharing of patient summary information across 

unaffiliated organizations or point-to-point exchange as a means to enable data liquidity among 

independent providers in 2011. Hawai‘i HIE will propose to the Department of Human Services that the 

State of Hawai‘i’s HIT Implementation – Advanced Planning Document (I-APD) include the creation and 

implementation of a baseline assessment survey that will define qualitative measurements that will 

assist them in development of their State Medicaid Health Information Technology Plan (SMHP). Based 

on the results of the survey, quantitative outcomes for research measurements could create a robust 

analytical baseline that will address gaps for the both the State of Hawai‘i’s HIT Implementation-APD 

and the Hawai‘i HIE. (See Attachment D) 

The Hawai‘i State HIE Plan does discuss the gap in provider-to-provider electronic exchange, and the fact 

that physician stakeholders expressed that minimal, if any, electronic exchange occurs between 

physicians.1 This gap in electronic exchange is reiterated in the State’s P-APD. This proposed survey 

would also be a vehicle to create a transparent dialogue that could shape the way data is displayed via 

the exchange in future implementations. Health information in Hawai‘i is still in a stage of growth where 

individual provider records are safeguarded in silos and are not exchanged within the same application 

or through an EHR Application Service Provider. However, the two large labs, Clinical Laboratories of 

Hawai‘i and Diagnostic Laboratory Services, have identified an approximate 55% gap for individual 

                                                           
1
 State of Hawai‘i Health Information Exchange Plan; October 22, 2010, page 4 
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physicians with EHRs who are able to receive electronic lab results, thus the possibility for information 

exchange is possible with a neutral HIE technical application.  

3. Project Management Plan 

The project management plan has been reformatted to detail the goals, objectives, resources and 

timeline for each grant year. As year one is coming to completion, the remaining years detail out a 

phased approach based on the feedback from ONC. In this new structure, the plan describes the 

Planning-2010 phase as complete. Since six months have passed since the Plan was submitted, we have 

reworked the tasks for the adjusted implementation phases so that the exchange has a more 

evolutionary approach.  

In the Implementation Phase 1 – 2011, Hawai‘i HIE will implement a design focused on the secure 

messaging (push) model that has a better success rate according to ONC. By utilizing this simpler, less 

resource-intensive approach, the exchange will be able to reach out to a greater number of physicians 

(within the milestone date) that have not implemented an EHR system so that they can directly benefit 

from the exchange of electronic data. 

Implementation Phase 2 and 3, for the remaining years of the grant, focus on the development of an 

incremental language standard for laboratory data sets and a more robust exchange interface, which 

will follow on the growth of Meaningful Use requirements.  

4. Independent Physician Value 

If independent physicians do not have an operational EHR in their clinic, they will see the value of the 

HIE by utilizing the secure messaging model as they will be able to receive current data for patients at 

the point of care. For those with EHR systems already in their practice, most of the interoperability 

functionality may already be in place and the HIE, in the initial implementation phase, would not 

interrupt already existing connections. The clinical summary document would contain the essential data 

fields (progress notes, medication lists, problem lists, allergies, and lab results) based on the proposed I-

APD survey mentioned above or a simple secured message.  As physicians become accustom to the 

electronic benefits, they will more likely join a robust EHR at a later date.  

Since Hawai‘i HIE has made the adjustment to a phased implementation approach and providers are 

preparing to implement their EHRs with the assistance of the Hawai‘i Pacific Regional Extension Center 

(HPREC) and Hawai‘i County Beacon Community Consortium (HCBCC), providers will be receptive to new 

workflow adjustments and, until their EHRs are operational, will have a better understanding of how an 

electronic messaging system will function. The goal for 2011 is to have independent providers 

participating in achieving Meaningful Use goals as they are starting up their electronic systems or are 

still evaluating the EHR transition. However, in 2012, the Hawai‘i HIE Implementation Phase 2 will begin 

as all physicians in the state strive to meet the 2012 Meaningful Use requirements through integration 
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of their EHR applications. This building block will connect to other health exchange programs and the 

goal is to streamline access to information so that providers do not have multiple systems to manage.   

5. Alignment of Goals with HCBCC 

As the HIE industry continues to develop, Hawai‘i HIE investigates potential alignment with HCBCC. A 

meeting with Hawai‘i HIE and HCBCC was held on January 12 and 13, 2011, and at this meeting with 

Karen Pellegrin (HCBCC Principal Investigator) and Jeff Jendrysik (HCBCC Technical Lead), both teams 

reviewed HCBCC’s current technical plan and compared the requirement sections with other state’s HIE 

RFPs. We reviewed over 250 technical specifications, which created better alignment and understanding 

between the HCBCC program and Hawai‘i HIE. The sections contained the functional services, core 

services, service access layer, matching services section, clinical index, value added services, and hosting 

and reporting requirements.  

Although it is too early to determine how the final goals of each project will align at this time, Hawai‘i 

HIE and HCBCC, along with the HPREC, will continue to invest time and resources to create an 

environment for mutual collaboration and benefits.  

 Governance 

With the completion of the 2010 November elections, the transition of officials into new positions, and 

the start of the 2011 State of Hawai‘i Legislative Session, Hawai‘i HIE is now seeing renewed interest in 

HIE activity on the public (state government) level. The current administration is committed to raising 

awareness of health IT and, very recently, the Lieutenant Governor’s office has expressed interest in 

becoming actively involved in the discussion of the HIE. Also, Hawai‘i HIE is continuing planning activities 

with the State’s Department of Health and Department of Human Services on legal and policy 

governance. As State interest of HIE effort grows and as the new administration is recruiting a new 

Department of Health Director and new Department of Human Services Director, the Hawai‘i HIE will 

work with interim directors to move forward on creating governance policies for HIE. Hawai‘i HIE is a 

member on the Hawai‘i Pharmacy Task Force via Hawai‘i Statute Act 125. This Task Force will develop a 

feasibility survey on the efficacy of requiring every pharmacy and remote dispensing pharmacy in the 

State to do e-prescribing, as discussed in the latest Community of Practice e-Rx meeting, February 3, 

2011.    

6. As mentioned in the Hawai‘i State HIE Plan, the public at large has access to meeting 

schedules and minutes from Hawai‘i HIE’s electronic resources such as the website, ning, and email 

correspondence. The Hawai‘i HIE has a Physician Advisory Group that will assist with the dissemination 

of information on the State HIE Plan and will help educate other providers and the public on current 

health information technology issues. Hawai‘i HIE and the HPREC will be working with the HCBCC to 

develop outreach programs where providers have the opportunity to have open and frank discussions 

on the direction of the individual programs. 
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7. The Department of Human Services Medicaid (Med-QUEST) has announced on their website 

that they will be providing incentive payments to eligible providers that meet benchmarks for 

Meaningful Use. HPREC program will be providing services to individual providers and groups to assist 

them in meeting the Meaningful Uses milestones by means of outreach programs, online forums, and 

in-person appointments. 

8. The Board of Directors of the Hawai‘i HIE is currently seeking a representative from the 

pharmacy community. This member will be able to provide insight on the challenges that are involved in 

the pharmacy industry for the State of Hawai‘i. In a recent board meeting, it was determined that there 

is a clear need for a member with pharmacy industry participation. This topic will be on the Governance 

Committee’s agenda to take action on next month.  

Finance 

9. Hawai‘i HIE has an existing contractual agreement with Pacific International Center for High 

Technology Research (PICHTR) that specializes in oversight and management of federal Cooperative 

Agreements2. This partnership ensures that proper oversight and accountability is maintained through 

the award period. (See Attachment E) 

10. Hawai‘i HIE has detailed a four-year budget that outlines the expenses for individual years 

based on the SF 424. We believe the attachment will provide better detail on how the financial 

resources will be utilized. (See Attachment F) 

11. Due to the creation of the Hawai‘i State HIE Plan and delay in the approval process in year 

one, we have expended almost all of the 10% funds allocated for the planning period (approx. $560k). 

Therefore, our budgets and timelines have been realigned to account for these delays.  

Hawai‘i HIE is constantly investigating funding opportunities that can supplement the ARRA funds. An 

example of this is the $50,000 donation from the Hawai‘i Kaiser Permanente Foundation. This 

contribution was made in an effort to support the outreach and education element of the Hawai‘i HIE 

and ultimately to encourage the improvement of connectivity and overall patient care experiences. (See 

Attachment G) 

12. As the HIE system matures, value added services will be presented and revenue models will 

be tested for financial viability. One consideration is analytic activities such as report generation for 

reimbursements, health improvement measurements, or demographic research that could produce 

value-added services. Finance Committee has been evaluating the cost models and will be able to 

determine if further revenue streams will need to occur, such as introducing a legislative tax fee or 

membership subscription fees to support the exchange. All possible financial models will be analyzed by 

                                                           
2
 State of Hawai‘i Health Information Exchange Plan; October 22, 2010, Page 40 
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the Finance Committee in the spring and the Hawai‘i HIE will be implementing selected models by fall of 

2011. 

Technical 

13. ONC has suggested to the Hawai‘i HIE that a secured messaging model may have a higher 

success rate than the robust HIE model that was in the original State HIE Plan. The Hawai‘i HIE agrees 

with this model and has revised its implementation plan to highlight the secured messaging component 

(detailed below). The secured messaging model will be able to deliver clinical summaries in such a way 

that providers with non-certified EHRs, as well as those without an operational EHR, will be able to 

participate in HIE, and therefore, allow a shift in provider adoption in technology. Input from the above 

planned provider survey will be incorporated into the design to create better understanding and to ease 

the burden of EHR apprehension.  

Scenario One: No EHR to No EHR 

The application for individual primary care physicians to communicate with other physicians, both 

without operational EHR systems, would be through a secured web portal that providers will be able to 

access anywhere with network connection. In this scenario, provider Dr. Abc wants to send clinical 

information or message to provider Dr. Xyz. Dr. Abc will access the Hawai‘i HIE web page and register by 

means of the Log In/Registration page. She will receive a Hawai‘i HIE security certificate upon 

registration. She has heard about Hawai‘i HIE by way of the HPREC outreach program and is assured that 

it is a trusted Health Information Service Provider (HISP). The HIE hosts, configures, and monitors the 

HISP as a trusted application to authenticate all users to create, transmit, and receive secured messages. 

After Dr. Abc officially registers by providing specific data to authenticate that she is certified to enter 

into the Hawai‘i HIE, she will be prompted to select a provider from the provider directory. If Dr. Xyz is 

not on the provider list, then Dr. Abc will need to retrieve his email address by calling him or accessing 

his address from her email application (i.e. MS Outlook). Once Dr. Abc receives Dr. Xyz’s email address, 

she then creates her message and enters Dr. Xyz’s email address manually into the “To” recipient field.  

Dr. Abc creates her message in the HISP and is given options on how to transmit the message. She can 1) 

scan the document from her paper chart and attach it to the message, 2) select the file from her 

computer (i.e. MS Word document) and attach it to the message field, 3) copy the content from the file 

on her computer and paste it directly into the message, or 4) free text. Once satisfied that the proper 

information is contained in the message, Dr. Abc hits the send button. 

Dr. Xyz will then receive an email notification from his email account (i.e. doctorxyz@gmail.com) that 

there is a secured message in the Hawai‘i HIE for him to retrieve. The message will contain a link that 

will direct him to the Hawai‘i HIE and ask for him to Log In/Register, just as Dr. Abc did. Once Dr. Xyz 

completes this process and is certified to enter into the exchange, he will be able to retrieve the 

decrypted message sent by Dr. Abc by applying the security certificate.  
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An individual primary care physician that does not have an EHR but wants to send a patient’s clinical 

care summary or information to another primary care physician or specialist that does not have an EHR 

would fall in the Individual-Level Provider Directory (ILPD). Both physicians would be able to become 

certified participants of the HIE by registering with the Hawai‘i HIE. Acting as a HISP, Hawai‘i HIE would 

certify the providers’ accounts to participate in the exchange of patient data. The HISP is a logical 

concept that encompasses certain services (such as authenticating user attributes) that are required for 

data exchange and is planned to be governed by the Hawai‘i HIE. The Hawai‘i HIE would provide the 

exchange portal and will authenticate users based on data attributes (name, medical license #, address, 

gender, IP address, security certificates, etc.) based on their profile.  
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The HISP will interpret the message through the header fields of the transmission and encrypt/decrypt 

the messages as they are transported through the exchange. This process is similar to other ONC-funded 

State HIEs across the nation where approximately 30 attributes are cross-referenced to 1) validate 

provider participation in the HIE directory,  2) be expected to reach a 98% accuracy rate, 3) be 

configurable/scalable, 4) be able to integrate with other data marts, and 5) have multiple security and 

delegated authority layers. These data fields will correspond to ONC’s Provider Directory Working 

Group. 

The Hawai‘i HIE Entity-Level Provider Directory (ELPD) will be updated by affiliated and trusted 

organizations (entities), and could also be managed by Hawai‘i HIE according to the above robust 

authentication application. Some of these health organizations have EHR/HIT systems and some do not. 

The organization will be responsible for maintaining their own Provider Directory list and will provide 

updates to the Hawai‘i HIE so that duplicate work is not created. Hawai‘i HIE would enter in the 

authentication process at the appropriate processing point when requests are generated. Entity-Level 

Provider Directory should closely manage individual provider accounts and maintain HIPAA rules and 

agreements with each user. Entities are identified as groups of providers on a common network, 

organization networks, or Individual Doctor Networks (IDN) such as North Hawai‘i Health Information 

Exchange (NHHIE).3  

Thus, there will be two types of requests planned:  

¶ Individual-Level Provider Directory (ILPD): a directory listing individual providers  

¶ Entity-Level Provider Directory (ELPD): A directory listing provider organizations 

Providers with no EHR systems need a computer system with specifications that will be able to facilitate 

normal email and web-browsing transmissions (for example: Windows Vista, Mac OS 10, Explorer 

9/Safari, Outlook/Mail, broadband network connection, etc.). They also need to have the ability to scan 

patient records for transport. If they have the patient record in a document format, they should have 

the ability to attach it to the HISP email messaging system. The Hawai‘i Pacific Regional Extension Center 

program would assist the providers with workflow redesign to meet the needs of this type of clinical 

exchange. Outreach programs are in place to contact individual providers and assist them not only to 

meet Meaningful Use requirements, but also to assist them in workflow methodology that changes the 

behavior of clinical care for health information exchange. 

No EHR to EHR 

If Dr. Abc does not have an EHR, but Dr. Xyz does, the process is similar. Dr. Abc would still need to 

register and be given a security certificate to enter into the HIE and would then construct the message 

she wants to send. The encrypted message would be sent to Dr. Xyz in a similar fashion to the ‘NO EHR 

                                                           
3
 State of Hawai‘i Health Information Exchange Plan; October 22, 2010, Page 16 
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to No EHR’ case above. However, when Dr. Xyz registers into the Hawai‘i HIE, he will be required to 

indicate which EHR system (product, solution, version) he is using. 

He will then be prompted to enter the EHR system’s user account address if he prefers that notifications 

are to be directed to his EHR system. Dr. Xyz can also request that email notification be sent to another 

email account when his EHR is not available. Encryption and decryption will need to be analyzed by the 

HISP to determine where the actual data will be sent, but the information will be available to Dr. Xyz no 

matter where he is. If he elects to receive notifications through the EHR system, he would enter the EHR 

system email address (i.e. doctorxyz@ehrsystem.com). Once Dr. Xyz logs into the EHR system, a 

notification of a pending message will be listed. Dr. Xyz will not have to log into the HIE, as the EHR 

system will already be verified as a trusted entity (ELPD). 
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As explained, the health care organizations (ELPD) may be encouraged to pre-populate their provider 

profiles in the HIE in order to avoid going through the registration process multiple times. Due to 

individual user expectations, some health care organizations may encourage their customers to register 

into the exchange individually. 

As the message is received by Dr. Xyz (the receiving provider), he would have the option of pasting the 

health information into the patient’s EHR document fields or adding it as an attachment.   

As mentioned, trusted EHR vendors will be pre-qualified based on requirements established through the 

HPREC and supported by the Hawai‘i HIE. EHR vendors will be required to have current CCHIT 

Certification, proven in-state customer support, two or more successful implementations in the state, 
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and must meet NHIN Direct Exchange specifications in order for providers to have confidence that the 

applications they embrace are up-to-date and have longevity. 

The preliminary plan is to start with a flat file secured messaging platform, which will then expand into 

an interoperable HIE exchange model as behavioral changes and provider technological adoption occur. 

The provider directory will be able to identify duplicate providers, perform a search query, and have 

messaging identification assurance.  

The Hawai‘i HIE is in a unique position where a comprehensive provider directory can be built off a list of 

key sources. These sources include major hospital systems, the HPREC priority primary care provider 

(PPCP) directory, and the HCBCC project, which has a complete list of county providers that will be cross 

referenced. 

Hawai‘i HIE is supportive of these programs, as HPREC is managed by the Hawai‘i HIE non-profit 

organization and the Executive Director is an active board member on HCBCC project.  

In Phase 2 of the Implementation Plan, qualified EHR vendors will be required to enhance their systems 

with interoperable messaging functionality to receive a message by identifying the specific field source 

through meta-tags, and import them into the EHR application’s corresponding fields. As messages are 

transmitted by the HIE, based on the foundation of the secured messaging platform, corresponding data 

fields will be identified and transported into the correct location in disparate EHR systems. 

EHR to EHR 

If Dr. Abc and Dr. Xyz both have EHRs, each provider would log in to their EHR applications. The 

application and corresponding user security certificate will provide them with the ability to send secured 

messages in structured Simple Mail Transfer Protocol (SMTP) flat file format to the HIE. The benefit of 

both providers having EHRs is that, as the HISP evolves, the translation of data as it flows through the 

HIE will conform to a standardized data format. In this case, both providers benefit from logging in to 

only one system to perform both EHR and HIE queries to exchange clinical summary information. 

The Hawai‘i HIE would be the governing authority that authenticates transmission of patient records by 

certifying access based off the provider directory, but in this case, the EHR application would call the 

HISP and, once the provider directory is authenticated, will transmit the secured message to the HISP. 

This will enable both providers to send clinical summaries without heavy processing immediately in 

Phase 1. 

A valued added service being explored for a future phase is a normalization process, which translates 

the tags within the body of the message so that the core data intended to be transmitted is viewed in a 

formatted common structure for the physician to digest. Integrity checks will be conducted to protect 

the data and ensure that there is no corruption.  
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The timeline for EHR to EHR secure messaging transmissions will occur in Phase 1 of the State HIE 

Implementation Plan, with EHR vendors required to demonstrate that they have the secured messaging 

capability. The secure messaging component will ease the burden of interfacing with disparate 

applications in Phase 1, and the HIE system will be able to support the growth of data interoperability in 

future phases. By incorporating the DIRECT project specifications into the Hawai‘i HIE, the HISP will 

allow certified message transmission from one EHR system to another. 

This secured messaging model can also be used by laboratories that are using a laboratory information 

system or, as in the case of medically underserved areas, boutique labs that do not have any electronic 

structured or unstructured data systems.  

The Hawai‘i laboratory community is collaborating to define a common data set used to send lab results 

through the HIE. These efforts will be reviewed at the American Society for Clinical Laboratory Science 

(ASCLS) and the Clinical Laboratory Management Association (CLMA) on May 9, 2011 in Hawai‘i. Hawai‘i 

HIE will discuss the most current Health Information Technology (HIT) Policy Guidelines and will assist 

the boutique labs on the federal lab results initiatives.  
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The State HIE Plan includes the development of data-set standards for electronic lab structure by the 

summer of 2011 (in-line with the NHIN CONNECT Standards) and analyzing standards from ELINCS and 

other lab data sets. The laboratories will benefit from a single point of entry thereby minimizing the 

interface development that would otherwise occur through fragmented clinical data exchange systems. 

The 10% of the laboratory work in Hawai‘i is done by boutique labs for general tests such as, oncology, 

cardiology, and general lab testing and the boutique labs will be highly encouraged to participate in the 

Hawai‘i HIE as the demand for order entry by the providers, particularity through the HPREC program 

and the HCBCC program, begin to gain momentum.  

List of Laboratories in the State of Hawai‘i 

HOSPITALS 

Castle Medical Center 

HPH (Straub, Kapiolani, Wilcox, Pali Momi) 

The Queens Medical Center 

Kaiser Permanente 

DoD 

Tripler Army Medical Center 

{¢!¢9 hC IŀǿŀƛΨƛ 

Hawai‘i Health Systems Corporation  

State Laboratories Division  

Individual dept. (STD/AIDS, TB, Disease Outbreak Control, etc.) 

INDIVIDUAL 

Aiea Medical Building 

Aloha Laboratories 

Analytic Lab Systems 

Cardio Pulmonary Diagnostic Services 

Clinical Laboratories of Hawai‘i 

Diagnostic Laboratory Services 

Physicians Lab Corp 

Quest Diagnostics 

Hawai‘i Pathology Laboratory 

 

The EHR vendors implementing their systems into the independent provider practice will be required to 

interface to several labs in order for the physicians to meet MU. While the two largest labs are 

positioned to meet these providers’ needs, the smaller labs, as a result of increased EHR implementation 

and increased provider demand to achieve MU, will need to adopt LOINC or ELINCS standards by the 

providers’ EHR go-live milestone.  
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Secured Messaging - Lab Use Case: 

As part of the revised Implementation Plan Phase 1, secured messaging will allow providers who are 

currently without an EHR system to receive laboratory results. In addition, it will allow providers with 

existing EHRs to log in to a trusted portal to receive the lab results. This secure platform will use 

matching encryption keys that will ensure privacy of transmissions. Encrypt/decrypt keys will be 

generated by the Hawai‘i HIE platform and only matched keys will allow message results to be 

exchanged.  

In this secured messaging Use Case, the labs and providers are existing authenticated users in the 

exchange: 

1.0 The lab releases new test results for a provider. 

1.1 The lab sends a secure electronic message to the Hawai‘i HIE application that contains provider’s 

information and a web link where the new test results could be retrieved/viewed. 

1.2 The HIE application refers to its provider directory for delivery information and forwards a web 

link to the appropriate provider via encrypted email notifying the provider of new lab results.  

1.3 The provider decrypts the email and clicks on the web link to connect to the Hawai‘i HIE 

application web portal. 

1.4 Hawai‘i HIE authenticates the provider’s access to the information based on the provider’s user 

privileges. A systematic protocol will safeguard proper access of health information and will be 

managed by appropriate personnel. 

1.5 Once certification of the provider’s privileges is validated, the Hawai‘i HIE submits the request 

electronically to the lab by matching encryption keys. 

1.6 The lab downloads the corresponding encrypted lab results to the Hawai‘i HIE. 

1.7 The information is transmitted within the Hawai‘i HIE application for the provider to review 

online. This process will match the lab’s results codes to a format organized by the Data 

Management Committee. LOINC standardization would not occur in Phase 1 of the HIE 

implementation, but will be incrementally integrated into the system in later phases. ELINCS will 

be assessed for compatibility. 

1.8 A message with formatted lab results is displayed online and available for download via the 

Hawai‘i HIE application web. 

1.9 New lab results delivery is completed. 

2.0 If the provider is not authorized to enter into the exchange, the system will reject the request. 

The provider has the option of contacting the exchange to receive temporary session access 

(timed), which will prompt them to create a new username and password.  
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CloudHawai‘i HIE 
displays results

Lab sends results 

provider decrypts email and clicks  
link to connect to the Hawaii HIE 

application web portal.

Generate 
encryption key

Lab releases new test results 
for a provider

Exchange Complete

Provider’s information w/web link 
where new test results 

will be retrieve

Secured Messaging Lab
Use Case

Session Ends

1.0

1.1

1.2

1.3

1.4
1.5

1.6

1.7

1.8 Results displayed via Hawai‘i 
HIE secured message

Create message structure

Hawai‘i HIE

Authenticate provider 
for exchange access

1.9

Provider’s Directory forwards link to 
the appropriate provider via 

encrypted email 

Hawai‘i HIE submits 
results request

2.0
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The above model assumes that the independent laboratory participates by having their data in a 

structured format which conforms to, and is compatible with, the Hawai‘i HIE. The model also assumes 

that the provider already has an up-to-date computer and web connection service.  

14. As mentioned in the State HIE Plan, there are other health information data repositories in 

Hawai‘i such as HCBCC and North Hawai‘i County Exchange,4 for example. The Hawai‘i HIE is developing 

a plan to be the network hub for these exchanges. The model of secure messaging enables an exchange 

of patient information via a “network-of-ƴŜǘǿƻǊƪǎέ within the state of Hawai‘i. As these networks 

continue their development, Hawai‘i HIE as the trusted state agent for health information exchange, will 

have the ability to connect with the similar initiatives and expand services by creating the secured 

portals utilizing NHIN Standards.  

As these systems mature, the collaboration of ideas and the sharing of resources add a great benefit. 

Recently, Hawai‘i HIE and the HCBCC have been discussing collaboration efforts to support each other’s 

initiatives. Specifics are still being crystallized, but as both networks mature there will be opportunities 

for components to be repurposed. An example of this partnering is a joint session held on January 12 

and 13, 2011 that provided detailed requirements that could be aligned, mentioned above.  

In collaboration with the Department of Health, strategic connections to the statewide immunization 

system via the State HIE are being discussed. HRS 325-122 through 325-126 established this statewide 

immunization registry for Hawai‘i, as many states have statewide immunization registries. In most cases, 

clinicians would have immunization records in their own electronic medical record systems, but would 

be required to send immunization information to the state immunization registry. Because the state 

immunization registry is planned to be connected/accessed, this will be an example of a trusted network 

sending secured messages.  

 

 14.a The secured messaging model of having the independent labs passing data through the 

exchange will need to require that the labs adopt HL7 messaging standards. As mentioned previously, all 

the Hawai‘i labs will work as a group to begin a phased standard message platform in incremental set 

groupings at the ASCLS and CLMA conference in May. As a neutral body, the Hawai‘i HIE will need to 

govern and manage those requirements created by this workgroup. It is expected that during this 

conference, the boutique labs will approach the Hawai‘i HIE to gain more information on how to 

participate in the HIE process. The Hawai‘i HIE will also be working with the HPREC as they conduct their 

outreach to the physicians. After identifying the boutique labs that early adopters sign up for in the 

HPREC program, Hawai‘i HIE and the stakeholder community will approach these smaller labs to 

encourage them to participate. These smaller laboratories may not have a robust data processing 

application, but by utilizing the secured messaging feature, these laboratories can pass results to Dr. Abc 

and Dr. Xyz, as in the examples above. 

                                                           
4
 State of Hawai‘i Health Information Exchange Plan; October 22, 2010, Page 16 
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Business and Technical Operation 

15. As the Hawai‘i HIE actively adjusts to the secured messaging model and an enhanced 

interoperability phased-in approach, a demonstration project mentioned in the Hawai‘i State HIE Plan 

will not be needed and financial resources for this effort can be reallocated for later planned 

components. This will ensure that success for secured messaging can be completed in stage one. This is 

an important note, as now finances are to be utilized across the project years for added services to 

occur at an evolutionary rate.  

17. άtƻtential for wasted resources not correctly allocated before stage 1 is completeέ 

(addressed in 15). Note: reordering is to keep the topics together. 

16. The new Hawai‘i state administration is expressing long-term commitment in the Hawai‘i 

HIE and plans are being created to further involve other state departments. By planning the exchange in 

an evolutionary process, stakeholders throughout Hawai‘i have the opportunity to become active in a 

gradual approach, thus creating an infrastructure that can be built upon and have everlasting 

compatibility with existing systems. Workgroups, provider surveys, and public outreach will provide the 

entire state of Hawai‘i the opportunity to become informed and involved in the progressive process of 

the exchange of health information. In addition, signatures from major stakeholders and from the 

officials in Hawai‘i government have been obtained to demonstrate commitment to a program that will 

have benefits long after the ONC funds have expired. (See Attachment H) 

18. άIterative feedback from active usersέ (addressed in 16). 

Legal and Policy 

19. The legal counsel RFP outlined in the State HIE Plan for the 2011 legislative session is 

already complete, and an agreement letter has been executed. The retainer fee to implement the 

contract is awaiting release of funds not scheduled until March of 2011, which is well into the legislative 

session. (See Attachment I) 

It is important to note that these funds are to analyze the current health care statutes already in place, 

oversee any new bills being presented and, (based on the activity of the current session) advise on new 

bills that could be introduced by legislators on health committees for the 2012 session. Such legal issues 

such as opt out, protection of information, and sensitive information could be topics that may be 

discussed in future sessions. 

20. It is the plan of the Hawai‘i HIE to safeguard appropriate access to the exchange through 

the Business Associate Agreements (BAA) developed by previous exchange activities and legal advice by 

contracted counsel. The agreements will be kept current with time limitations based on industry 

standards and oversight by the Legal and Policy Committee.  (See Attachment J) 
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In addition to the BAAs, compliance officers, driven by the Governance and Legal and Policy 

Committees, will be documenting policies and enforcement mechanisms to be followed by participants. 

These policies will be shared with all participants so that they are fully aware of compliance for the 

Hawai‘i HIE.  

Conclusion 

In Phase 1, the Hawai‘i HIE has refined its technical approach to create a phased design that increases 

the probability for all providers to achieve the exchange requirements of Meaningful Use. By 

implementing a secured messaging model, all providers have the option of reaching Meaningful Use 

measures by 2011. An additional benefit is that providers will have the ability to “test drive” health 

information exchange prior to EHR implementation, which will create a change in behavioral patterns 

for clinical workflow. 

To support the secured messaging exchange, all key tasks described in the project plan will continue to 

be addressed through the domain committees. 

This will not mean that all other project domain committees will be shortened. Governance, finance, 

business operations, and legal and policy areas will still need to be developed and the following 

attachments demonstrate that the Hawai‘i HIE is still moving forward as the State HIE Plan is under 

review. 

It is the goal of this document to highlight the adjustments that Hawai‘i HIE is making to the Plan and to 

showcase the Hawai‘i HIE collaboration with other grantees, communication with Hawai‘i State 

Government, provider input and public transparency.  
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Attachment A: Hawai‘i State Plan Evaluation 
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Attachment B: Hawai‘i State Plan Evaluation Grid 

Section Description Subsection Notes Action Draft By Date Completed

General

i. Highly recommended Redesign tech design based on 

feedback from tech committee

1 Outreach

1.a strategy to provide all providers (e.g. independent physician 

practices) one option to meet Meaningful Use in 2011

Will be detailed in use cases Incorporate into tech redesign

1.b ONC recommendations that a employing a DIRECT project 

approach to get started

Redraft of the Technical design Incorporate into tech redesign

2 Detailed in use cases Highlight in Use Cases

3 Draft of section to be submitted JAN 13th Completed by years; 1/4/2011

4 Detailed in use cases Highlight in Use Cases

5 Planned actions as they become clear Incorporate into tech redesign

Governance

6 Detail out of the state HIE plan Section in Addendum

7 HawaiȬi Medicaid's Involvement: what their 

governance role could mean

Section in Addendum

8 Will outline board process with interest in pharmacy 

representation

Section in Addendum

Finance

9 Call out more detail from PITCHR Section in Addendum

10 Draft of section complete; based on Illinois approved 

version.  To be delivered JAN 13th

Awaiting approval when 

submitted;

11 Plan out how the sustainability model could provided 

other funding

Section in Addendum

12 Sustainability narrative and chart Section in Addendum

Technical 

13 Draft scheduled to be submitted on JAN 20th. Possible 

assistance from Jitin Asnaani

Outline in tech redesign

14 example of secured messaging report sent to State 

DOH immunization database

Highlight in Use Cases

14.a Adopting a secure messaging model for labs would allow 

more time and resources to spend on getting independent 

labs exchanging through HHIE

Draft scheduled to be submitted on JAN 20th. Possible 

assistance from Jitin Asnaani

Highlight in Use Cases

Business & 

Tech Ops

ref. letter: ...continue to evaluated the approach of 

ǎǘŀǊǘƛƴƎ ǿƛǘƘ ƭƛƎƘǘ ǿŜƛƎƘǘΣ ǎŜŎǳǊŜ ƳŜǎǎŀƎƛƴƎ Χ

15 Will highlight in use cases Highlight in Use Cases

16 Statewide stakeholder that states that they will use 

the HIE 

Outline in tech redesign

17 Secured message technical approach with staged 

growth for additional features

Outline in tech redesign

18 Highlight from HIE plan Highlight in Use Cases

Legal/Policy

19 Describe current status; add signed retainer document Submit signed retainer

20 Business agreement Submit draft agreement in 

addendum

HawaiȬi State HIE Addendum

Potential for wasted resources: If resources are not correctly allocated before 

Stage 1 is complete, than the state is left with incomplete, unusable 

Stakeholder commitment demonstrate any long-term commitment by actively 

exchanging data

Specifics are given to describe the types of data/use cases being addressed in 

Hawaii HIE will connect with independent, competing community initiatives

Consider an alternative approach for providing greater numbers of providers 

access to lab results through a secured messaging service

Reasonably mature discussion about value added services, alternative fee 

Additional information on any other revenue expected from outside 

organizations to support the Hawai’i HIE

Additional detail on enforcement mechanisms to ensure that HIE stakeholders 

have appropriate safeguards for exchanging information

January 7, 2011

Iterative feedback from active users

How will value be discovered by independent physicians

Project management plan that outlines clear deliverables, outcomes, owners 

Provide metrics or a gap analysis for sharing of patient summary information 

Starting with secured messaging approach that is based on a “push” model is a 

more practical way for most states to implement the first phase HIE 

ONC is concerned with the tight timeframe between the RFP and convening of 

the state legislature

ONC requests estimated staffing costs through 2014

Additional detail for oversight and management plans of the Cooperative 

Board could benefit from a pharmacy representation 

Governance role of the state Medicaid agency

Could go further in addressing transparency (public access to meetings and 

Potential alignment of goals with the Hawai’i County Beacon Community
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Attachment C: PROJECT PLAN 2010 

 

  

2010 Tasks Owners Start Date End Date

ONC Requirements 7/8/2010 7/25/2011

Review of the 2010 PIN/MU Requirements HHIE  Staff 7/8/2010 7/16/2010

Submit State Plan to ONC HHIE  Staff 9/13/2010 8/31/2011

Resubmit State Plan to ONC HHIE  Staff 9/24/2010 10/8/2010

Resubmit Operational  Plan to ONC HHIE  Staff 12/17/2010 1/14/2011

Lab Results 10/4/2010 1/20/2012

Standardized Lab Messaging Pol icy - Ini tia l  Discuss ions Tech Committee, Data  Access  and Management 10/7/2010 1/10/2011

Conduct  Meetings  to Explore Lab Expans ion Tech Committee, Data  Access  and Management 10/7/2010 1/31/2011

Pol icy and Guidel ines Legal/Pol icy Committee 10/4/2010 4/29/2011

e-Prescribing 9/13/2010 1/20/2012

Pol icy and Guidel ines  - Perta ining to 2011 Sess ion Legal/Pol icy Committee 9/13/2010 11/13/2010

Sharing Patient Care Summaries Across Organizations 10/18/2010 1/20/2012

Exchange - Planning 11/1/2010 1/20/2012

Hardware Speci fication Requirements  - Review Process Technica l  Committee 12/13/2010 4/18/2011

Software Appl ication Speci fication Requirements Project Director, Technica l  Committee 12/13/2010 4/15/2011

Pol icy and Guidel ines Legal  Advisor, Legal/Pol icy Committee 11/1/2010 3/4/2011

Legal 9/13/2010 1/20/2012

Bui ld Pol icy Inventory Analys is Legal  Advisor, Legal/Pol icy Committee 9/27/2010 11/8/2010

    Legal  Counsel  Contract Legal  Advisor, Legal/Pol icy Committee 9/13/2010 12/8/2010

Goals, Objectives and Performance Measures* 8/2/2010 3/1/2012

State HIE Plan Approval 8/30/2010 1/28/2011

Finance 9/13/2010 1/20/2012

ǐ Quarterly Review
Audit Committee, Paci fic International  Center for High Technology 

Research
9/13/2010 11/13/2010

RFI 9/9/2010 1/20/2011

Draft HHIE Staff 9/9/2010 9/30/2010

Technica l  Meeting
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
9/16/2010 1/20/2011

Exchange Review of Requirements
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
9/9/2010 11/4/2010

RFI Announcement
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
10/1/2010 10/15/2010

RFI Open Period
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
10/1/2010 10/31/2010

RFI Review
Data Access  and Management, Project Directors , Technica l  Committee, 

Vendors
11/11/2010 11/29/2010

Audit Trail Services 3/1/2011 12/1/2011

Technical Infrastructure Design 1/3/2011 12/1/2011

Conferences/Meetings Other 10/4/2010 11/8/2010

Hawai ‘i  Medica l  Association HHIE Executive Director, HHIE Staff, Project Directors 10/4/2010 10/4/2010

eHealth Ini tiative HHIE Executive Director, HHIE Staff, Project Directors 10/4/2010 10/7/2010

HPCA HHIE Executive Director, HHIE Staff, Project Directors 10/7/2010 10/8/2010

Rural  Health Association HHIE Executive Director, HHIE Staff, Project Directors 10/8/2010 10/8/2010

American Congress  of Obstetricians  and Gynecologis ts HHIE Executive Director, HHIE Staff, Project Directors 10/14/2010 10/18/2010

HiMSS Brown Bag (Host) HHIE Executive Director, HHIE Staff, Project Directors 10/27/2010 10/27/2010

Hawai ‘i  Independent Phys icians  Association HHIE Executive Director, HHIE Staff, Project Directors 10/27/2010 10/27/2010

Hawai ‘i  Primary Care Association HHIE Executive Director, HHIE Staff, Project Directors 10/29/2010 10/29/2010

American Academy of Pediatrics , Hawai ‘i HHIE Executive Director, HHIE Staff, Project Directors 11/4/2010 11/4/2010

Hawai ‘i  Association of Osteopathic Phys icians  and 

Surgeons
HHIE Executive Director, HHIE Staff, Project Directors 11/8/2010 11/8/2010

ONC Meeting with Paci fic Is land Terri tories HHIE Executive Director, HHIE Staff, Project Directors 12/14/2010 12/16/2010
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Attachment C: PROJECT PLAN 2011 

 

2011 Tasks Owners Start Date End Date Stakeholder Benefits 

ONC Requirements

Hawai ‘i  State HIE Plan - Addedum II HHIE  Staff Jan-11 Jan-11 IŀǿŀƛΨƛ IL9

2011 PIN/Meaningful  Use requirements HHIE  Staff Jul -11 Jul -11 ONC

2011 Update State Plan to ONC HHIE  Staff Oct-11 Jan-12 IŀǿŀƛΨƛ IL9

RFP Complete Complete

Request for Proposal Process

Review RFI to include in the RFP
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
Feb-11 Feb-11 PCP/Payers/Phar/Labs assurance of proper technical direction

Requirements  gathering
Data  Access  and Management, Technica l  Committee, Vendors , Hospita ls , 

Primary Care Phys icians
Feb-11 Apr-11 PCP/Payers/Phar/Labs

assurance of proper technical direction and 

data element identification

RFP draft
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
Feb-11 Mar-11 PCP/Payers/Phar/Labs assurance of proper technical direction

Technica l  infrastructure des ign
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
Feb-11 Mar-11 PCP/Payers/Phar/Labs assurance of proper technical direction

RFP announcement
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
Apr-11 May-11 HIE Vendors information available for bidding

Receive and answer bidder questions
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
May-11 May-11 PCP/Payers/Phar/Labs assurance of proper technical direction

Responses  received
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
Jun-11 Jun-11 HIE Vendors information available for bidding

Preview vendor responses
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
Jun-11 Jun-11 PCP/Payers/Phar/Labs

assurance of proper technical direction and 

review of vendors capabilities

Perform due di l igence on top 2 Vendors
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
Jul -11 Jul -11 HIE Vendors qualifications for selection

Si te vis i ts/presentations
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
Jul -11 Jul -11 PCP/Payers/Phar/Labs assurance of proper technical direction

Vendor selected
Data  Access  and Management, Project Directors , Technica l  Committee, 

Vendors
Aug-11 Aug-11 HIE Vendor Contract award

Obtain technica l  and data  access  approval
Board Chair, Board of Directors , HHIE Board Pres ident, HHIE Executive 

Director, Project Director
Aug-11 Aug-11 PCP/Payers/Phar/Labs assurance of agreed data elements

Obtain Board approval
Board Chair, Board of Directors , Legal/Pol icy Committee, Paci fic 

International  Center for High Technology
Aug-11 Sep-11 PCP/Payers/Phar/Labs formal agreement of vendor selected

Contract negotiations
Board Chair, Board of Directors , Legal/Pol icy Committee, Paci fic 

International  Center for High Technology
Aug-11 Sep-11 State

assurance of proper use of federal funds 

as the SDE

Technica l  contract s igned
Board Chair, Board of Directors , Legal/Pol icy Committee, Paci fic 

International  Center for High Technology
Sep-11 Sep-11 State

formal contract with HIE Vendor as the 

SDE

Staged implementation (Phase One - Secured Messaging)
Board Chair, Board of Directors , Legal/Pol icy Committee, Paci fic 

International  Center for High Technology
Sep-11 Oct-11 PCP/Payers/Phar/Labs PHI exchange

Lab Results (Secured Messaging Model)

DIRECT Committee on Structured lab data  (Qual i ty matching s tandard) Data  Access  and Management, Tech Committee Mar-11 Nov-11
DIRECT COP / 

EHRs/Labs/PCPs
lab results populating EHR systems (MU)

Standardized Lab Messaging Pol icies  (grouping of sets  for 

s tandardization)
Tech Committee, Data  Access  and Management May-11 Oct-11 DIRECT COP / EHRs / Labs

standard messaging/ minimalto no 

interface development

Pol icy and guidel ines Legal/Pol icy Committee Jun-11 Sep-11 Labs
methodology standardization and creation 

of state bills

Sending Structured Lab Data  (secured Pretty Good Privacy [PGP] 

messaging protocol )
Data  Access  and Management, Tech Committee Aug-11 Oct-11 HHIE / Labs / PCPs meeting MU

HIE test of pass ing of accepted s tructured lab results  via  secure 

messaging format (authentication of s tandard set of most common 

results )

Data  Access  and Management, Tech Committee Sep-11 Oct-11 HHIE / Labs / PCPs meeting MU

LIVE push of s tructured lab data  Data  Access  and Management, Tech Committee Oct-11 Oct-11 HHIE / Labs / PCPs scaling the start of exchange of data

Explore lab s tandardization expans ion with other labs  (future goals ) Tech Committee, Data  Access  and Management/ Lab Community Nov-11 Dec-11 Labs
data compatibility and outreach plan to 

bring together other lab partners

Conduct ini tia l  test of exis ting lab interfaces  appl ications  with growth 

for s tandardization
Labs , Tech Committee, Data  Access  and Management Nov-11 Dec-11 HHIE / Labs prepare for 2012 development

Auditing reports  by quarter HHIE Staff Jan-11 Dec-11 HHIE fiscal accountability
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e-Prescribing (Secured Messaging Model)

Retai l  pharmacy committee Data  Access  and Management, Tech Committee Mar-11 Aug-12 Pharmacies (Phar) data compatibility, pharmacy directory

DIRECT committee on s tructured med data  (qual i ty matching s tandard) Data  Access  and Management, Tech Committee Mar-11 Nov-11 DIRECT COP EHRs/Phar/PCPsmed results populating EHR systems (MU)

Medication his tory lookup (push data)(grouping of sets  for 

s tandardization)
Data  Access  and Management, Tech Committee Jun-11 Oct-11 PCP/Payers/Phar 

details for most commonly searched 

information, reactions, side-effects

EHR vendor a lgori thm that may be tied to Surescripts  med l i s t Data  Access  and Management, Tech Committee Jul -11 Oct-12 EHRs / HHIE / Surescripts
data coordination to facilitate e-

prescribing MU requirement

Outreach efforts  to non-participating Pharmacies  (subscription)
HHIE, Data  Access  and Management, Tech Committee (e-Prescription 

Wkgrp)
Jul -11 Dec-11 Phar Cmte / HHIE Education

options for the non-participating phar to 

exchange data

HIE test of pass ing of accepted s tructured medication management l i s t 

via  secure messaging format (push data)
Data  Access  and Management, Tech Committee Aug-11 Oct-12 PCP/Payers/Phar 

i.e.; despension date, refill, dosage 

(additional data fields)

Medication his tory ava i labi l i ty (grouping of sets  for s tandardization) Data  Access  and Management, Tech Committee Aug-11 Oct-11 PCP/Payers/Phar 
Med Management/history background 

information

Pol icy and guidel ines Legal/Pol icy Committee, (e-prescription wkgrp) Jan-11 Dec-11 HHIE/e-Rx wkgrp
review of existing statutes and creation of 

state bills

Auditing reports  by quarter HHIE Staff Jan-11 Dec-11 HHIE fiscal accountability

Sharing Patient Care Summaries Across Organizations  (Secured Messaging 

Model)

Pol icy agreements  (Securi ty, Use, Termination, Corrections)
HHIE Executive Director, HHIE Staff, Hospita ls , Legal  Advisor, Legal/Pol icy 

Committee, Primary Care Phys icians , Vendors , Compl iance Officers
Jan-11 Dec-11 PCP/Payers/Phar/Labs

agreements to ensure that information is 

protected by the system and by users

Bus iness  Associate Agreements  (BAA) Legal/Pol icy Committee, Vendors , Hospita ls Feb-11 Dec-11 PCP/Payers/Phar/Labs
on-going agreements to ensure that there 

is no business conflict

Provider di rectory (early adopters ) Data  Access  and Management, Tech Committee Jul -11 Oct-11 PCP/Payers/Phar/Labs provider reconciliation

Patient di rectory (early data  group) Data  Access  and Management, Tech Committee Jul -11 Oct-11 PCP/Payers/Phar/Labs patient reconciliation

Secure messaging continuity  of care record (CCR) Data  Access  and Management, Tech Committee Jul -11 Oct-11 PCP/Payers/Phar/Labs text data for CCR

Secure messaging cl inica l  notes  view (Web Capabi l i ty) Vendor Jul -11 Oct-11 PCP/Payers/Phar/Labs

Users that have not fully implemented yet 

will still be able to utilize limited features 

of the exchange

DIRECT committee on s tructured CCR data  (qual i ty matching s tandard) Data  Access  and Management, Tech Committee Mar-11 Nov-11
DIRECT COP 

EHRs/Phar/Labs/PCPs
populating EHR systems (MU)

Meeting with hospita ls  for Epic exchange (HPH, Queens , Ka iser) HHIE Executive Director, HHIE Staff, Vendors , Hospita ls Aug-11 Dec-11 Hospitals / HHIE
creating a meaningful patinet pool 

available for early adoptors exchange data

Pol icy and guidel ines Data  Access  and Management, Legal/Pol icy Committee Jan-11 Dec-11 HHIE
review of existing data protection policies 

to protect the organization for data access

Auditing reports  by quarter HHIE Staff Jan-11 Dec-11 HHIE fiscal accountability

Exchange

Pol icy and guidel ines Legal  Advisor, Legal/Pol icy Committee Feb-11 Jul -11 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection; on-Going

Hardware speci fication requirements  RFP Vendors , Technica l  Committee Jul -11 Sep-11 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Software appl ication speci fication requirements Project Director, Technica l  Committee, RFP Vendors Jul -11 Sep-11 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Technica l  faci l i ty location (HIE rack, infrastructure) Board of Directors , HHIE Board Pres ident, HHIE Executive Director Jul -11 Sep-11 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Purchase request
Paci fic International  Center for High Technology Research, Technica l  

Committee, Vendors
Jul -11 Jul -11 PCP/Payers/Phar/Labs financial accountability

Network subscription agreement review & s ignature
Paci fic International  Center for High Technology Research, Technica l  

Committee, Vendors
Jul -11 Aug-11 PCP/Payers/Phar/Labs

assurance of data accessability and 

protection

Setting up NHIN porta l NHIN Stakeholders , HHIE Jul -11 Oct-11 NHIN Stakeholders /HHIEconnection to other trusted networks

Leas ing requirements
HHIE Executive Director, Executive Committee, Technica l  Committee, 

Vendors
Jul -11 Aug-11 PCP/Payers/Phar/Labs

assurance of data accessability and 

protection

Insta l l  Hawai `i  HIE edge server hardware & software HHIE Staff, Technica l  Committee, Vendors Aug-11 Sep-11 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Production pi lot activi ties HHIE Staff, Technica l  Committee, Vendors Aug-11 Oct-11 PCP/Payers/Phar/Labs testing

Auditing reports  by quarter  HHIE Staff Apr-11 Jan-12 HHIE fiscal accountability

Legal

Create agreements  with consortium (early adopters ) Legal  Advisor, Legal/Pol icy Committee Jan-11 Aug-11 PCP/Payers/Phar/Labs
agreements to ensure that there is no 

business conflict

2011 Legis lative Sess ion Legal  Advisor, Legal/Pol icy Committee Jan-11 Apr-11 PCP/Payers/Phar/Labs
Public awareness of data exchange 

activities from all stakeholders

Legal  counsel  contract Legal  Advisor, Legal/Pol icy Committee Mar-11 Apr-11 PCP/Payers/Phar/Labs assurance of proper legal direction

Create packets  for publ ic trust HHIE Staff-Marketing (community outreach) Apr-11 May-12 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Create Securi ty Breach Action Plan Legal  Advisor, Legal/Pol icy Committee Apr-11 Nov-11 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Bui ld Pol icy Library perta ining to HIE Legal  Advisor, Legal/Pol icy Committee Apr-11 Oct-11 PCP/Payers/Phar/Labs
State statutes that may or may not have 

an effect on HHIE 

Legal  Action Plan for securi ty attacks Data  Access  and Management, Technica l  Committee Jul -11 Dec-11 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Create publ ic pol icy agreements/guidel ines  for 2012 Legis lative sess ion Legal  Advisor, Legal/Pol icy Committee Aug-11 Apr-12 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Auditing reports  by quarter  HHIE Staff Apr-11 Jan-12 HHIE fiscal accountability
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Goals, Objectives and Performance Measures*

State of Hawai ‘i  HIT P-APD (Planning: Advanced Planning Document); 

incorporation of HHIE plan
State DoH and DHS, HHIE Staff Apr-11 Dec-11 DHS

assisting in the utilization of P-APD 

government funds 

Rural  primary care phsys icians  enrol led in the HPREC Program HPREC, Hospita ls , HHIE Staff, Project Directors , Vendors May-11 Oct-11 HPREC
creating a meaningful patinet pool 

available for early adoptors exchange data

Diagnostic Laboratory Services HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors May-11 Dec-11 HHIE / Labs / PCPs
creating a meaningful patinet pool 

available for early adoptors exchange data

Cl inica l  Laboratories , Hawai ‘i  HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors May-11 Dec-11 HHIE / Labs / PCPs
creating a meaningful patinet pool 

available for early adoptors exchange data

Surescripts  Messaging HHIE, Surescripts  HHIE Staff, Project Directors , Vendors Jul -11 Dec-11 EHRs/Surescripts
reduction in interface development and 

increase market share

The Queens  Medica l  Center HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Sep-11 Dec-11 Hospitals / HHIE
creating a meaningful patinet pool 

available for early adoptors exchange data

Straub HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Sep-11 Dec-11 Hospitals / HHIE
creating a meaningful patinet pool 

available for early adoptors exchange data

Kapi 'olani  HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Sep-11 Dec-11 Hospitals / HHIE
creating a meaningful patinet pool 

available for early adoptors exchange data

Pal i  Momi  HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Sep-11 Dec-11 Hospitals / HHIE
creating a meaningful patinet pool 

available for early adoptors exchange data

Wilcox HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Sep-11 Dec-11 Hospitals / HHIE
creating a meaningful patinet pool 

available for early adoptors exchange data

Kal ihi -Pa lama HHIE, FQHC, HHIE Staff, Project Directors , Vendors Sep-11 Dec-11 FQHC ability to track transitory patients

Payers
State DHS Med-QUEST, HHIE Executive Director, Hospita ls , HHIE Staff, 

Project Directors , Vendors
Sep-11 Dec-11 Payers

PCMH, transition from pay for 

performance, faster/acurate means of 

EHR Vendors  interface HHIE, EHRs , HHIE Staff, Project Directors , Vendors Oct-11 Dec-12 EHRs staged interface development

DoH Immunization State DoH, HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Oct-11 Dec-11 DOH
data availability for CMS reporting; 

reduction in interface development

DoH Pandemic State DoH, HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Oct-11 Dec-11 DOH
data availability for CDC reporting; 

reduction in interface development

DoH TB State DoH, HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Oct-11 Dec-11 DOH
data availability for CDC reporting; 

reduction in interface development

DHS Medicare State DHS, HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Oct-11 Dec-11 DHS
data availability for CMS reporting; 

reduction in interface development

DHS Medica id State DoH, HHIE, Hospita ls , HHIE Staff, Project Directors , Vendors Oct-11 Dec-11 DOH
data availability for CMS reporting; 

reduction in interface development

Auditing reports  by quarter Hawai ’i  Department of Health Apr-11 Dec-11 HHIE fiscal accountability

Finance

ǐ Contracts  procurement review (a l l  contracts )
Audit Committee, Paci fic International  Center for High Technology 

Research
Jan-11 Dec-11 HHIE fiscal accountability

ǐ Resource a l location
Audit Committee, Paci fic International  Center for High Technology 

Research
Jan-11 Dec-11 HHIE fiscal accountability

ǐ Quarterly reviews
Audit Committee, Paci fic International  Center for High Technology 

Research
Feb-11 Jan-12 HHIE fiscal accountability

ǐ In-kind audit HHIE Staff Mar-11 Jan-12 HHIE fiscal accountability

ǐ Hardware procurement
Audit Committee, Paci fic International  Center for High Technology 

Research
May-11 Aug-11 HHIE fiscal accountability

▪ Auditing reports  by quarter HHIE Staff Apr-11 Jan-12 HHIE fiscal accountability

Audit Trail Services   

Securi ty audit (random) Compl iance Officers May-11 Dec-11 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Corrective measures Tech Committee, Data  Access  and Management May-11 Dec-11 PCP/Payers/Phar/Labs
assurance of data accessability and 

protection

Create Manual for End Users On Hawai`i HIE Portal

Tra ining HHIE Vendor, HHIE Staff Sep-11 Dec-11 PCP/Payers/Phar/Labs ease of use, user acceptance

Customer support HHIE Vendor, HHIE Staff Sep-11 Dec-11 PCP/Payers/Phar/Labs ease of use, user acceptance

Conferences/Meetings Other   

1s t Bi -Annual  ONC Al l -Grantees  Meeting HHIE Staff TBA TBA HHIE Grant requirement

2nd Bi -Annual  ONC Al l -Grantees  Meeting HHIE Staff TBA TBA HHIE Grant requirement
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Attachment C: PROJECT PLAN 2012 

 

2012 Tasks Owners Start Date End Date

ONC Requirements

2012 PIN/MU Requirements  - not defined HHIE  Staff Jul -12 Jul -12

2012/2013 Update State Plan to ONC HHIE  Staff Jun-12 Oct-12

Lab Results

Standardized Lab Messaging Pol icies  ( Grouping of continued sets  for 

Standardization)
Tech Committee, Data  Access  and Management

Continued Lab Standardization Expans ion with other labs Tech Committee, Data  Access  and Management

Adjust exis ting Lab interfaces  and continued growth for 

s tandardization
Labs , Tech Committee, Data  Access  and Management

HIE pass ing of Accepted Structured Lab Results  (authentication of 

2012 s tandard set)
Data  Access  and Management, Tech Committee

Evaluating Structured Lab Data  messaging (Secured PGP messaging 

procedure)
Data  Access  and Management, Tech Committee

Continue the promotion of conforming Lab Data  with LOINC Data  Access  and Management, Tech Committee

EHR Received Structured Lab Data  (Qual i ty matching s tandard) 

(Recruited EHR Systems)
Data  Access  and Management, Tech Committee

Pol icy and Guidel ines Legal/Pol icy Committee

Auditing Reports  By Quarter HHIE Staff

e-Prescribing

EHR Vendor Algori thm Tied to Surescripts  Med Lis t Data  Access  and Management, Tech Committee

Rura l  Reta i l  Pharmacy Capabi l i ty Data  Access  and Management, Tech Committee

Outreach efforts  to non-participating pharmacies Data  Access  and Management, Tech Committee

Increase Medication His tory Avai labi l i ty Data  Access  and Management, Tech Committee

Increase Medication His tory Lookup Data  Access  and Management, Tech Committee

Medication Management (Decis ion Appl ication) Data  Access  and Management, Tech Committee

Pol icy and Guidel ines Legal/Pol icy Committee

Auditing Reports  By Quarter HHIE Staff

Sharing Patient Care Summaries Across Organizations

Provider Directory (Mid-Term Adopters ) Data  Access  and Management, Tech Committee

Patient Directory (On-going) Data  Access  and Management, Tech Committee

Secure Messaging Eva luation and upgrade Data  Access  and Management, Tech Committee

Vendor Cl inica l  Notes  View (Web Capabi l i ty) Data  Access  and Management, Tech Committee

Meeting with Hospita ls  for Ka iser Permanente Exchange HHIE Executive Director, HHIE Staff, Vendors , Hospita ls

BAA (Bus iness  Associate Agreements : On-Going / Annual  Term) Legal/Pol icy Committee, Vendors , Hospita ls

Pol icy Agreements  (Securi ty, Use, Termination, Corrections)
HHIE Executive Director, HHIE Staff, Hospita ls , Legal  Advisor, Legal/Pol icy 

Committee, Primary Care Phys icians , Vendors

Pol icy and Guidel ines Legal/Pol icy Committee

Auditing Reports  By Quarter HHIE Staff

Exchange

Identi fication of additional  Hardware Requirements  Technica l  Committee

Software Appl ication Speci fication Upgrades Project Director, Technica l  Committee

New Purchase Request
Paci fic International  Center for High Technology Research, Technica l  

Committee, Vendors

Technica l  Faci l i ty Location Annual  Audit Board of Directors , HHIE Board Pres ident, HHIE Executive Director

Network Subscription Agreement Review & Signature (Annual  

Renewal)

Paci fic International  Center for High Technology Research, Technica l  

Committee, Vendors

Pol icy and Guidel ines Legal  Advisor, Legal/Pol icy Committee

Leas ing Requirements
HHIE Executive Director, Executive Committee, Technica l  Committee, 

Vendors
Mainta in Hawai `i  HIE Edge Server Hardware & Software HHIE Staff, Technica l  Committee, Vendors

New and On-Going Production Pi lot Activi ties HHIE Staff, Technica l  Committee, Vendors

Auditing Reports  By Quarter  HHIE Staff

Legal

Up-date Agreements  with Consortium (Mid-Term Adopters ) Legal  Advisor, Legal/Pol icy Committee

Up-date  Publ ic Pol icy Agreements/Guidel ines Legal  Advisor, Legal/Pol icy Committee

Up-date  Securi ty Breach Action Plan Legal  Advisor, Legal/Pol icy Committee

Up-date  Pol icy Library perta ining to HIE Legal  Advisor, Legal/Pol icy Committee

Legal  Counsel  Contract (as  needed) Legal  Advisor, Legal/Pol icy Committee

2012 Legis lative Sess ion Legal  Advisor, Legal/Pol icy Committee

Up-date action Plan for Securi ty Attacks Data  Access  and Management, Technica l  Committee

Up-date Packets  for Publ ic Trust HHIE Staff

Auditing Reports  By Quarter  HHIE Staff

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort
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Goals, Objectives and Performance Measures*

EHR Vendors  (Standardization programing to HIE via  REC Program) HHIE Executive Director, Hospita ls , HHIE Staff, Project Directors , Vendors

Additional  FQHCs HHIE Executive Director, Hospita ls , HHIE Staff, Project Directors , Vendors Jan-12 Mar-12

Kaiser HHIE Executive Director, Hospita ls , HHIE Staff, Project Directors , Vendors Jan-12 May-12

Finance

ǐ Quarterly Review
Audit Committee, Paci fic International  Center for High Technology 

Research
ǐ Contract Procurement

Audit Committee, Paci fic International  Center for High Technology 

Research
ǐ Hardware Procurement

Audit Committee, Paci fic International  Center for High Technology 

Research
ǐ Resource Al location

Audit Committee, Paci fic International  Center for High Technology 

Research
ǐ In-Kind Audit HHIE Staff

ǐ Auditing Reports  By Quarter HHIE Staff

Vendor Contract Scale Increase

Stakeholder request for increase in features Stakeholders , Providers , Customer base

ONC Requirements ONC, HHIE Staff

Implementation of Additional Features (Up-Grades to the HIE system)

Up-Grade/Expans ion Interface Requirements  Gathering Data Access  and Management, Technica l  Committee, Vendors   Oct-12 Oct-12

Up-Grade/Expans ion Provider/Patient Directory Data Access  and Management, Technica l  Committee, Vendors   Jan-12 Mar-12

Up-Grade/Expans ion Secure Transmiss ions Data Access  and Management, Technica l  Committee, Vendors   Mar-12 Apr-12

Up-Grade/Expans ion Interface Enhancement Data Access  and Management, Technica l  Committee, Vendors   Apr-12 Jun-12

Up-Grade/Expans ion Technica l  Infrastructure Des ign Data Access  and Management, Technica l  Committee, Vendors   Sep-12 Oct-12

Up-Grade/Expans ion Technica l   System Development Data Access  and Management, Technica l  Committee, Vendors   Oct-12 Dec-12

Up-Grade/Expans ion Des ign Speci fication Data Access  and Management, Technica l  Committee, Vendors   Oct-12 Dec-12

Up-Grade/Expans ion Data Transformation Services Data Access  and Management, Technica l  Committee, Vendors   Oct-12 Dec-12

Cl inica l  Porta l  Li fecycle determination
Data Access  and Management, Technica l  Committee, Vendors  , Hospita ls , 

PCPs
Oct-12 Dec-12

Audit Trail Services

Securi ty Audit (random) May-12 Dec-12

Up-Grade/Expans ion Corrective Measures May-12 Dec-12

Create Manual for End Users On Hawai`i HIE Portal

Annual  Tra ining Sep-12 Dec-12

Customer Support

Conferences/Meetings Other

1st Bi -Annual  ONC Al l -Grantees  Meeting TBA TBA

2nd Bi -Annual  ONC Al l -Grantees  Meeting TBA TBA

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort



31 | P a g e  
 

Attachment C: PROJECT PLAN 2013 

 

2013 Tasks Owners Start Date End Date

ONC Requirements

2013 PIN/MU Requirements  - not defined HHIE  Staff Jul -13 Jul -13

2013/2014 Update State Plan to ONC HHIE  Staff Jun-13 Oct-13

Lab Results

Standardized Lab Messaging Pol icies  ( Grouping of continued sets  for 

Standardization)
Tech Committee, Data  Access  and Management

Continued Lab Standardization Expans ion with last mi le labs Tech Committee, Data  Access  and Management

Adjust exis ting Lab interfaces  and continued growth for 

s tandardization
Labs , Tech Committee, Data  Access  and Management

HIE pass ing of Accepted Structured Lab Results  (authentication of 

2013 s tandard set)
Data  Access  and Management, Tech Committee

Evaluating Structured Lab Data  messaging (Secured PGP messaging 

procedure)
Data  Access  and Management, Tech Committee

Continue the promotion of conforming Lab Data  with LOINC Data  Access  and Management, Tech Committee

EHR Received Structured Lab Data  (Qual i ty matching s tandard) 

(Recruited EHR Systems)
Data  Access  and Management, Tech Committee

Pol icy and Guidel ines Legal/Pol icy Committee

Auditing Reports  By Quarter HHIE Staff

e-Prescribing

EHR Vendor Algori thm Tied to Surescripts  Med Lis t Data  Access  and Management, Tech Committee

Rura l  Reta i l  Pharmacy Capabi l i ty Data  Access  and Management, Tech Committee

Outreach efforts  to non-participating pharmacies Data  Access  and Management, Tech Committee

Increase Medication His tory Avai labi l i ty Data  Access  and Management, Tech Committee

Increase Medication His tory Lookup Data  Access  and Management, Tech Committee

Medication Management (Decis ion Appl ication) Data  Access  and Management, Tech Committee

Pol icy and Guidel ines Legal/Pol icy Committee

Auditing Reports  By Quarter HHIE Staff

Sharing Patient Care Summaries Across Organizations

Provider Directory (Last Mi le Adopters ) Data  Access  and Management, Tech Committee

Patient Directory (On-going) Data  Access  and Management, Tech Committee

Secure Messaging Eva luation and upgrade Data  Access  and Management, Tech Committee

Vendor Cl inica l  Notes  View (Web Capabi l i ty) Data  Access  and Management, Tech Committee

Meeting with Hospita ls  for Ka iser Permanente Exchange HHIE Executive Director, HHIE Staff, Vendors , Hospita ls

BAA (Bus iness  Associate Agreements : On-Going / Annual  Term) Legal/Pol icy Committee, Vendors , Hospita ls

Pol icy Agreements  (Securi ty, Use, Termination, Corrections)
HHIE Executive Director, HHIE Staff, Hospita ls , Legal  Advisor, Legal/Pol icy 

Committee, Primary Care Phys icians , Vendors

Pol icy and Guidel ines Legal/Pol icy Committee

Auditing Reports  By Quarter HHIE Staff

Exchange

Identi fication of additional  Hardware Requirements  Technica l  Committee

Software Appl ication Speci fication Upgrades Project Director, Technica l  Committee

New Purchase Request (funded by susta inabi l i ty efforts )
Paci fic International  Center for High Technology Research, Technica l  

Committee, Vendors

Technica l  Faci l i ty Location Annual  Audit Board of Directors , HHIE Board Pres ident, HHIE Executive Director

Network Subscription Agreement Review & Signature (Annual  

Renewal-funded by susta inabi l i ty efforts )

Paci fic International  Center for High Technology Research, Technica l  

Committee, Vendors

Pol icy and Guidel ines Legal  Advisor, Legal/Pol icy Committee

Leas ing Requirements
HHIE Executive Director, Executive Committee, Technica l  Committee, 

Vendors
Mainta in Hawai `i  HIE Edge Server Hardware & Software HHIE Staff, Technica l  Committee, Vendors

New and On-Going Production Pi lot Activi ties HHIE Staff, Technica l  Committee, Vendors

Auditing Reports  By Quarter  HHIE Staff

Legal

Up-date Agreements  with Consortium (Last Mi le Adopters ) Legal  Advisor, Legal/Pol icy Committee

Up-date  Publ ic Pol icy Agreements/Guidel ines Legal  Advisor, Legal/Pol icy Committee

Up-date  Securi ty Breach Action Plan Legal  Advisor, Legal/Pol icy Committee

Up-date  Pol icy Library perta ining to HIE Legal  Advisor, Legal/Pol icy Committee

Legal  Counsel  Contract (as  needed) Legal  Advisor, Legal/Pol icy Committee

2013 Legis lative Sess ion Legal  Advisor, Legal/Pol icy Committee

Up-date action Plan for Securi ty Attacks Data  Access  and Management, Technica l  Committee

Up-date Packets  for Publ ic Trust HHIE Staff

Auditing Reports  By Quarter  HHIE Staff

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort
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Goals, Objectives and Performance Measures*

EHR Vendors  (Standardization programing to HIE via  REC Program) HHIE Executive Director, Hospita ls , HHIE Staff, Project Directors , Vendors

Final  FQHCs HHIE Executive Director, Hospita ls , HHIE Staff, Project Directors , Vendors Jan-13 Mar-13

Other large healthcare organizations HHIE Executive Director, Hospita ls , HHIE Staff, Project Directors , Vendors Jan-13 May-13

Finance

ǐ Quarterly Review
Audit Committee, Paci fic International  Center for High Technology 

Research
ǐ Contract Procurement

Audit Committee, Paci fic International  Center for High Technology 

Research
ǐ Hardware Procurement

Audit Committee, Paci fic International  Center for High Technology 

Research
ǐ Resource Al location

Audit Committee, Paci fic International  Center for High Technology 

Research
ǐ In-Kind Audit HHIE Staff

ǐ Auditing Reports  By Quarter HHIE Staff

Vendor Contract Scale Increase

Stakeholder request for increase in features Stakeholders , Providers , Customer base

ONC Requirements ONC, HHIE Staff

Implementation of Additional Features (Up-Grades to the HIE system)

Up-Grade/Expans ion Interface Requirements  Gathering Data Access  and Management, Technica l  Committee, Vendors   Oct-13 Oct-13

Up-Grade/Expans ion Provider/Patient Directory Data Access  and Management, Technica l  Committee, Vendors   Jan-13 Mar-13

Up-Grade/Expans ion Secure Transmiss ions Data Access  and Management, Technica l  Committee, Vendors   Mar-13 Apr-13

Up-Grade/Expans ion Interface Enhancement Data Access  and Management, Technica l  Committee, Vendors   Apr-13 Jun-13

Up-Grade/Expans ion Technica l  Infrastructure Des ign Data Access  and Management, Technica l  Committee, Vendors   Sep-13 Oct-13

Up-Grade/Expans ion Technica l   System Development Data Access  and Management, Technica l  Committee, Vendors   Oct-13 Dec-13

Up-Grade/Expans ion Des ign Speci fication Data Access  and Management, Technica l  Committee, Vendors   Oct-13 Dec-13

Up-Grade/Expans ion Data Transformation Services Data Access  and Management, Technica l  Committee, Vendors   Oct-13 Dec-13

Cl inica l  Porta l  Li fecycle determination
Data Access  and Management, Technica l  Committee, Vendors  , Hospita ls , 

PCPs
Oct-13 Dec-13

Audit Trail Services

Securi ty Audit (random) May-13 Dec-13

Up-Grade/Expans ion Corrective Measures May-13 Dec-13

Create Manual for End Users On Hawai`i HIE Portal

Annual  Tra ining Sep-13 Dec-13

Customer Support

Conferences/Meetings Other

1st Bi -Annual  ONC Al l -Grantees  Meeting TBA TBA

2nd Bi -Annual  ONC Al l -Grantees  Meeting TBA TBA

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort
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Attachment D: Hawai‘i State P-APD 
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Attachment E: Fiscal Agreement 
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Attachment F: Budget 

Proposed budget submitted separately 
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Attachment G: Kaiser Press Release 
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Attachment H: Legal Counsel Letter 
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Attachment I: Commitment Letter 
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Attachment J: Business Associate and Data Sharing Agreement  

HAWAIȣI HEALTH INFORMATION EXCHANGE  

HIPAA BUSINESS ASSOCIATE AGREEMENT  

This HIPAA Business Associate Agreement (ñAgreementò) represents the agreement 

including any prior or subsequent amendments or modifications thereto between 

___________________ (ñCEò) and Hawaiȣi Health Information Exchange, Business Associate 

(ñHHIEò or ñBAò), and is effective as of __________________ (ñAgreement Effective Dateò).  

RECITALS  

A. CE desires to disclose certain Protected Health Information (ñPHIò defined below) 

including Electronic Protected Health Information (ñEPHIò defined below) to BA 

pursuant to the terms of this Agreement.  

B. CE and BA intend to protect the privacy and security of PHI in compliance with the 

Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 

(ñHIPAAò) and all other applicable laws and regulations, including, but not limited to 

45 CFR Parts 160 and 164.  

C. As defined under HIPAA, BA is required to enter into a contract with CE that details how 

BA will protect against the unauthorized use or disclosure of PHI.  

D. CE and BA agree that information about Individuals transmitted to BA by the CEs 

pursuant to this Agreement meet the criteria of a ñdesignated record setò.  

The parties agree as follows:  

1. Definitions: Terms used, but not otherwise defined, in this Agreement shall have the same 

meaning as those terms in the Security and Privacy Rule  

a.  ñData Sharing Agreementò means the Data Sharing Agreement, attached hereto, 

relating to the sharing of data for the development and testing of  
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the HHIE Master Visit Registry, and any successor agreement between the parties for the 

maintenance and operation of the Registry.  

b. ñPrivacy Ruleò shall mean the HIPAA regulation that is codified at 45 CFR Parts 160 and 164, 

Subparts A and E.  

c. ñSecurity Rule shall mean the Security Standards for the Protection of Electronic Protected Health 

Information at 45 CFR Parts 160 and 164, Subpart C.  

d. ñSecurity and Privacy Ruleò includes the Privacy Rule and the Security Rule.  

e. ñProtected Health Informationò (ñPHIò) shall have the same meaning as the term ñprotected 

health informationò as defined in the Security and Privacy Rule, limited to the information created 

or received by BA from or on behalf of CE. For the purpose of this agreement all references to PHI 

shall be interpreted to include EPHI.  

f. ñElectronic Protected Health Informationò (ñEPHIò) shall have the same meaning as the term 

ñelectronic protected health informationò as defined in the Security and Privacy Rule.  

g. ñDesignated Record Setò shall have the same meaning as the term ñdesignated record setò as 

defined in the Security and Privacy Rule.  

h. ñRequired By Lawò shall have the same meaning as the term ñrequired by lawò as defined in the 

Security and Privacy Rule.  

i. ñSecretaryò shall mean the Secretary of the Department of Health and Human Services.  

j. ñSecurity Incidentò shall have the same meaning as the term ñsecurity   incidentò as defined in the 

Security and Privacy Rule.  

k. ñIndividualò shall have the same meaning as the term ñindividualò as defined in the Security and 

Privacy Rule.  

l. ñTreatmentò shall have the same meaning as the term ñtreatmentò as defined in the Security and 

Privacy Rule.  

m. ñPaymentò shall have the same meaning as the term ñpaymentò as defined in the Security and 

Privacy Rule.  

n. ñOperationsò shall have the same meaning as the term ñoperationsò as defined in the Security 

and Privacy Rule.  
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2. Obligations and Activities of BA:  

a. BA agrees not to use or further disclose PHI other than as permitted or    required by this 

Agreement or as Required By Law.  

b. BA shall immediately notify the Privacy Officer of contributing CEs of any requests from non-

users or individuals for access to or copies of PHI held by the BA. Such notification shall be 

promptly followed by forwarding the relevant documents pertaining to the request to the contributing 

CE.  

c. BA agrees to use appropriate safeguards to prevent use or disclosure of PHI other than as provided 

for by this Agreement.  

d. BA agrees to implement administrative, physical, and technical safeguards that reasonably and 

appropriately protect the confidentiality, integrity, and availability of the PHI that it creates, receives, 

maintains, or transmits on behalf of the CE.  

e. BA shall promptly report in writing to CE any use or disclosure of PHI other than what is 

permitted by this Agreement.    

f. BA shall promptly report in writing to CE any Security Incident related to PHI of which it becomes 

aware.  

g. BA agrees to mitigate, to the extent practicable, any harmful effect that is known to the BA of a 

use or disclosure of PHI by BA in violation of the requirements of this Agreement.  

h. BA agrees to ensure that any agent, including a subcontractor, to whom it provides PHI received 

from, or created or received by BA on behalf of CE agrees to the same restrictions and conditions 

that apply through this Agreement to BA with respect to such information.  

i. BA agrees to provide access, at the request of the CE, and in the time and manner designated by 

CE, to PHI in a Designated Record Set, to CE or, as directed by CE, to an Individual  in order to 

meet the requirements under 45 CFR § 164.524.  

j. BA agrees to make any amendment(s) to PHI in a Designated Record Set that the CE directs or 

agrees to pursuant to 45 CFR § 164.526 at the request of CE, the time and manner designated by CE.  
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k.. BA agrees to make internal practices, books, and records relating to the use and 

disclosure of PHI received from, or created or received by BA on behalf of, CE 

available to the CE, or at request of the CE to the Secretary, in a time and manner 

designated by the CE or the Secretary, for the purposes of the Secretary 

determining CEôs compliance with the applicable requirements of 45 CFR 160 and 

the applicable standards, requirements, and implementation specifications of subpart 

E of 45 CFR  

164.  

l. BA agrees to document such disclosures of PHI and information related to such disclosures as 

would be required for CE to respond to a request by Individual  for an accounting of disclosures of 

PHI in accordance with 45 CFR § 164.528.  

m. BA agrees to provide to CE or an Individual , in time and manner designated by CE, information 

collected in accordance with Section (k) of this Agreement, to permit CE to respond to a request by 

an Individual  for an accounting of disclosures of PHI in accordance with 45 CFR § 164.528.  

 

3. Permitted Uses and Disclosures by BA:  

a. Except as otherwise limited in this Agreement, BA may use or disclose PHI on behalf of, or to 

provide services to, CE for the purpose of development, testing, administration and operation of a 

Master Visit Registry consisting of patient demographic and clinical data as defined by the Data 

Sharing Agreement.     

b. The BA may only use or disclose PHI as defined in the attached Data Sharing Agreement if such 

use or disclosure of PHI would not violate the Security and Privacy Rule or other applicable laws if 

done by CE.  

c. Except as otherwise limited in this Agreement, BA may use PHI for the proper management and 

administration of the BA or to carry out the legal responsibilities of the BA.  

d. Except as otherwise limited in this Agreement, BA may disclose PHI for the proper management 

and administration of the BA, provided that disclosures are Required By Law, or BA obtains 

reasonable assurance from the person to whom the information is disclosed that it will remain 

confidential and used or further disclosed only as Required By Law or for the purpose for which it 

was disclosed to the person, and the person notifies the BA of any instances of which it is aware in 

which the confidentiality of the information has been breached.  

e. Except as otherwise limited in this Agreement, BA may use PHI to provide Data Aggregation 

services to CE as permitted by 45 CFR § 164.504(e)(2)(i)(B).  
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4. Obligations of CE:  

a. CE shall provide BA with the copy of its notice of privacy practices that CE produces in 

accordance with 45 CFR § 164.520, as well as any changes to such notice.  

b. CE shall provide BA with any changes in, or revocation of, permission by Individual  to use or 

disclose PHI, if such changes affect BAôs permitted or required uses and disclosures.  

c. CE shall notify BA of any restriction to the use or disclosure of PHI that CE has agreed to in 

accordance with 45 CFR § 164.522.  

 

5. Term and Termination:  

a. Term.  This Agreement shall be effective as of the Effective Date and shall continue for as long as 

BA has possession of or access to PHI.  

b. Termination for Cause.  Upon CEôs knowledge of a material breach of use                         and 

disclosure of PHI by BA, CE shall either  

(1) Provide an opportunity for BA to cure the breach or end the violation and terminate the Data 

Sharing Agreement if BA does not cure the breach or end the violation within the time specified by 

CE, or   

(2) Immediately terminate the Data Sharing Agreement in writing if BA has  

 

breached a material term of this Agreement and cure is not possible. .  

c. Effect of Termination or Expiration of Data Sharing Agreement.  

(1) Except as provided in paragraph (2) of this Section, upon termination of the Data Sharing 

Agreement, for any reason, BA shall return or destroy all PHI received from CE, or created or 

received by BA on behalf of CE.  This provision shall apply to PHI that is in the possession of 

subcontractors or agents of the BA. BA shall retain no copies of the PHI.  

(2) In the event that BA determines that returning or destroying the PHI is infeasible, BA shall 

provide to CE notification of the conditions that make  
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return or destruction infeasible. Upon mutual agreement of the Parties that return or 

destruction of PHI is infeasible, BA shall extend the protections of this Agreement to 

such PHI and limit further uses and disclosures of such PHI to those purposes that 

make return or destruction infeasible, for so long as BA maintains such PHI.  

6. Miscellaneous:  

a. Regulatory references. A reference in this Agreement to a section in the Security and Privacy 

Rule means that the section as in effect or as amended, and for which compliance is required.  

b. Amendment.  The Parties agree to take such action as is necessary to amend this Agreement from 

time to time as is necessary for the CE to comply with the requirements of the Security and Privacy 

Rule and HIPAA, Public Law 104-191.  

c. Survival.  The respective rights and obligations of the BA under Section 5(c) of this Agreement 

shall survive the termination of this Agreement.  

d. Complete Agreement.  This Agreement constitutes the entire agreement of CE and BA and 

supercedes all prior and contemporaneous agreements, representations and understandings of CE and 

BA, relating to matters covered by this Agreement.  

e. Interpretation.  Any ambiguity in this Agreement shall be resolved in favor of a meaning that 

permits the CE to comply with the Security and Privacy Rule.  

 

IN WITNESS WHEREOF, the Parties hereto have duly executed this Agreement as of the 

Agreement Effective Date.  

Covered Entity         Business Associate  

Date: _____________________   Date: _____________________  

Print Name: _____________________          Print Name: ____________________  

Title: _________________________ Title: _________________________  
 

 

 

 

 


