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Background

The Hawai‘i Health Information Exchange (Hawai‘i HIE), a non-profit, State Designated Entity (SDE),
submitted the “State of Hawai‘i Health Information Exchange Strategic and Operational Plan” (the Plan)
on August 31, 2010. Hawai‘i HIE and the Office of the National Coordinator for Health Information
Technology (ONC) have been working on details to align the plan for approval status. Along with ONC's
suggestions throughout September and October, the Hawai‘i HIE received technical assistance from an
ONC consultant to help ensure the Plan addressed ONC'’s July 6, 2010 PIN requirements. On November
18, Hawai‘i HIE submitted a draft addendum to the Plan that details laboratory results exchange,
electronic medication ordering, and collaboration with other similar ARRA grants such as the Hawai‘i
Pacific Regional Extension Center (HPREC), Hawai‘i County Beacon Community Consortium (HCBCC),
University of Hawai‘i Community College Consortia for Health IT Workforce Development, and the HIE
Programs for the territories of Guam, American Samoa, and the Commonwealth of the Northern
Mariana Islands. On January 7, 2011, ONC sent an Evaluation Letter outlining formal adjustments for
Hawai‘i HIE to consider in order to ensure that federal funds are spent appropriately and that health
information exchange for Hawai‘i be successful.

The original Hawai‘i HIE Plan included leveraging the limited federal funds by proposing to create a
comprehensive health information exchange with most of the ONC resources to be budgeted in the first
two years of the four year funding period to include contracting with a vetted HIE vendor. The reasoning
for this was to meet ONC timelines and give the state relief on the match fund requirements in the first
two years. On December 15, 2010, in a meeting held in Washington, D.C., ONC explained to Hawai‘i HIE
that the current proposal timeline and goals were not achievable given the funding allocated and they
noted that the HIE industry itself was in its infancy with few proven sustainability models. A subsequent
teleconference with Hawai‘i HIE board members, on January 12, 2011, was an opportunity for Hawai‘i
HIE stakeholders to discuss directly with ONC their concerns and to review the suggestions that ONC
would like to see in Hawai‘i’s State HIE Plan.

The following is a response to the Hawai‘i State Plan Evaluation (see Attachment A) addressing the
concerns that ONC has to ensure project success.

The numbering outline in this Addendum is in reference to a checklist taken from the ONC letter in order
to address each concern in the order it was stated. (See Attachment B)

General

I. ONC is advising that a secured messaging approach, based on a “push” model, is a practical
way for the Hawai‘i HIE to implement the first phase requirements. Although the State of Hawai‘i
prefers to implement the larger component of the exchange application earlier in the project timeline in
order to establish key HIE services immediately and to take advantage of the lower matching fund
requirement in follow on years, Hawai‘i HIE has agreed that a longer implementation stage would be
reasonable considering the industry’s immaturity.
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1. This will entail a modification in the technical design already approved by the Hawai‘i HIE
Technical Committee that was supported by the Hawai‘i HIE board and the State HIE Coordinator.
Hawai‘i HIE will still adhere to the hybrid design model, but in order to reach out to all providers as
directed by ONC, a browser-based secured message service will be put into place to provide message
exchange to providers who have not yet implemented electronic health record (EHR) systems in their
offices. This allows the Hawai‘i HIE to reach out to rural providers that have not embraced an EHR
system due to up-front cost and the gradual learning curve which, in a large, robust application, could
overwhelm their staffing resources and time. (Reference Technical Diagram in section 13)

1.b ONC s also recommending that Hawai‘i HIE employ utilizing the federal DIRECT project as
an approach to Implementation Phase 1 — 2011 in order to connect to various organizations that may
not have interface resources. Hawai‘i HIE is enthusiastic about the opportunity of the DIRECT project
and is watching its progress very closely, as indicated in the State HIE Plan and in the technical Request
for Information (RFI) document posted online on October 8, 2010. An example of DIRECT advancement
is the recent Deployment Models for point-to-point messaging that closed its call for consensus on
December 23, 2010. As the Hawai‘i HIE begins to develop and facilitate the message exchange
community, a conscious collaborative effort to connect with DIRECT will be planned in 2011. (See
Attachment C, task 25, 36, & 51)

2. The timing of these modifications is challenging, but Hawai‘i HIE understands how paramount
the success of this Cooperative Agreement needs to be. An example of this is outlined in the Evaluation
Letter regarding the lack of metrics or gap analysis for sharing of patient summary information across
unaffiliated organizations or point-to-point exchange as a means to enable data liquidity among
independent providers in 2011. Hawai‘i HIE will propose to the Department of Human Services that the
State of Hawai‘i’s HIT Implementation — Advanced Planning Document (I-APD) include the creation and
implementation of a baseline assessment survey that will define qualitative measurements that will
assist them in development of their State Medicaid Health Information Technology Plan (SMHP). Based
on the results of the survey, quantitative outcomes for research measurements could create a robust
analytical baseline that will address gaps for the both the State of Hawai‘i’s HIT Implementation-APD
and the Hawai‘i HIE. (See Attachment D)

The Hawai'‘i State HIE Plan does discuss the gap in provider-to-provider electronic exchange, and the fact
that physician stakeholders expressed that minimal, if any, electronic exchange occurs between
physicians." This gap in electronic exchange is reiterated in the State’s P-APD. This proposed survey
would also be a vehicle to create a transparent dialogue that could shape the way data is displayed via
the exchange in future implementations. Health information in Hawai’i is still in a stage of growth where
individual provider records are safeguarded in silos and are not exchanged within the same application
or through an EHR Application Service Provider. However, the two large labs, Clinical Laboratories of
Hawai‘i and Diagnostic Laboratory Services, have identified an approximate 55% gap for individual

! State of Hawai‘i Health Information Exchange Plan; October 22, 2010, page 4
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physicians with EHRs who are able to receive electronic lab results, thus the possibility for information
exchange is possible with a neutral HIE technical application.

3. Project Management Plan

The project management plan has been reformatted to detail the goals, objectives, resources and
timeline for each grant year. As year one is coming to completion, the remaining years detail out a
phased approach based on the feedback from ONC. In this new structure, the plan describes the
Planning-2010 phase as complete. Since six months have passed since the Plan was submitted, we have
reworked the tasks for the adjusted implementation phases so that the exchange has a more
evolutionary approach.

In the Implementation Phase 1 — 2011, Hawai‘i HIE will implement a design focused on the secure
messaging (push) model that has a better success rate according to ONC. By utilizing this simpler, less
resource-intensive approach, the exchange will be able to reach out to a greater number of physicians
(within the milestone date) that have not implemented an EHR system so that they can directly benefit
from the exchange of electronic data.

Implementation Phase 2 and 3, for the remaining years of the grant, focus on the development of an
incremental language standard for laboratory data sets and a more robust exchange interface, which
will follow on the growth of Meaningful Use requirements.

4. Independent Physician Value

If independent physicians do not have an operational EHR in their clinic, they will see the value of the
HIE by utilizing the secure messaging model as they will be able to receive current data for patients at
the point of care. For those with EHR systems already in their practice, most of the interoperability
functionality may already be in place and the HIE, in the initial implementation phase, would not
interrupt already existing connections. The clinical summary document would contain the essential data
fields (progress notes, medication lists, problem lists, allergies, and lab results) based on the proposed I-
APD survey mentioned above or a simple secured message. As physicians become accustom to the
electronic benefits, they will more likely join a robust EHR at a later date.

Since Hawai‘i HIE has made the adjustment to a phased implementation approach and providers are
preparing to implement their EHRs with the assistance of the Hawai‘i Pacific Regional Extension Center
(HPREC) and Hawai‘i County Beacon Community Consortium (HCBCC), providers will be receptive to new
workflow adjustments and, until their EHRs are operational, will have a better understanding of how an
electronic messaging system will function. The goal for 2011 is to have independent providers
participating in achieving Meaningful Use goals as they are starting up their electronic systems or are
still evaluating the EHR transition. However, in 2012, the Hawai‘i HIE Implementation Phase 2 will begin
as all physicians in the state strive to meet the 2012 Meaningful Use requirements through integration
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of their EHR applications. This building block will connect to other health exchange programs and the
goal is to streamline access to information so that providers do not have multiple systems to manage.

5. Alignment of Goals with HCBCC

As the HIE industry continues to develop, Hawai‘i HIE investigates potential alignment with HCBCC. A
meeting with Hawai‘i HIE and HCBCC was held on January 12 and 13, 2011, and at this meeting with
Karen Pellegrin (HCBCC Principal Investigator) and Jeff Jendrysik (HCBCC Technical Lead), both teams
reviewed HCBCC's current technical plan and compared the requirement sections with other state’s HIE
RFPs. We reviewed over 250 technical specifications, which created better alignment and understanding
between the HCBCC program and Hawai‘i HIE. The sections contained the functional services, core
services, service access layer, matching services section, clinical index, value added services, and hosting
and reporting requirements.

Although it is too early to determine how the final goals of each project will align at this time, Hawai’‘i
HIE and HCBCC, along with the HPREC, will continue to invest time and resources to create an
environment for mutual collaboration and benefits.

Governance

With the completion of the 2010 November elections, the transition of officials into new positions, and
the start of the 2011 State of Hawai‘i Legislative Session, Hawai‘i HIE is now seeing renewed interest in
HIE activity on the public (state government) level. The current administration is committed to raising
awareness of health IT and, very recently, the Lieutenant Governor’s office has expressed interest in
becoming actively involved in the discussion of the HIE. Also, Hawai‘i HIE is continuing planning activities
with the State’s Department of Health and Department of Human Services on legal and policy
governance. As State interest of HIE effort grows and as the new administration is recruiting a new
Department of Health Director and new Department of Human Services Director, the Hawai‘i HIE will
work with interim directors to move forward on creating governance policies for HIE. Hawai‘i HIE is a
member on the Hawai‘i Pharmacy Task Force via Hawai‘i Statute Act 125. This Task Force will develop a
feasibility survey on the efficacy of requiring every pharmacy and remote dispensing pharmacy in the
State to do e-prescribing, as discussed in the latest Community of Practice e-Rx meeting, February 3,
2011.

6. As mentioned in the Hawai‘i State HIE Plan, the public at large has access to meeting
schedules and minutes from Hawai‘i HIE’s electronic resources such as the website, ning, and email
correspondence. The Hawai‘i HIE has a Physician Advisory Group that will assist with the dissemination
of information on the State HIE Plan and will help educate other providers and the public on current
health information technology issues. Hawai‘i HIE and the HPREC will be working with the HCBCC to
develop outreach programs where providers have the opportunity to have open and frank discussions
on the direction of the individual programs.
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/. The Department of Human Services Medicaid (Med-QUEST) has announced on their website
that they will be providing incentive payments to eligible providers that meet benchmarks for
Meaningful Use. HPREC program will be providing services to individual providers and groups to assist
them in meeting the Meaningful Uses milestones by means of outreach programs, online forums, and
in-person appointments.

8. The Board of Directors of the Hawai‘i HIE is currently seeking a representative from the
pharmacy community. This member will be able to provide insight on the challenges that are involved in
the pharmacy industry for the State of Hawai‘i. In a recent board meeting, it was determined that there
is a clear need for a member with pharmacy industry participation. This topic will be on the Governance
Committee’s agenda to take action on next month.

Finance

9. Hawai‘i HIE has an existing contractual agreement with Pacific International Center for High
Technology Research (PICHTR) that specializes in oversight and management of federal Cooperative
Agreements’. This partnership ensures that proper oversight and accountability is maintained through
the award period. (See Attachment E)

10. Hawai‘i HIE has detailed a four-year budget that outlines the expenses for individual years
based on the SF 424. We believe the attachment will provide better detail on how the financial
resources will be utilized. (See Attachment F)

11. Due to the creation of the Hawai‘i State HIE Plan and delay in the approval process in year
one, we have expended almost all of the 10% funds allocated for the planning period (approx. $560k).
Therefore, our budgets and timelines have been realigned to account for these delays.

Hawai‘i HIE is constantly investigating funding opportunities that can supplement the ARRA funds. An
example of this is the $50,000 donation from the Hawai‘i Kaiser Permanente Foundation. This
contribution was made in an effort to support the outreach and education element of the Hawai‘i HIE
and ultimately to encourage the improvement of connectivity and overall patient care experiences. (See
Attachment G)

12. As the HIE system matures, value added services will be presented and revenue models will
be tested for financial viability. One consideration is analytic activities such as report generation for
reimbursements, health improvement measurements, or demographic research that could produce
value-added services. Finance Committee has been evaluating the cost models and will be able to
determine if further revenue streams will need to occur, such as introducing a legislative tax fee or
membership subscription fees to support the exchange. All possible financial models will be analyzed by

? State of Hawai‘i Health Information Exchange Plan; October 22, 2010, Page 40
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the Finance Committee in the spring and the Hawai‘i HIE will be implementing selected models by fall of
2011.

Technical

13. ONC has suggested to the Hawai‘i HIE that a secured messaging model may have a higher
success rate than the robust HIE model that was in the original State HIE Plan. The Hawai‘i HIE agrees
with this model and has revised its implementation plan to highlight the secured messaging component
(detailed below). The secured messaging model will be able to deliver clinical summaries in such a way
that providers with non-certified EHRs, as well as those without an operational EHR, will be able to
participate in HIE, and therefore, allow a shift in provider adoption in technology. Input from the above
planned provider survey will be incorporated into the design to create better understanding and to ease
the burden of EHR apprehension.

Scenario One: No EHR to No EHR

The application for individual primary care physicians to communicate with other physicians, both
without operational EHR systems, would be through a secured web portal that providers will be able to
access anywhere with network connection. In this scenario, provider Dr. Abc wants to send clinical
information or message to provider Dr. Xyz. Dr. Abc will access the Hawai‘i HIE web page and register by
means of the Log In/Registration page. She will receive a Hawai‘i HIE security certificate upon
registration. She has heard about Hawai‘i HIE by way of the HPREC outreach program and is assured that
it is a trusted Health Information Service Provider (HISP). The HIE hosts, configures, and monitors the
HISP as a trusted application to authenticate all users to create, transmit, and receive secured messages.

After Dr. Abc officially registers by providing specific data to authenticate that she is certified to enter

into the Hawai‘i HIE, she will be prompted to select a provider from the provider directory. If Dr. Xyz is
not on the provider list, then Dr. Abc will need to retrieve his email address by calling him or accessing
his address from her email application (i.e. MS Outlook). Once Dr. Abc receives Dr. Xyz’'s email address,
she then creates her message and enters Dr. Xyz's email address manually into the “To” recipient field.

Dr. Abc creates her message in the HISP and is given options on how to transmit the message. She can 1)
scan the document from her paper chart and attach it to the message, 2) select the file from her
computer (i.e. MS Word document) and attach it to the message field, 3) copy the content from the file
on her computer and paste it directly into the message, or 4) free text. Once satisfied that the proper
information is contained in the message, Dr. Abc hits the send button.

Dr. Xyz will then receive an email notification from his email account (i.e. doctorxyz@gmail.com) that
there is a secured message in the Hawai‘i HIE for him to retrieve. The message will contain a link that
will direct him to the Hawai‘i HIE and ask for him to Log In/Register, just as Dr. Abc did. Once Dr. Xyz
completes this process and is certified to enter into the exchange, he will be able to retrieve the
decrypted message sent by Dr. Abc by applying the security certificate.
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An individual primary care physician that does not have an EHR but wants to send a patient’s clinical
care summary or information to another primary care physician or specialist that does not have an EHR
would fall in the Individual-Level Provider Directory (ILPD). Both physicians would be able to become
certified participants of the HIE by registering with the Hawai‘i HIE. Acting as a HISP, Hawai‘i HIE would
certify the providers’ accounts to participate in the exchange of patient data. The HISP is a logical
concept that encompasses certain services (such as authenticating user attributes) that are required for
data exchange and is planned to be governed by the Hawai‘i HIE. The Hawai‘i HIE would provide the
exchange portal and will authenticate users based on data attributes (name, medical license #, address,
gender, IP address, security certificates, etc.) based on their profile.
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The HISP will interpret the message through the header fields of the transmission and encrypt/decrypt
the messages as they are transported through the exchange. This process is similar to other ONC-funded
State HIEs across the nation where approximately 30 attributes are cross-referenced to 1) validate
provider participation in the HIE directory, 2) be expected to reach a 98% accuracy rate, 3) be
configurable/scalable, 4) be able to integrate with other data marts, and 5) have multiple security and
delegated authority layers. These data fields will correspond to ONC'’s Provider Directory Working
Group.

The Hawai‘i HIE Entity-Level Provider Directory (ELPD) will be updated by affiliated and trusted
organizations (entities), and could also be managed by Hawai‘i HIE according to the above robust
authentication application. Some of these health organizations have EHR/HIT systems and some do not.
The organization will be responsible for maintaining their own Provider Directory list and will provide
updates to the Hawai‘i HIE so that duplicate work is not created. Hawai‘i HIE would enter in the
authentication process at the appropriate processing point when requests are generated. Entity-Level
Provider Directory should closely manage individual provider accounts and maintain HIPAA rules and
agreements with each user. Entities are identified as groups of providers on a common network,
organization networks, or Individual Doctor Networks (IDN) such as North Hawai‘i Health Information
Exchange (NHHIE).?

Thus, there will be two types of requests planned:

9 Individual-Level Provider Directory (ILPD): a directory listing individual providers
9 Entity-Level Provider Directory (ELPD): A directory listing provider organizations

Providers with no EHR systems need a computer system with specifications that will be able to facilitate
normal email and web-browsing transmissions (for example: Windows Vista, Mac OS 10, Explorer
9/Safari, Outlook/Mail, broadband network connection, etc.). They also need to have the ability to scan
patient records for transport. If they have the patient record in a document format, they should have
the ability to attach it to the HISP email messaging system. The Hawai‘i Pacific Regional Extension Center
program would assist the providers with workflow redesign to meet the needs of this type of clinical
exchange. Outreach programs are in place to contact individual providers and assist them not only to
meet Meaningful Use requirements, but also to assist them in workflow methodology that changes the
behavior of clinical care for health information exchange.

No EHR to EHR

If Dr. Abc does not have an EHR, but Dr. Xyz does, the process is similar. Dr. Abc would still need to
register and be given a security certificate to enter into the HIE and would then construct the message
she wants to send. The encrypted message would be sent to Dr. Xyz in a similar fashion to the ‘NO EHR

? State of Hawai‘i Health Information Exchange Plan; October 22, 2010, Page 16
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to No EHR’ case above. However, when Dr. Xyz registers into the Hawai‘i HIE, he will be required to
indicate which EHR system (product, solution, version) he is using.

He will then be prompted to enter the EHR system’s user account address if he prefers that notifications
are to be directed to his EHR system. Dr. Xyz can also request that email notification be sent to another
email account when his EHR is not available. Encryption and decryption will need to be analyzed by the
HISP to determine where the actual data will be sent, but the information will be available to Dr. Xyz no
matter where he is. If he elects to receive notifications through the EHR system, he would enter the EHR
system email address (i.e. doctorxyz@ehrsystem.com). Once Dr. Xyz logs into the EHR system, a
notification of a pending message will be listed. Dr. Xyz will not have to log into the HIE, as the EHR
system will already be verified as a trusted entity (ELPD).
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As explained, the health care organizations (ELPD) may be encouraged to pre-populate their provider
profiles in the HIE in order to avoid going through the registration process multiple times. Due to
individual user expectations, some health care organizations may encourage their customers to register
into the exchange individually.

As the message is received by Dr. Xyz (the receiving provider), he would have the option of pasting the
health information into the patient’s EHR document fields or adding it as an attachment.

As mentioned, trusted EHR vendors will be pre-qualified based on requirements established through the
HPREC and supported by the Hawai‘i HIE. EHR vendors will be required to have current CCHIT
Certification, proven in-state customer support, two or more successful implementations in the state,
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and must meet NHIN Direct Exchange specifications in order for providers to have confidence that the
applications they embrace are up-to-date and have longevity.

The preliminary plan is to start with a flat file secured messaging platform, which will then expand into
an interoperable HIE exchange model as behavioral changes and provider technological adoption occur.
The provider directory will be able to identify duplicate providers, perform a search query, and have
messaging identification assurance.

The Hawai‘i HIE is in a unique position where a comprehensive provider directory can be built off a list of
key sources. These sources include major hospital systems, the HPREC priority primary care provider
(PPCP) directory, and the HCBCC project, which has a complete list of county providers that will be cross
referenced.

Hawai‘i HIE is supportive of these programs, as HPREC is managed by the Hawai‘i HIE non-profit
organization and the Executive Director is an active board member on HCBCC project.

In Phase 2 of the Implementation Plan, qualified EHR vendors will be required to enhance their systems
with interoperable messaging functionality to receive a message by identifying the specific field source
through meta-tags, and import them into the EHR application’s corresponding fields. As messages are
transmitted by the HIE, based on the foundation of the secured messaging platform, corresponding data
fields will be identified and transported into the correct location in disparate EHR systems.

EHR to EHR

If Dr. Abc and Dr. Xyz both have EHRs, each provider would log in to their EHR applications. The
application and corresponding user security certificate will provide them with the ability to send secured
messages in structured Simple Mail Transfer Protocol (SMTP) flat file format to the HIE. The benefit of
both providers having EHRs is that, as the HISP evolves, the translation of data as it flows through the
HIE will conform to a standardized data format. In this case, both providers benefit from logging in to
only one system to perform both EHR and HIE queries to exchange clinical summary information.

The Hawai‘i HIE would be the governing authority that authenticates transmission of patient records by
certifying access based off the provider directory, but in this case, the EHR application would call the
HISP and, once the provider directory is authenticated, will transmit the secured message to the HISP.
This will enable both providers to send clinical summaries without heavy processing immediately in
Phase 1.

A valued added service being explored for a future phase is a normalization process, which translates
the tags within the body of the message so that the core data intended to be transmitted is viewed in a
formatted common structure for the physician to digest. Integrity checks will be conducted to protect
the data and ensure that there is no corruption.
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Clinical Summary

The timeline for EHR to EHR secure messaging transmissions will occur in Phase 1 of the State HIE
Implementation Plan, with EHR vendors required to demonstrate that they have the secured messaging
capability. The secure messaging component will ease the burden of interfacing with disparate
applications in Phase 1, and the HIE system will be able to support the growth of data interoperability in
future phases. By incorporating the DIRECT project specifications into the Hawai‘i HIE, the HISP will
allow certified message transmission from one EHR system to another.

This secured messaging model can also be used by laboratories that are using a laboratory information
system or, as in the case of medically underserved areas, boutique labs that do not have any electronic
structured or unstructured data systems.

The Hawai'‘i laboratory community is collaborating to define a common data set used to send lab results
through the HIE. These efforts will be reviewed at the American Society for Clinical Laboratory Science
(ASCLS) and the Clinical Laboratory Management Association (CLMA) on May 9, 2011 in Hawai‘i. Hawai’i
HIE will discuss the most current Health Information Technology (HIT) Policy Guidelines and will assist
the boutique labs on the federal lab results initiatives.
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The State HIE Plan includes the development of data-set standards for electronic lab structure by the
summer of 2011 (in-line with the NHIN CONNECT Standards) and analyzing standards from ELINCS and
other lab data sets. The laboratories will benefit from a single point of entry thereby minimizing the
interface development that would otherwise occur through fragmented clinical data exchange systems.
The 10% of the laboratory work in Hawai‘i is done by boutique labs for general tests such as, oncology,
cardiology, and general lab testing and the boutique labs will be highly encouraged to participate in the
Hawai‘i HIE as the demand for order entry by the providers, particularity through the HPREC program
and the HCBCC program, begin to gain momentum.

List of Laboratories in the State of Hawai'‘i

HOSPITALS

Castle Medical Center

HPH (Straub, Kapiolani, Wilcox, Pali Momi)
The Queens Medical Center

Kaiser Permanente

DoD
Tripler Army Medical Center
{¢!¢9 hC I I &l AWA

Hawai‘i Health Systems Corporation
State Laboratories Division

Individual dept. (STD/AIDS, TB, Disease Outbreak Control, etc.)
INDIVIDUAL

Aiea Medical Building

Aloha Laboratories

Analytic Lab Systems

Cardio Pulmonary Diagnostic Services
Clinical Laboratories of Hawai’‘i
Diagnostic Laboratory Services
Physicians Lab Corp

Quest Diagnostics

Hawai‘i Pathology Laboratory

The EHR vendors implementing their systems into the independent provider practice will be required to
interface to several labs in order for the physicians to meet MU. While the two largest labs are
positioned to meet these providers’ needs, the smaller labs, as a result of increased EHR implementation
and increased provider demand to achieve MU, will need to adopt LOINC or ELINCS standards by the
providers’ EHR go-live milestone.
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Secured Messagind.ab Use Case:

As part of the revised Implementation Plan Phase 1, secured messaging will allow providers who are
currently without an EHR system to receive laboratory results. In addition, it will allow providers with
existing EHRs to log in to a trusted portal to receive the lab results. This secure platform will use
matching encryption keys that will ensure privacy of transmissions. Encrypt/decrypt keys will be
generated by the Hawai‘i HIE platform and only matched keys will allow message results to be
exchanged.

In this secured messaging Use Case, the labs and providers are existing authenticated users in the
exchange:

1.0 The lab releases new test results for a provider.

1.1 The lab sends a secure electronic message to the Hawai‘i HIE application that contains provider’s
information and a web link where the new test results could be retrieved/viewed.

1.2 The HIE application refers to its provider directory for delivery information and forwards a web
link to the appropriate provider via encrypted email notifying the provider of new lab results.

1.3 The provider decrypts the email and clicks on the web link to connect to the Hawai‘i HIE
application web portal.

1.4 Hawai‘i HIE authenticates the provider’s access to the information based on the provider’s user
privileges. A systematic protocol will safeguard proper access of health information and will be
managed by appropriate personnel.

1.5 Once certification of the provider’s privileges is validated, the Hawai‘i HIE submits the request
electronically to the lab by matching encryption keys.

1.6 The lab downloads the corresponding encrypted lab results to the Hawai‘i HIE.

1.7 The information is transmitted within the Hawai‘i HIE application for the provider to review
online. This process will match the lab’s results codes to a format organized by the Data
Management Committee. LOINC standardization would not occur in Phase 1 of the HIE
implementation, but will be incrementally integrated into the system in later phases. ELINCS will
be assessed for compatibility.

1.8 A message with formatted lab results is displayed online and available for download via the
Hawai‘i HIE application web.

1.9 New lab results delivery is completed.

2.0 If the provider is not authorized to enter into the exchange, the system will reject the request.
The provider has the option of contacting the exchange to receive temporary session access
(timed), which will prompt them to create a new username and password.
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The above model assumes that the independent laboratory participates by having their data in a
structured format which conforms to, and is compatible with, the Hawai‘i HIE. The model also assumes
that the provider already has an up-to-date computer and web connection service.

14. As mentioned in the State HIE Plan, there are other health information data repositories in
Hawai‘i such as HCBCC and North Hawai‘i County Exchange,* for example. The Hawai‘i HIE is developing
a plan to be the network hub for these exchanges. The model of secure messaging enables an exchange
of patient information via a “network-of-y” S (i & 2witjn&hé state of Hawai‘i. As these networks
continue their development, Hawai‘i HIE as the trusted state agent for health information exchange, will
have the ability to connect with the similar initiatives and expand services by creating the secured
portals utilizing NHIN Standards.

As these systems mature, the collaboration of ideas and the sharing of resources add a great benefit.
Recently, Hawai‘i HIE and the HCBCC have been discussing collaboration efforts to support each other’s
initiatives. Specifics are still being crystallized, but as both networks mature there will be opportunities
for components to be repurposed. An example of this partnering is a joint session held on January 12
and 13, 2011 that provided detailed requirements that could be aligned, mentioned above.

In collaboration with the Department of Health, strategic connections to the statewide immunization
system via the State HIE are being discussed. HRS 325-122 through 325-126 established this statewide
immunization registry for Hawai‘i, as many states have statewide immunization registries. In most cases,
clinicians would have immunization records in their own electronic medical record systems, but would
be required to send immunization information to the state immunization registry. Because the state
immunization registry is planned to be connected/accessed, this will be an example of a trusted network
sending secured messages.

14.2 The secured messaging model of having the independent labs passing data through the
exchange will need to require that the labs adopt HL7 messaging standards. As mentioned previously, all
the Hawai‘i labs will work as a group to begin a phased standard message platform in incremental set
groupings at the ASCLS and CLMA conference in May. As a neutral body, the Hawai‘i HIE will need to
govern and manage those requirements created by this workgroup. It is expected that during this
conference, the boutique labs will approach the Hawai‘i HIE to gain more information on how to
participate in the HIE process. The Hawai‘i HIE will also be working with the HPREC as they conduct their
outreach to the physicians. After identifying the boutique labs that early adopters sign up for in the
HPREC program, Hawai‘i HIE and the stakeholder community will approach these smaller labs to
encourage them to participate. These smaller laboratories may not have a robust data processing
application, but by utilizing the secured messaging feature, these laboratories can pass results to Dr. Abc
and Dr. Xyz, as in the examples above.

* State of Hawai‘i Health Information Exchange Plan; October 22, 2010, Page 16
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Business and Technical Operation

15. As the Hawai‘i HIE actively adjusts to the secured messaging model and an enhanced
interoperability phased-in approach, a demonstration project mentioned in the Hawai‘i State HIE Plan
will not be needed and financial resources for this effort can be reallocated for later planned
components. This will ensure that success for secured messaging can be completed in stage one. This is
an important note, as now finances are to be utilized across the project years for added services to
occur at an evolutionary rate.

17/. & ttehtial for wasted resources not correctly allocated before stage 1 is coriplete
(addressed in 15). Note: reordering is to keep the topics together.

16. The new Hawai‘i state administration is expressing long-term commitment in the Hawai’i
HIE and plans are being created to further involve other state departments. By planning the exchange in
an evolutionary process, stakeholders throughout Hawai‘i have the opportunity to become active in a
gradual approach, thus creating an infrastructure that can be built upon and have everlasting
compatibility with existing systems. Workgroups, provider surveys, and public outreach will provide the
entire state of Hawai‘i the opportunity to become informed and involved in the progressive process of
the exchange of health information. In addition, signatures from major stakeholders and from the
officials in Hawai‘i government have been obtained to demonstrate commitment to a program that will
have benefits long after the ONC funds have expired. (See Attachment H)

18. diterative feedback from active usér@ddressed in 16)

Legal and Policy

19. The legal counsel RFP outlined in the State HIE Plan for the 2011 legislative session is
already complete, and an agreement letter has been executed. The retainer fee to implement the
contract is awaiting release of funds not scheduled until March of 2011, which is well into the legislative
session. (See Attachment |)

It is important to note that these funds are to analyze the current health care statutes already in place,
oversee any new bills being presented and, (based on the activity of the current session) advise on new
bills that could be introduced by legislators on health committees for the 2012 session. Such legal issues
such as opt out, protection of information, and sensitive information could be topics that may be
discussed in future sessions.

20. Itis the plan of the Hawai‘i HIE to safeguard appropriate access to the exchange through

the Business Associate Agreements (BAA) developed by previous exchange activities and legal advice by
contracted counsel. The agreements will be kept current with time limitations based on industry
standards and oversight by the Legal and Policy Committee. (See Attachment J)
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In addition to the BAAs, compliance officers, driven by the Governance and Legal and Policy
Committees, will be documenting policies and enforcement mechanisms to be followed by participants.
These policies will be shared with all participants so that they are fully aware of compliance for the
Hawai‘i HIE.

Conclusion

In Phase 1, the Hawai‘i HIE has refined its technical approach to create a phased design that increases
the probability for all providers to achieve the exchange requirements of Meaningful Use. By
implementing a secured messaging model, all providers have the option of reaching Meaningful Use
measures by 2011. An additional benefit is that providers will have the ability to “test drive” health
information exchange prior to EHR implementation, which will create a change in behavioral patterns
for clinical workflow.

To support the secured messaging exchange, all key tasks described in the project plan will continue to
be addressed through the domain committees.

This will not mean that all other project domain committees will be shortened. Governance, finance,
business operations, and legal and policy areas will still need to be developed and the following
attachments demonstrate that the Hawai‘i HIE is still moving forward as the State HIE Plan is under
review.

It is the goal of this document to highlight the adjustments that Hawai‘i HIE is making to the Plan and to
showcase the Hawai‘i HIE collaboration with other grantees, communication with Hawai‘i State
Government, provider input and public transparency.
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Attachment A: Hawai‘i State Plan Evaluation

,'n-mu. “
"
i DEPARTMENT OF HEALTH & HUMAN SERVICES Ciffice of the Secresary
Y Offbew of the Nutsomal Coordinmor
e, fiow Hulth Ifiserntiom Techimtony
™ Wastenghon, ). 20201

January 25, 2011

Chnstine Sakuda

Hawail Health nformation Exchange
900 Fort Street Mall Suite 1300
Honolulu, HI 96813

Dear Ms. Sakuda,

The LS. Department of Health and Human Services, Office of the National Coordinator for Health
Information Tochnology (ONC) is currently roviewing Hawaii's stmtegic and operational plany submitted
as part of the State Health Information Exchange Cooperative Agreement Program. As you are aware,
belore states may use federal funding tor implementation, the state must obtain approval for their state
strategic and operitional plan from ONC

During this phase of the program, ONC staf are reviewing strategic and 'or operational plans that were
submitted an part of cooperative agreement applications, In an offort to support the success of states
participating in the program, ONC stafl and objective reviewors have identified strengths and weaknesses
of every plan, In this memo you will find o summary of strengths and weaknesses of vour state plan,
organized into general and domain-specifio feedback. The section labeled “Posative Aspects” includes
summarized positive feedback on your state plan. The section labeled “Ixsues and Concems™ summan zes
arens needing addinonal elaboration or clanfication in order for ONC to make o determination of

spproval.

In some instances, you miy have provided mtormation that addresses some of these issues and concems
i other sections of your Cooperative Agreement application. 11 is essential that Hawaii mcludes this
nformution i the sctual strategic and operational plans. The approvil of these plans by ONC und the
endorsement of these plans by HIE stakeholders within yoar state establishes ovidence of alignment of
vour plans with the goals of the Cooperative Agreement program and willingness by stukeholders to
support vour plans.

General

Hawai ‘s has presented a Strategic Plan that will levernge the existing health lundscapo that is dominated
by major entities within the lab, pharmacy, provider and payer industries, In addition 1o leveraging the
current market structure und the resources of the dominant players to enable stutewide health information
oxchange, there ix also an outreach program for smaller entities 10 be brought onto the HIE by the end of
2012

The environmental scan includes some percentage numbers 1o lustriste market adoption’ penetration, the
drivers behind the current penetration, and the plans to address gaps. To deal with the uneven
arehatecturnl and imfmstructural sophistication of its health care stakeholders, Huwar'i HIE intends to tuke
o hybnd architecture appeoach with an interface engine that will connect a foderatod architecture with
centralized dutn storuge,

Hawm1 State Plan Evaluation |

19| Page



ONC State HIE Cooperative Agreement Program January 25, 2011

As discussed at ONC's All Grantee's Mecting in Washington DC December 14"-16", ONC belicves o
robust, bi<directional, query based exchange approach is not feasible to meet State HIE Program
requirements as outlined in the July 6*, 2010 Program Information Notice (PIN) during the first year.
Starting with secured messaging approach that is based on o “push” model is a more practical way for
most states 1o mmplement the finst phase HIE requiraments and meet Meaningful Use Stage 1 requirements
given time and resources constraints. The following observations should be read in context of hetping
Hawai'i think about using the sccured messagmg approach as a foundation for future statewide health
information exchange.

[ssugs and Congsrns

o Interms of meeting Meaningful Use in 2011, across all three areas, it is chear that there will likely
bo large gaps in HIE coverage and the state’s plan for centralized exchange will not enable many
small players (e.g. independent physician practices, small labs, etc) to meet Meaningtul Use in
2001

o While a clinical web portal to the HIE will be operative starting in Jan, 2011 with access
granted to 300 physicians from the two largest medical groups, it likely will not meet
stage one meaningful use requirements and it 18 not clear that every eligible physician
will hisve one MU options by 2011, Please provide a stratogy to provide all providers
{e.g, independent physician practices) one option 1o meet Meaningful Use in 2011,

o ONC recommendations that a employing a DIRECT project approach would enable less
sophisticated entities to start gearing up for electronic exchange, start realizing business
value, and meet the requirements for Stage | Meaningful Use in 2011, Additionally,
seeure messaging would allow for a lower cost of entry and allow for entities without
current exchange infrastructure to participate carly.

* The environmental scan does not specially provide metrics or a gap analysss for sharing of patient
summary information across unaffiliated organizations, Additionally, no mention is given to
point-to-point exchange as a means 1o cnable data liquidity among independent providers in 2011,

o ONC requests that the Strategie and Operational Plan include a project management plan that
outlines clear deliverables. outcomes, owners and specific timelines,

o Additionally, the project plan should be mapped to the resources required. (e.g. projected
stalling plan to mect goals)

o While the plan outlines a number of risks and possible mitigation strategies, it is unclear how
participation and carly engagement of independent physicians will be addressed. Specifically.
how will value be discovered by independent physicians?

o ONC requests additional information regarding potential alignment of goaks with the Hawai't
County Beacon Community.

Guovernance
Positive Aspects
o Hawar'i HIE provides a good design of a governance structure that encourages stakeholder
participation, leverages existing human capital and buslds on stakcholder expertise,

Issues and Concerns
o The Plan could go lurther in addressing transparency (public access to meetmgs and minutes,
reporting 1o public and stakeholders, ¢tc) for planning and implementation phases,
o ONC requests additional information on the govemance role of the state Medicaid agency.
*  Due to the large retail market of pharmacies, board could benefit from a pharmacy representation
Please provide ONC with mformation addressing pharmacy representation on the Hawai's HIE
board.

Huwar 't State Plan Evaluation 2
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ONC State HIE Cooperative Agreement Program January 25, 2011

b‘lnpgm-

o Hawad'i HIE distributes responsibility for s financial controbs through its commitios structure,
which establishad a Finance Committee conssting of key stakeholders,

Lusues anl Congsrng

o ONC roguenty additional detail for oversight and management plams of the Coopertive
Agreement funding to assure compliance with financial policies and procedures consistent with
state and fedoral requirements

o The operating cost statcment for stalfing estimates does not extend beyond the fint year. ONC
roquests estimated stalling costs through 2014,

o ONC requesty additional information on any other revenue expected from outsvide organizations
Lo support the Hawai ‘s HIE

o Although the financial sustainability plan is not required at this time, s an SDE secking
implementation funding, ONC expects that Hawali's State Plan can include reasonably matusg
discussion about value sdded services, altermnative foe strocturos, other funding sources, and other
ey impacting business and financinl sustainability.

'l'uchvnkll Infrastructure

o The plan indicates that state standards will be informed by national standards and
stakehobder vendor experts will assare that Hawai's HEE will be compatible with these standardy,

"

An previously mentioned, adopting a secured messaging model would provide the foundation for all
entitien to participate in exchange and have an option to meet Stage 1 MU requirenents in 2011 The lab
strategy, as currently proposed in the Strategic and Operational Plan, does not aligned with a secure
messaging model.

o For laby, the Hawaii HIE will create o common gateway foe the Targent twa labw fiest and create
ontreach programs Lo encourage other laby (o adopt the same gateway solutions, ONC iy
coneerned that only the labs and providers that engage with the state early will be abke to uxe this
option fo satisty Meaninglul Use in 2011, while others will have to wait until the gateway
complete and market pressures start forcing conformance. Please convider an alternative approach
Tor providing greater numbers of providers access (o lab results through a secured mesaging

o Jtin unclenr how Hawaii HIE will connect with independent, competing community initintives.
ONC roquests specification on how Hawai HIE will connect, coordinate or compete with other
HIL initiatives,

Adopting a seoure messaging model for labs would allosy more time and resources o
spend on getting independent labs exchanging through TIHIE.

Business und Technicul Oporations
o The state plans to bring the most established entities who are conducting some degree of internal
o outward-facing electronic exclange onto the HIEE sithin 6 months of 2011,

Insues angd Conggrns

Hawar s State Plan Evaluation 3

21| Page



ONC State HIE Cooperative Agreement Program Junuary 28, 2011

The current approach to building out the HIE architecture is divided into two stages, No specifios
are given to deseribe the types of data/use cases being addrossed in Stage 1. Thix type of
infrastructure-then-functionality approach is vulnerable to several risks:

o Stakeholder commitment; although stakeholders can provide input into Stage |
architecture, they do not demonstrate any long-term commitment by actively exchanging
data,

o Potential for wasted resources: I resources are not correctly allocated before Stage 1 i
complete, than the state is left with incomplete, unusable infrastrocture that needs to
completo build-out in order to work at all.

o Noiterative feedback from active wen: the end-result of Stage | might be a platform that
doex not conform to the needs of active users as they would not bo able to use it until it is
fully devigned.

Please continue to evaluated the approach of starting with light weight, secure mossaging as it
will likely be the best approach to get active data exchange in the shortest period of time and with
the least amount of resources.

LegalPolicy

The plan states that the Legal and Policy Committee i responsible for collecting and conducting
analysin of legal and policy contexts, including at the state and federal levels, and identifying HI
Subseription Agreements that will enable broad participation by HIE stakeholders,

The HIE Subscription Agreements will acknowledge all the principles outlined in the HHS 1T

Privacy and Sccurity Framework,

The plan states the Executive Director of the Committee iv proparmg an RFP to engage legal
assistance in order 1o bring relevant issuex 1o logislative committees prior to the convening of the
Hawai'i state legislature in January 2011, ONC s concerned with the tight timeframe between the
REFP and convening of the state legislature.

ONC requests additional detail on enforcement mechanixms to ensure that HIE stakeholders have
appropriate safeguards for exchanging information,

Conclusion

ONC looks forward (o working with Hawai'i as the state works toward obtaming an approved plan, In
order Tor the state (o have an approved plan that will enable the state to move info implementation at the
time of award, we need an updated plan that addresses the lssues and Concerny an described above, The
updated plan should be accompanied by a table identifying updates and changes to the oniginal version,
and should be resubmitted no later than 12811,

We suggest a conference call between Koy state representatives and ONC' analysts to walk through the
comments and answer any questions, Please contact me at 202-208-0470 or e-mail at

Christopher.Muicahhs gov to set up this mecting.
Regards,

Chris Muir

Senior Program Analywt

Office of the National Coordinator
for Health Information Technology

Hawai't State Plan Evaluation 4
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ONC State HIE Cooperative Agreement Program

Department of Health and Human Services
200 Independence Avenue, S.W,, Suite 729D
Washington, DC 20201

Tel: (202) 205-0470

Cell: (202) 731-8305

Christopher Muir@hhs. gov

Ce: Mark Anderson, Hawait HIT Coordinator
Greg Suenaga, HHIE

Hawai'i State Plan Evaluation

January 25, 2011
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Attachment B: Hawai‘i State Plan Evaluation Grid

Hawai@state HIE Addendum

Section  Description Subsection
General
i. Starting with secured messaging approach that is based on a “push” model is a
more practical way for most states to implement the first phase HIE

1 Outreach
la strategy to provide all providers (e.g. independent physician
practices) one option to meet Meaningful Use in 2011
1b ONC recommendations that a employing a DIRECT project

approach to get started

2 Provide metrics or a gap analysis for sharing of patient summary information
3 Project management plan that outlines clear deliverables, outcomes, owners
4 How will value be discovered by independent physicians

5 Potential alignment of goals with the Hawai’i County Beacon Community

Governance
6 Could go further in addressing transparency (public access to meetings and
7 Governance role of the state Medicaid agency

8 Board could benefit from a pharmacy representation

Finance
9 Additional detail for oversight and management plans of the Cooperative
10 ONC requests estimated staffing costs through 2014

11 Additional information on any other revenue expected from outside
organizations to support the Hawai’i HIE
12 Reasonably mature discussion about value added services, alternative fee

Technical
13 Consider an alternative approach for providing greater numbers of providers
access to lab results through a secured messaging service
14 Hawaii HIE will connect with independent, competing community initiatives

14.a Adopting a secure messaging model for labs would allow
more time and resources to spend on getting independent
labs exchanging through HHIE

Business &
Tech Ops

15 Specifics are given to describe the types of data/use cases being addressed in

16 Stakeholder commitment demonstrate any long-term commitment by actively
exchanging data

17 Potential for wasted resources: If resources are not correctly allocated before
Stage 1is complete, than the state is left with incomplete, unusable

18 Iterative feedback from active users

Legal/Policy
19 ONCis concerned with the tight timeframe between the RFP and convening of
the state legislature
20 Additional detail on enforcement mechanisms to ensure that HIE stakeholders
have appropriate safeguards for exchanging information

January 7, 2011
Notes

Highly recommended

Will be detailed in use cases

Redraft of the Technical design

Detailed in use cases

Draft of section to be submitted JAN 13th
Detailed in use cases

Planned actions as they become clear

Detail out of the state HIE plan

Hawai®Medicaid's Involvement: what their
governance role could mean

Will outline board process with interest in pharmacy
representation

Call out more detail from PITCHR

Draft of section complete; based on Illinois approved
version. To be delivered JAN 13th

Plan out how the sustainability model could provided
other funding

Sustainability narrative and chart

Draft scheduled to be submitted on JAN 20th. Possible
assistance from Jitin Asnaani

example of secured messaging report sent to State
DOH immunization database

Draft scheduled to be submitted on JAN 20th. Possible
assistance from Jitin Asnaani

ref. lette

continue to evaluated the approach of

A0FNIAYy3I gAGK fAIKEG 6SA

Will highlight in use cases

Statewide stakeholder that states that they will use
the HIE

Secured message technical approach with staged
growth for additional features

Highlight from HIE plan

Describe current status; add signed retainer document

Business agreement

Action

Redesign tech design based on
feedback from tech committee

Incorporate into tech redesign

Incorporate into tech redesign

Highlightin Use Cases
Completed by years; 1/4/2011
Highlight in Use Cases
Incorporate into tech redesign

Section in Addendum
Section in Addendum

Section in Addendum

Section in Addendum
Awaiting approval when
submitted;

Section in Addendum

Section in Addendum

Outline in tech redesign

Highlightin Use Cases

Highlight in Use Cases

Highlight in Use Cases
Outline in tech redesign

Outline in tech redesign

Highlight in Use Cases

Submit signed retainer

Submit draft agreementin
addendum

Draft By Date Completed
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Attachment C: PROJECT PLAN 2010

ONC Requirements 7/8/2010 7/25/2011
Review of the 2010 PIN/MU Requirements HHIE Staff 7/8/2010| 7/16/2010
Submit State Plan to ONC HHIE Staff 9/13/2010 8/31/2011
Resubmit State Plan to ONC HHIE Staff 9/24/2010 10/8/2010
Resubmit Operational Plan to ONC HHIE Staff 12/17/2010 1/14/2011
Lab Results 10/4/2010 1/20/2012
Standardized Lab Messaging Policy - Initial Discussions Tech Committee, Data Access and Management 10/7/2010 1/10/2011
Conduct Meetings to Explore Lab Expansion Tech Committee, Data Access and Management 10/7/2010 1/31/2011
Policy and Guidelines Legal/Policy Committee 10/4/2010 4/29/2011
e-Prescribing 9/13/2010 1/20/2012
Policy and Guidelines - Pertaining to 2011 Session Legal/Policy Committee 9/13/2010 11/13/2010
Sharing Patient Care Summaries Across Organizations 10/18/2010 1/20/2012
Exchange - Planning 11/1/2010 1/20/2012
Hardware Specification Requirements - Review Process Technical Committee 12/13/2010 4/18/2011
Software Application Specification Requirements Project Director, Technical Committee 12/13/2010 4/15/2011
Policy and Guidelines Legal Advisor, Legal/Policy Committee 11/1/2010  3/4/2011
Legal 9/13/2010 1/20/2012
Build Policy Inventory Analysis Legal Advisor, Legal/Policy Committee 9/27/2010 11/8/2010
Legal Counsel Contract Legal Advisor, Legal/Policy Committee 9/13/2010 12/8/2010
Goals, Objectives and Performance Measures* 8/2/2010  3/1/2012
State HIE Plan Approval 8/30/2010 1/28/2011
Finance 9/13/2010 1/20/2012
T Quarterly Review Audit Committee, Pacific International Center for High Technology 9/13/2010/ 11/13/2010
Research

RFI 9/9/2010 1/20/2011
Draft HHIE Staff 9/9/2010 9/30/2010
Technical Meeting \[;::12:::855 and Management, Project Directors, Technical Committee, 9/16/2010, 1/20/2011
Exchange Review of Requirements \[;::122::“5 and Management, Project Directors, Technical Committee, 9/9/2010, 11/4/2010
RFI Announcement \[;::12:::“5 and Management, Project Directors, Technical Committee, 10/1/2010 10/15/2010
RFI Open Period \[;::122::“5 and Management, Project Directors, Technical Committee, 10/1/2010/ 10/31/2010
REI Review \[;::122::“5 and Management, Project Directors, Technical Committee, 11/11/2010 | 11/29/2010
Audit Trail Services 3/1/2011 12/1/2011
Technical Infrastructure Design 1/3/2011 12/1/2011
Conferences/Meetings Other 10/4/2010 11/8/2010
Hawai‘i Medical Association HHIE Executive Director, HHIE Staff, Project Directors 10/4/2010 10/4/2010
eHealth Initiative HHIE Executive Director, HHIE Staff, Project Directors 10/4/2010 10/7/2010
HPCA HHIE Executive Director, HHIE Staff, Project Directors 10/7/2010 10/8/2010
Rural Health Association HHIE Executive Director, HHIE Staff, Project Directors 10/8/2010 10/8/2010
American Congress of Obstetricians and Gynecologists HHIE Executive Director, HHIE Staff, Project Directors 10/14/2010  10/18/2010
HiMSS Brown Bag (Host) HHIE Executive Director, HHIE Staff, Project Directors 10/27/2010 10/27/2010
Hawai‘i Independent Physicians Association HHIE Executive Director, HHIE Staff, Project Directors 10/27/2010 10/27/2010
Hawai‘i Primary Care Association HHIE Executive Director, HHIE Staff, Project Directors 10/29/2010 10/29/2010
American Academy of Pediatrics, Hawai'‘i HHIE Executive Director, HHIE Staff, Project Directors 11/4/2010 11/4/2010
:jr"gvzgri]:\“oc‘atm” of Osteopathic Physicians and HHIE Executive Director, HHIE Staff, Project Directors 11/8/2010 11/8/2010
ONC Meeting with Pacific Island Territories HHIE Executive Director, HHIE Staff, Project Directors 12/14/2010 12/16/2010
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Attachment C: PROJECT PLAN 2011

ONC Requirements

Hawai‘i State HIE Plan - Addedum |1
2011 PIN/Meaningful Use requirements
2011 Update State Plan to ONC

RFP

Request for Proposal Process

Review RFl to include in the RFP

Requirements gathering

RFP draft

Technical infrastructure design

RFP announcement

Receive and answer bidder questions
Responses received

Preview vendor responses

Perform due diligence on top 2 Vendors

Site visits/presentations

Vendor selected

Obtain technical and data access approval
Obtain Board approval

Contract negotiations

Technical contract signed

Staged implementation (Phase One - Secured Messaging)

Lab Results (Secured Messaging Model)

DIRECT Committee on Structured lab data (Quality matching standard)
Standardized Lab Messaging Policies (grouping of sets for
standardization)

Policy and guidelines

Sending Structured Lab Data (secured Pretty Good Privacy [PGP]
messaging protocol)

HIE test of passing of accepted structured lab results via secure
messaging format (authentication of standard set of most common
results)

LIVE push of structured lab data

Explore lab standardization expansion with otherlabs (future goals)

Conduct initial test of existing lab interfaces applications with growth
for standardization
Auditing reports by quarter

HHIE Staff
HHIE Staff
HHIE Staff

Data Access and Ivianagement, Project birectors, lechnical Lommittee,
Mandare

Data Access and Management, Technical Committee, Vendors, Hospitals,
Primary Care Physicians

Data ACCess and IVlanagement, Project Directors, lechnical Lommittee,

Ia o

ndnar
atla Access and IVianagement, Project Uirectors, rechnical Lommitiee,
Anr:
A

o<

ata

landn

3T4 Alcess and via nagement, Project birectors, lechnical Lommittee,

CCess and Ivianagement, Project Uirectors, rechnical Lommittee,

< T

Vandare
Data Access and Vlanagement, Project birectors, lechnical Lommittee,

Mondare
Data Access and Management, Project Directors, Technical Committee,

Vendors
Data Access and Mianagement, Project Directors, lechnical Lommittee,

Vandare
Data Access and Vlanagement, Project birectors, lechnical Lommittee,

Y3t5'Acess ana vianagement, Project Directors, Technical Committee,
Mondare

Board Chair, Board of Directors, HHIE Board President, HHIE Executive
Director, Project Director

Board Chair, Board of Directors, Legal/Policy Committee, Pacific
International Center for High Technology

Board Chair, Board of Directors, Legal/Policy Committee, Pacific
International Center for High Technology

Board Chair, Board of Directors, Legal/Policy Committee, Pacific
International Center for High Technology

Board Chair, Board of Directors, Legal/Policy Committee, Pacific
International Center for High Technology

Data Access and Management, Tech Committee
Tech Committee, Data Access and Management
Legal/Policy Committee

Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

Tech Committee, Data Access and Management/ Lab Community

Labs, Tech Committee, Data Access and Management

HHIE Staff

Jan-11
Jul-11
Oct-11

Jan-11
Jul-11
Jan-12

Complete Complete

Feb-11
Feb-11

Feb-11
Feb-11
Apr-11
May-11
Jun-11

Jun-11

Jul-11
Jul-11
Aug-11

Aug-11

Aug-11

Aug-11

Sep-11

Sep-11

Mar-11

May-11

Jun-11

Aug-11

Sep-11

Oct-11

Nov-11

Nov-11

Jan-11

Feb-11
Apr-11

Mar-11
Mar-11
May-11
May-11
Jun-11

Jun-11

Jul-11
Jul-11
Aug-11

Aug-11

Sep-11

Sep-11

Sep-11

Oct-11

Nov-11

Oct-11

Sep-11

Oct-11

Oct-11

Oct-11

Dec-11

Dec-11

Dec-11

I gk AWA
ONC
I'FéF AWA

PCP/Payers/Phar/Labs
PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs
HIE Vendors

PCP/Payers/Phar/Labs
HIE Vendors

PCP/Payers/Phar/Labs

HIE Vendors
PCP/Payers/Phar/Labs
HIE Vendor

PCP/Payers/Phar/Labs
PCP/Payers/Phar/Labs
State
State

PCP/Payers/Phar/Labs

DIRECT COP /
EHRs/Labs/PCPs

DIRECT COP /EHRs/Lafjs

Labs

HHIE/Labs/PCPs

HHIE/Labs/PCPs

HHIE/Labs/PCPs

Labs

HHIE/Labs

HHIE

Stakeholder

-]

]

assurance of proper technical direction

assurance of proper technical direction &
data element identification

assurance of proper technical direction
assurance of proper technical direction
information available for bidding
assurance of proper technical direction
information available for bidding
assurance of proper technical direction &
review of vendors capabilities
qualifications for selection

assurance of proper technical direction
Contract award

assurance of agreed data elements

formal agreement of vendor selected

assurance of proper use of federal funds
as the SDE

formal contract with HIE Vendor as the
SDE

PHI exchange

lab results populating EHR systems (MU

standard messaging/ minimalto no
interface development

methodology standardization and creatio
of state bills

meeting MU

meeting MU

scaling the start of exchange of data
data compatibility and outreach plan to
bring together other lab partners

prepare for 2012 development

fiscal accountability
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e-Prescribing (Secured Messaging Model)

Retail pharmacy committee
DIRECT committee on structured med data (quality matching standard)

Medication history lookup (push data)(grouping of sets for
standardization)

EHR vendor algorithm that may be tied to Surescripts med list

Outreach efforts to non-participating Pharmacies (subscription)

HIE test of passing of accepted structured medication management list
via secure messaging format (push data)

Medication history availability (grouping of sets for standardization)
Policy and guidelines

Auditing reports by quarter
Sharing Patient Care Summaries Across Organizations (Secured Messaging
Model)

Policy agreements (Security, Use, Termination, Corrections)

Business Associate Agreements (BAA)

Provider directory (early adopters)
Patient directory (early data group)

Secure messaging continuity of care record (CCR)

Secure messaging clinical notes view (Web Capability)

DIRECT committee on structured CCR data (quality matching standard)

Meeting with hospitals for Epic exchange (HPH, Queens, Kaiser)

Policy and guidelines

Auditing reports by quarter
Exchange

Policy and guidelines

Hardware specification requirements

Software application specification requirements
Technical facility location (HIE rack, infrastructure)
Purchase request

Network subscription agreement review & signature
Setting up NHIN portal

Leasing requirements

Install Hawai'i HIE edge server hardware & software

Production pilot activities
Auditing reports by quarter
Legal

Create agreements with consortium (early adopters)
2011 Legislative Session

Legal counsel contract

Data Access and Management, Tech Committee

Data Access and Management, Tech Committee
Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

HHIE, Data Access and Management, Tech Committee (e-Prescription
Wkerp)

Data Access and Management, Tech Committee
Data Access and Management, Tech Committee

Legal/Policy Committee, (e-prescription wkgrp)

HHIE Staff

HHIE Executive Director, HHIE Staff, Hospitals, Legal Advisor, Legal/Policy
Committee, Primary Care Physicians, Vendors, Compliance Officers

Legal/Policy Committee, Vendors, Hospitals

Data Access and Management, Tech Committee
Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

Vendor

Data Access and Management, Tech Committee

HHIE Executive Director, HHIE Staff, Vendors, Hospitals

Data Access and Management, Legal/Policy Committee

HHIE Staff

Legal Advisor, Legal/Policy Committee
RFP Vendors, Technical Committee
Project Director, Technical Committee, RFP Vendors

Board of Directors, HHIE Board President, HHIE Executive Director

Pacific International Center for High Technology Research, Technical
Committee, Vendors

Pacific International Center for High Technology Research, Technical
Committee, Vendors

NHIN Stakeholders, HHIE

HHIE Executive Director, Executive Committee, Technical Committee,
Vendors

HHIE Staff, Technical Committee, Vendors

HHIE Staff, Technical Committee, Vendors
HHIE Staff
Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Mar-11

Mar-11

Jun-11

Jul-11

Jul-11

Aug-11

Aug-11

Jan-11

Jan-11

Jan-11

Feb-11

Jul-11
Jul-11
Jul-11

Jul-11

Mar-11

Aug-11

Jan-11

Jan-11

Feb-11

Jul-11

Jul-11

Jul-11

Jul-11

Jul-11
Jul-11

Jul-11

Aug-11

Aug-11

Apr-11

Jan-11

Jan-11

Mar-11

Aug-12

Nov-11

Oct-11

Oct-12

Dec-11

Oct-12

Oct-11

Dec-11

Dec-11

Dec-11

Dec-11

Oct-11
Oct-11
Oct-11

Oct-11

Nov-11

Dec-11

Dec-11

Dec-11

Jul-11

Sep-11

Sep-11

Sep-11

Jul-11

Aug-11
Oct-11
Aug-11
Sep-11

Oct-11

Jan-12

Aug-11

Apr-11

Apr-11

Pharmacies (Phar)

data compatibility, pharmacy directory

DIRECT COP EHRs/Phar/P@fesl results populating EHR systems (M

PCP/Payers/Phar

details for most commonly searched
information, reactions, side-effects
data coordination to facilitate e-

EHRs/HHIE/ Surescripts

Phar Cmte/HHIE Educatioﬁ

PCP/Payers/Phar

PCP/Payers/Phar

HHIE/e-Rx wkgrp

HHIE

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs
PCP/Payers/Phar/Labs
PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

DIRECT COP
EHRs/Phar/Labs/PCPs

Hospitals / HHIE

HHIE

HHIE

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

prescribing MU requirement

ptions for the non-participating phar to
exchange data

i.e.; despension date, refill, dosage
(additional data fields)

Med Management/history background
information

review of existing statutes and creation (
state bills

fiscal accountability

agreements to ensure that information is
protected by the system and by users
on-going agreements to ensure that ther
is no business conflict

provider reconciliation

patient reconciliation

text data for CCR

Users that have not fully implemented y«
will still be able to utilize limited features
of the exchange

populating EHR systems (MU)

creating a meaningful patinet pool
available for early adoptors exchange da

review of existing data protection policie
to protect the organization for data acces

fiscal accountability

assurance of data accessability and
protection; on-Going

assurance of data accessability and
protection

assurance of data accessability and
protection

assurance of data accessability and
protection

financial accountability

assurance of data accessability and
protection

NHIN Stakeholders /HHIE connection to other trusted networks

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

HHIE

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

assurance of data accessability and
protection

assurance of data accessability and
protection

testing

fiscal accountability 97 | p 4 5 &

agreements to ensure that there is no
business conflict

Public awareness of data exchange
activities from all stakeholders
assurance of proper legal direction



Goals, Objectives and Performance Measures*

State of Hawai‘i HIT P-APD (Planning: Advanced Planning Document);

incorporation of HHIE plan

Rural primary care phsysicians enrolled in the HPREC Program

Diagnostic Laboratory Services
Clinical Laboratories, Hawai‘i
Surescripts Messaging

The Queens Medical Center
Straub

Kapi'olani

Pali Momi

Wilcox

Kalihi-Palama

Payers

EHR Vendors interface

DoH Immunization
DoH Pandemic
DoH TB

DHS Medicare

DHS Medicaid

Auditing reports by quarter

Finance

T Contracts procurement review (all contracts)
1 Resource allocation

T Quarterly reviews

1 In-kind audit

1 Hardware procurement

= Auditing reports by quarter

Audit Trail Services

Security audit (random)

Corrective measures

Create Manual for End Users On Hawai'i HIE Portal
Training

Customer support

Conferences/Meetings Other

1st Bi-Annual ONC All-Grantees Meeting

2nd Bi-Annual ONCAll-Grantees Meeting

State DoH and DHS, HHIE Staff

HPREC, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE, Surescripts HHIE Staff, Project Directors, Vendors
HHIE, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE, Hospitals, HHIE Staff, Project Directors, Vendors

HHIE, Hospitals, HHIE Staff, Project Directors, Vendors

HHIE, FQHC, HHIE Staff, Project Directors, Vendors

State DHS Med-QUEST, HHIE Executive Director, Hospitals, HHIE Staff,
Project Directors, Vendors

HHIE, EHRs, HHIE Staff, Project Directors, Vendors

State DoH, HHIE, Hospitals, HHIE Staff, Project Directors, Vendors
State DoH, HHIE, Hospitals, HHIE Staff, Project Directors, Vendors
State DoH, HHIE, Hospitals, HHIE Staff, Project Directors, Vendors
State DHS, HHIE, Hospitals, HHIE Staff, Project Directors, Vendors

State DoH, HHIE, Hospitals, HHIE Staff, Project Directors, Vendors

Hawai’i Department of Health

Audit Lommittee, PaciTicInternational Lentertor High lechnology

Dacanreh
Audit Lommittee, PaciTicInternational Lentertor High 1echnology
Dacanrch

Audit Committee, PaciTicInternational Lentertor High lTechnology

Racaarch

HHIE Staff
Audit Lommittee, Pacitic International Lentertor High Technology

Dacanrch

HHIE Staff

Compliance Officers

Tech Committee, Data Access and Management

HHIE Vendor, HHIE Staff
HHIE Vendor, HHIE Staff

HHIE Staff
HHIE Staff

Apr-11

May-11

May-11

May-11

Jul-11

Sep-11

Sep-11

Sep-11

Sep-11

Sep-11
Sep-11
Sep-11

Oct-11

Oct-11

Oct-11

Oct-11

Oct-11

Oct-11

Apr-11

Jan-11
Jan-11
Feb-11
Mar-11
May-11
Apr-11

May-11

May-11

Sep-11
Sep-11

TBA
TBA

Dec-11

Oct-11

Dec-11

Dec-11

Dec-11

Dec-11

Dec-11

Dec-11

Dec-11

Dec-11
Dec-11
Dec-11
Dec-12

Dec-11

Dec-11

Dec-11

Dec-11

Dec-11

Dec-11

Dec-11
Dec-11
Jan-12
Jan-12
Aug-11
Jan-12

Dec-11

Dec-11

Dec-11
Dec-11

TBA
TBA

DHS

HPREC

HHIE /Labs/PCPs

HHIE/Labs/PCPs

EHRs/Surescripts

Hospitals/HHIE

Hospitals / HHIE

Hospitals / HHIE

Hospitals / HHIE

Hospitals / HHIE
FQHC
Payers
EHRs

DOH
DOH
DOH
DHS
DOH

HHIE

HHIE
HHIE
HHIE
HHIE
HHIE
HHIE

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs

PCP/Payers/Phar/Labs
PCP/Payers/Phar/Labs

HHIE
HHIE

assisting in the utilization of P-APD
government funds

creating a meaningful patinet pool
available for early adoptors exchange da
creating a meaningful patinet pool
available for early adoptors exchange da
creating a meaningful patinet pool
available for early adoptors exchange da
reduction in interface development and
increase market share

creating a meaningful patinet pool
available for early adoptors exchange da
creating a meaningful patinet pool
available for early adoptors exchange da
creating a meaningful patinet pool
available for early adoptors exchange da
creating a meaningful patinet pool
available for early adoptors exchange da
creating a meaningful patinet pool
available for early adoptors exchange da
ability to track transitory patients

PCMH, transition from pay for
performance, faster/acurate means of
staged interface development

data availability for CMS reporting;
reduction in interface development

data availability for CDC reporting;
reduction in interface development

data availability for CDC reporting;
reduction in interface development

data availability for CMS reporting;
reduction in interface development

data availability for CMS reporting;
reduction in interface development
fiscal accountability

fiscal accountability
fiscal accountability
fiscal accountability
fiscal accountability
fiscal accountability
fiscal accountability

assurance of data accessability and
protection
assurance of data accessability and
protection

ease of use, user acceptance
ease of use, user acceptance

Grant requirement
Grant requirement
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Attachment C: PROJECT PLAN 2012

ONC Requirements

2012 PIN/MU Requirements - not defined
2012/2013 Update State Plan to ONC

Lab Results

Standardized Lab Messaging Policies ( Grouping of continued sets for

Standardization)

Continued Lab Standardization Expansion with otherlabs
Adjust existing Lab interfaces and continued growth for
standardization

HIE passing of Accepted Structured Lab Results (authentication of

2012 standard set)

Evaluating Structured Lab Data messaging (Secured PGP messaging

procedure)

Continue the promotion of conforming Lab Data with LOINC
EHR Received Structured Lab Data (Quality matching standard)
(Recruited EHR Systems)

Policy and Guidelines

Auditing Reports By Quarter

e-Prescribing

EHR Vendor Algorithm Tied to Surescripts Med List

Rural Retail Pharmacy Capability

Outreach efforts to non-participating pharmacies

Increase Medication History Availability

Increase Medication History Lookup

Medication Management (Decision Application)

Policy and Guidelines

Auditing Reports By Quarter

Sharing Patient Care Summaries Across Organizations

Provider Directory (Mid-Term Adopters)

Patient Directory (On-going)

Secure Messaging Evaluation and upgrade

Vendor Clinical Notes View (Web Capability)

Meeting with Hospitals for Kaiser Permanente Exchange

BAA (Business Associate Agreements: On-Going / Annual Term)

Policy Agreements (Security, Use, Termination, Corrections)

Policy and Guidelines

Auditing Reports By Quarter

Exchange

Identification of additional Hardware Requirements

Software Application Specification Upgrades
New Purchase Request

Technical Facility Location Annual Audit

Network Subscription Agreement Review & Signature (Annual
Renewal)

Policy and Guidelines

Leasing Requirements

Maintain Hawai'i HIE Edge Server Hardware & Software
New and On-Going Production Pilot Activities

Auditing Reports By Quarter

Legal

Up-date Agreements with Consortium (Mid-Term Adopters)
Up-date Public Policy Agreements/Guidelines

Up-date Security Breach Action Plan

Up-date Policy Library pertaining to HIE

Legal Counsel Contract (as needed)

2012 Legislative Session

Up-date action Plan for Security Attacks

Up-date Packets for Public Trust

Auditing Reports By Quarter

HHIE Staff
HHIE Staff

Tech Committee, Data Access and Management
Tech Committee, Data Access and Management

Labs, Tech Committee, Data Access and Management
Data Access and Management, Tech Committee

Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee

Legal/Policy Committee
HHIE Staff

Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Legal/Policy Committee

HHIE Staff

Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

HHIE Executive Director, HHIE Staff, Vendors, Hospitals

Legal/Policy Committee, Vendors, Hospitals

HHIE Executive Director, HHIE Staff, Hospitals, Legal Advisor, Legal/Policy
Committee, Primary Care Physicians, Vendors

Legal/Policy Committee

HHIE Staff

Technical Committee

Project Director, Technical Committee

Pacific International Center for High Technology Research, Technical
Committee, Vendors

Board of Directors, HHIE Board President, HHIE Executive Director
Pacific International Center for High Technology Research, Technical
Committee, Vendors

Legal Advisor, Legal/Policy Committee
HHIE EXecutive DIrector, Executive Lommittee, lTechnical Lommittee,

Vandare

HHIE Staff, Technical Committee, Vendors
HHIE Staff, Technical Committee, Vendors
HHIE Staff

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Data Access and Management, Technical Committee
HHIE Staff

HHIE Staff

Jul-12 Jul-12
Jun-12 Oct-12

on-going effort
on-going effort

on-going effort
on-going effort

on-going effort
on-going effort
on-going effort

on-going effort

on-going effort

on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort

on-going effort

on-going effort
on-going effort
on-going effort
on-going effort
on-going effort

on-going effort
on-going effort

on-going effort

on-going effort

on-going effort

on-going effort
on-going effort
on-going effort
on-going effort

on-going effort
on-going effort
on-going effort
on-going effort

on-going effort

on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort

on-going effort
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Goals, Objectives and Performance Measures*

EHR Vendors (Standardization programing to HIE via REC Program)
Additional FQHCs

Kaiser

Finance

T Quarterly Review

1 Contract Procurement

T Hardware Procurement

1 Resource Allocation

1 In-Kind Audit

T Auditing Reports By Quarter

Vendor Contract Scale Increase

Stakeholderrequest forincrease in features
ONCRequirements

Implementation of Additional Features (Up-Grades to the HIE system)
Up-Grade/Expansion Interface Requirements Gathering
Up-Grade/Expansion Provider/Patient Directory
Up-Grade/Expansion Secure Transmissions
Up-Grade/Expansion Interface Enhancement
Up-Grade/Expansion Technical Infrastructure Design
Up-Grade/Expansion Technical System Development
Up-Grade/Expansion Design Specification
Up-Grade/Expansion Data Transformation Services
Clinical Portal Lifecycle determination

Audit Trail Services

Security Audit (random)

Up-Grade/Expansion Corrective Measures

Create Manual for End Users On Hawai'i HIE Portal
Annual Training

Customer Support

Conferences/Meetings Other

1st Bi-Annual ONC All-Grantees Meeting

2nd Bi-Annual ONCAIlI-Grantees Meeting

HHIE Executive Director, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE Executive Director, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE Executive Director, Hospitals, HHIE Staff, Project Directors, Vendors

b

udaitLommittee, Pacitic International Lentertor High rechnology

Ac h
uditcommitiee, Pacitic International Lentertor High rechnology

P

Gafe Lommittee, Pacitic International Lenter tor High lTechnology

»o To

Dncnnrch
Audit Lommittee, PaciTicInternational Lentertor Hign rechnology

Dacaarch

HHIE Staff
HHIE Staff

Stakeholders, Providers, Customer base
ONC, HHIE Staff

Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors

Data Access and Management, Technical Committee, Vendors

Data Access and IVianagement, lechnical Lommittee, vendors , Hospitals,

DrDe

on-going effort

Jan-12
Jan-12

Mar-12

May-12

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

Oct-12
Jan-12
Mar-12
Apr-12
Sep-12
Oct-12
Oct-12
Oct-12
Oct-12

May-12
May-12

Sep-12

Oct-12
Mar-12
Apr-12
Jun-12
Oct-12
Dec-12
Dec-12
Dec-12
Dec-12

Dec-12
Dec-12

Dec-12

on-going effort

TBA
TBA

TBA
TBA
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Attachment C: PROJECT PLAN 2013

ONC Requirements

2013 PIN/MU Requirements - not defined
2013/2014 Update State Plan to ONC

Lab Results

Standardized Lab Messaging Policies ( Grouping of continued sets for

Standardization)

Continued Lab Standardization Expansion with last mile labs
Adjust existing Lab interfaces and continued growth for
standardization

HIE passing of Accepted Structured Lab Results (authentication of

2013 standard set)

Evaluating Structured Lab Data messaging (Secured PGP messaging

procedure)

Continue the promotion of conforming Lab Data with LOINC
EHR Received Structured Lab Data (Quality matching standard)
(Recruited EHR Systems)

Policy and Guidelines

Auditing Reports By Quarter

e-Prescribing

EHR Vendor Algorithm Tied to Surescripts Med List

Rural Retail Pharmacy Capability

Outreach efforts to non-participating pharmacies

Increase Medication History Availability

Increase Medication History Lookup

Medication Management (Decision Application)

Policy and Guidelines

Auditing Reports By Quarter

Sharing Patient Care Summaries Across Organizations

Provider Directory (Last Mile Adopters)

Patient Directory (On-going)

Secure Messaging Evaluation and upgrade

Vendor Clinical Notes View (Web Capability)

Meeting with Hospitals for Kaiser Permanente Exchange

BAA (Business Associate Agreements: On-Going / Annual Term)

Policy Agreements (Security, Use, Termination, Corrections)

Policy and Guidelines

Auditing Reports By Quarter

Exchange

Identification of additional Hardware Requirements

Software Application Specification Upgrades
New Purchase Request (funded by sustainability efforts)

Technical Facility Location Annual Audit

Network Subscription Agreement Review & Signature (Annual
Renewal-funded by sustainability efforts)

Policy and Guidelines

Leasing Requirements

Maintain Hawai'i HIE Edge Server Hardware & Software
New and On-Going Production Pilot Activities

Auditing Reports By Quarter

Legal

Up-date Agreements with Consortium (Last Mile Adopters)
Up-date Public Policy Agreements/Guidelines

Up-date Security Breach Action Plan

Up-date Policy Library pertaining to HIE

Legal Counsel Contract (as needed)

2013 Legislative Session

Up-date action Plan for Security Attacks

Up-date Packets for Public Trust

Auditing Reports By Quarter

HHIE Staff
HHIE Staff

Tech Committee, Data Access and Management
Tech Committee, Data Access and Management

Labs, Tech Committee, Data Access and Management
Data Access and Management, Tech Committee

Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee

Legal/Policy Committee
HHIE Staff

Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Data Access and Management, Tech Committee
Legal/Policy Committee

HHIE Staff

Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

Data Access and Management, Tech Committee

HHIE Executive Director, HHIE Staff, Vendors, Hospitals

Legal/Policy Committee, Vendors, Hospitals

HHIE Executive Director, HHIE Staff, Hospitals, Legal Advisor, Legal/Policy
Committee, Primary Care Physicians, Vendors

Legal/Policy Committee

HHIE Staff

Technical Committee

Project Director, Technical Committee

Pacific International Center for High Technology Research, Technical
Committee, Vendors

Board of Directors, HHIE Board President, HHIE Executive Director
Pacific International Center for High Technology Research, Technical
Committee, Vendors

Legal Advisor, Legal/Policy Committee
HHIE EXecutive DIrector, Executive Lommittee, lTechnical Lommittee,

Vandare

HHIE Staff, Technical Committee, Vendors
HHIE Staff, Technical Committee, Vendors
HHIE Staff

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Legal Advisor, Legal/Policy Committee

Data Access and Management, Technical Committee
HHIE Staff

HHIE Staff

Jul-13 Jul-13
Jun-13 Oct-13

on-going effort
on-going effort

on-going effort
on-going effort

on-going effort
on-going effort
on-going effort

on-going effort

on-going effort

on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort

on-going effort

on-going effort
on-going effort
on-going effort
on-going effort
on-going effort

on-going effort
on-going effort

on-going effort

on-going effort

on-going effort

on-going effort
on-going effort
on-going effort
on-going effort

on-going effort
on-going effort
on-going effort
on-going effort

on-going effort

on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort
on-going effort

on-going effort
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Goals, Objectives and Performance Measures*

EHR Vendors (Standardization programing to HIE via REC Program)
Final FQHCs

Other large healthcare organizations

Finance

T Quarterly Review

1 Contract Procurement

T Hardware Procurement

1 Resource Allocation

1 In-Kind Audit

T Auditing Reports By Quarter

Vendor Contract Scale Increase

Stakeholderrequest forincrease in features
ONCRequirements

Implementation of Additional Features (Up-Grades to the HIE system)
Up-Grade/Expansion Interface Requirements Gathering
Up-Grade/Expansion Provider/Patient Directory
Up-Grade/Expansion Secure Transmissions
Up-Grade/Expansion Interface Enhancement
Up-Grade/Expansion Technical Infrastructure Design
Up-Grade/Expansion Technical System Development
Up-Grade/Expansion Design Specification
Up-Grade/Expansion Data Transformation Services
Clinical Portal Lifecycle determination

Audit Trail Services

Security Audit (random)

Up-Grade/Expansion Corrective Measures

Create Manual for End Users On Hawai'i HIE Portal
Annual Training

Customer Support

Conferences/Meetings Other

1st Bi-Annual ONC All-Grantees Meeting

2nd Bi-Annual ONCAIlI-Grantees Meeting

HHIE Executive Director, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE Executive Director, Hospitals, HHIE Staff, Project Directors, Vendors
HHIE Executive Director, Hospitals, HHIE Staff, Project Directors, Vendors

b

udaitLommittee, Pacitic International Lentertor High rechnology

Ac h
uditcommitiee, Pacitic International Lentertor High rechnology

P

Gafe Lommittee, Pacitic International Lenter tor High lTechnology

»o To

Dncnnrch
Audit Lommittee, PaciTicInternational Lentertor Hign rechnology

Dacaarch

HHIE Staff
HHIE Staff

Stakeholders, Providers, Customer base
ONC, HHIE Staff

Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors
Data Access and Management, Technical Committee, Vendors

Data Access and Management, Technical Committee, Vendors

Data Access and IVianagement, lechnical Lommittee, vendors , Hospitals,

DrDe

on-going effort

Jan-13
Jan-13

Mar-13

May-13

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

on-going effort

Oct-13
Jan-13
Mar-13
Apr-13
Sep-13
Oct-13
Oct-13
Oct-13
Oct-13

May-13
May-13

Sep-13

Oct-13
Mar-13
Apr-13
Jun-13
Oct-13
Dec-13
Dec-13
Dec-13
Dec-13

Dec-13
Dec-13

Dec-13

on-going effort

TBA
TBA

TBA
TBA
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Attachment D: Hawai‘i State P-APD

STATE OF HAWAII
Department of Human Services
Med-QUEST Division

Health Information Technology
Planning — Advanced Planning Document

May 28, 2010
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I. Statement of Need and Objectives

The purpose of this Planning-Advance Planning Document (P-APD) is to describe the
Hawaii Department of Human Services, Med-QUEST Division's (DHS-MQD)
planning activities for the development of a State Medicaid Health Information
Technology Plan (SMHP) for Hawaii. The SMHP will serve as the strategic vision to
enable the DHS-MQD to achieve it's future vision by moving from the current “As-Is"
HIT landscape to the desired “To-Be™ HIT Landscape, including a comprehensive HIT
Road Map and strategic plan over the next 5 years. The plan will also describe the
processes, procedures and resources required to implement and oversee the incentive
payments to eligible Hawaii Medicaid providers for the meaningful use of certified
electronic health records (EHR).

Current HIE/HIT Initiatives in Hawaii

Although there is a strong interest in Health Information Exchange (HIE) in Hawaii, the
state docs not yet have a comprehensive health information exchange plan in place.
Despite independent initiatives in telemedicine and initial efforts in clectronic health
record implementation, very little electronic health data are exchanged in Hawaii.
Healthcare in Hawaii remains a situation of independent ¢-health activities and efforts.
This has resulted in a lack of coordination among providers (even for those that do have
EHRs), duplication of effort, and an overall immature and fragmented HIT landscape.

The Hawaii Health Information Exchange (HHIE) a 501(c)3) non-profit, was
established in 2006 by leading healthcare stakeholders in Hawaii for the purpose of
improving healthcare delivery throughout the State through seamless, effective, and safe
health information exchange. In September of 2009, HHIE was designated by the State
to develop and implement a statewide health information exchange that will ultimately
foed into the national health information network. In February 2010, the HHIE received a
Department of Health and Human Services (DHHS) Office of the National Coordinator's
Recovery Act, Section 3013 grant to facilitate health information exchange (HIE) at the
state level. Furthermore, in April 2010, the HHIE was awarded one the of the Recovery
Act, Section 3012, Health Information Technology Extension Program's Regional
Extension Center (REC) grants for the provision of technical assistance, guidance, and
information to support and accelerate health care providers’ efforts to become meamngful
users of EHRs.

HHIE has a strong and representative composition of Board stakeholders who are
determined to transform the current situstion into one that coordinates care, reduces costs
(for patients and providers), and improves quality of care. Since 2006, these people and
organizations are committed to seeing o statewide HIE become a reality in Hawaii, It is
the goal of the HHIE to make the most of the opportunities afforded by the American
Reinvestment and Recovery Act of 2009 to help Hawaii expedite its long-term HIE goals
over the next five years.
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Hawaii Medicaid plans to be involved in the activities of the following HHIE work
groups:

Finance

The domain of this committee encompasses the identification and management of
financial resources necessary to fund health information exchange, including securing
public and private financing for building HIE capacity and sustainability.

This also includes but is not limited to pricing strategies, market research, public and
private financing strategics, financial reporting, business planning, audits, and controls.
Governance

This committee is tasked with convening health care stakcholders to create trust and
consensus on an spproach for statewide HIE and to provide transparency, oversight and
accountability of HIE to protect the public interest. One of the primary purposes of a
governance entity is to develop and maintain a multi-stakeholder process to ensure HIE
among providers is in compliance with applicable policies and laws,

Data Access and Management

This committee's area is to primarily set and administer rules and user agreements around
the practices of accessing, sharing and using of patient health data that are originated
from the HIE infrastructure, These rules and agreements will align with the high level
privacy and security policies established by the Legal/Policy committee. Data Access
and Management committee will also set the prerequisites on data sccessibility,
availability and privacy that the Technical Infrastructure committee incorporates into the
HIE technical design. As part of operations, the Data Access and Management domain
will administer requests for data access and monitor and audit data exchanged vis the
HIE infrastructure.

Business and Technical Operations

The activities of this committee include but are not limited to procurement, identifying
requirements, process design, functionality development, project management, help desk,
systems maintenance, change control, program evaluation and reporting. Some of these
activities and processes are the responsibility of the entity or entities that arc
implementing the technical services needed for health information exchange, there may
bo different models for distnibuting operational responsibilities.

Legal/Policy

This committee is tasked with addressing the legal and policy bariers and enablers
related to the electronic use and exchange of health information. These mechanisms and
structures include but are not limited to: policy frameworks, privacy and security
requirements for system development and use, dsta sharing agreements, laws,
regulations, and multi-state policy harmonization activities. The primary purpose of the
legal/policy committee i 10 create a common set of rules to enable inter-organizational
and cventually interstate health information exchange, while protecting consumer
interests.
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The DHS-MQD as the single state Medicaid agency was the recipient of two Medicaid
Transformation Grants awarded under the Deficit Reduction Act of 2005. The first grant
mdmopmmmEHRmmApplnmonSavxcchwda(ASP)ummm for
clinics serving large Medicaid populations. The second grant established the
infrastructurc and protocols for the clectronic submission of Early and Penodic
Screening, Diagnostic and Treatment (EPSDT) information from providers. These HIT
projects will be included in the environmental assessment of the Hawaii SMHP.

As an active participant in the HHIE, it is MQD’s intention that the Hawaii SMHP will
align and be integrated with the statewide Hawaii HIT plan being developed by HHIE for
the Office of the National Coordinator. This coordination would include: support
provider adoption, including technical assistance and provider incentives; leverage the
availability of clinical data for administrative efficiencies; and quality reporting including
population management for healthier Medicaid members and Hawaii residents.

I.  Project Management Plan
Scope of Activities

Project Planning and Management

Submission of P-APD to CMS

Identify key stakeholders

Develop detailed project plan and timeline

Create project budget and expenditure plan

Provide periodic status reports to the project steering committee.

Environmental Scan (*As-Is")

* Conduct provider survey in collaboration with the HHIE to better
understand the barriers and utilization of EHRs in Hawaii.

. ldeuifyurhichMediuidpmvidmninmcdwdigibk for the
incentive payments,

. Ctulcamahodologyfotvmfyin;plw:derehﬁnmybtw
incentives. Calculating the Medicaid members in relationship to overall
patient case load to meet the appropriate thresholds as per the regulations.

o Understand barriers to applying for incentives, including but not limited to
certification of existing EHR systems and gaps 1o becoming certified.

e Ildentify gaps of providers who are not eligible and understand needs and
barriers to implementing EHR.

e Current usage of technology within Medicaid, understanding connection
point availability and barriers for interaction with HIE.

* Coordinate Environmental Scan activities with Medicaid health plans.
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Deliverables:

» Report of survey provider results to be used for input into goals and
objectives for the SMHP.

« Report of potential volume for Medicaid Incentive Payment program.
This information will be used as input for the planning of the Incentive
Payment Program.

e Report of Hawaii Medicaid current use of health mformation
technology.

Vision (*“To Be")

Establish primary internal and external Hawaii Medicaid stakeholders
Research smart practices and lessons leamed from other HIT/HIE
implementations.

Facilitate the creation of a vision for Hawaii Medicaid HIT

Draft and validate the vision with the stakeholders.

Deliversble:

o Hawaii Medicaid HIT Vision document.

Create the Hawaii State Medicaid HIT Plan (SMHP)

Identify the key executive sponsors

Create and receive approval from CMS for the Hawaii State Medicaid HIT
Plan (SMHP). The plan must include all of the clements outlined in the
State Medicaid HIT Plan document requirements from CMS.

Facilitate stakeholder understanding and buy-in on the SMHP,

Establish goals, objectives, owners and time frames.

Evaluate current policy, procedures and system changes that will be made,
The plan must include 1, 2 and 5 year visions and goals.

Coordinate SMHP with statewide HIT/HIE Plan developed by the HHIE.
Developing the plan will be an iterative process.

Deliverables

e Draft Hawaii State Medicaid HIT Plan
 Completed Hawaii State Medicaid HIT Plan for spproval by CMS.

Planning for Incentive Payment Administration

Definition of Meaningful Use for Hawaii Medicaid

Determine how the incentive plan will be administered.

Develop policies, procedures and identify personnei and technical
resources required to administer program.

Establish procedures and processes for coordination with other states and
Medicare to prevent duplicative payments.

Provider education on the availability of incentives

Create a plan for monitoring meaningful use and audit of provider
compliance,
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Deliverables:

*  Meaningful Use definition for Hawail. This must identify how
mmmwillbamﬁdupuioﬂhﬂnoenﬁvchyman

Administration.

* Documentation of policies and procedures for Incentive Payment

* Project plan including scope definition, work break down, project
schedule, project budget and resource allocation.
* Development and submission to CMS of Implementation Advance
Planning Document (I-APD) to implement SMHP.

HHIE Participation and Coordination

« Participate in the Hawaii Health Information Exchange workgroups.

* Participate in conference calls and webinars with ONC, CMS and
other work groups related to Medicaid HIT/HIE.

o Coordinate Medicaid HIT/HIE activities with HHIE

Project Schedule
Task Start End

Complete HIT P-APD for submission to CMS May 1, 2010 May 31, 2010
CMS Approval of HIT P-PAPD June 2010
Project Planning and Management May 2010 i
Develop RFP for Development of SMHP June 2010 2010
Recruit and Fill New staff positions, Project Manager, July 2010 August 2010
HIT/HIE Coordinator
Coordinate HIT/HIE Plan Activities with Hawaii May 2010 Ongoing
Health Information Exchange
Provider Qutreach and Education coordinated with June 2010 July 2010
HHIE
Issue RFP for Development of SMHP August 2010 September 2010
Award Contract for Development of SMHP September 2010
Conduct Environmental Scan “As-Is™ HIT Vision September 2010 October 2010
Draft SMHP October 2010 December 2010

o “As-Is" Assessment

e “To-Be" HIT Vision

*  Development of Provider Incentive

Payment Program

Finalize SMHP and submit to CMS December 2010 January 2011
Drafl HIT/HIE Implementation APD January 2011 February 2011
Submit Implementation APD to CMS February 2011
Transition from Planning to Implementation Activities March 2011
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Medicald HIT/HIE Project Organization

Personnel Resource Statement

The following state staff have been identified as key staff members in the Hawaii
Medicaid HIT/HIE project, These resources will work with the project management staff
to develop the SMHP, participate in Multi-State collaborative efforts, research practices
and lessons leamed from other HIT/HIE implementations, and participate in the state
wide HIE efforts.

Project Steering Committee
Dr. Kenneth Fink, Med-QUEST Division Administrator, State Medicaid Director

The executive sponsor of the project, providing executive project management and
representation of the project to internal and external executive staff.

Randy Chau, Med-QUEST Division Systems Officer
Overall project oversight and subject matter expertise on Medicaid Management
Information System (MMIS) and other information technology requirements.

Jon Fujii, Med-QUEST Division Research Officer
Overall project oversight and subject matter expertise on data usage and exchange
requirements,

Project Planning Team

The new positions described below will be added to the Medicaid StafT as part of the HIT
Planning Project team. The staff will report to the Medicaid Director as outlined in the
accompanying organizational chart, The Project Manager and HIE Business Analyst
will also work closely with the Project Steering Committee, who will ensure that the
project objectives and deliverables are being met.

The positions will be located with the Hawaii Medicaid staff. The actual position
descriptions and pay classifications have not yet been finalized, therefore the budget
reflects estimated salary. The time for these staff members will be 100% dedicated to the
Medicaid HIT planning project, The State will submit an APD Update to CMS to reflect
any changes in the number of positions, related costs, and/or allocation to the Medicaid
HIT project versus non-Medicaid activities.

Hawaii Medicaid HIT Project Manager, responsibilities include:

Overall HIT/HIE project planning and coordination,
Oversight and facilitation of the development of the SMHP.
DHS-MQD liaison to the HHIE.

Oversight of contracted resources for the project.
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HIT/HIE Business Analyst, responsibilities include:

Serve as subject matter expert in HIT and HIE

Coordinate day to day project activities

Participate in oversight of contractor resources developing SMHP
Participate in HHIE workgroups and Multi-State collaborative efforts.

Contractor Resources and Procurement Activities

Given budget constraints and the workloads on current staff, DHS-MQD anticipates
utilizing contractors for particular planning tasks that require subject matter expertise.

DHS MQD HIT/HIE Project Organization
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111, Proposed Project Budget

Description

Federal Share

State Share

Total

HIT Project Manager/Coordinator

HIT Business Analyst

“

Preparution of a Request for
Proposal for vendor and consultant
services for HIT and associated
procurement activities

o lemlon
oo

Contractor/Consultant Cost for
Development of SMHP and other
HIT/HIE Technical Assistance

Participation in the NASMD
Mulu-State Collaborative

Travel - for inter-state and intra-
state HIT/HIE and MMIS
conferences

Miscellancous — ¢.g,, publications,
surveys, outreach training, and
HIT/HIE staff training conferences
and registration fees

Total

$

b3

These proposed costs are 100 percent State Medicaid costs only. Non-Medicaid activities
which are pant of the HHIE stutewide HIT/HIE efforts are funded by ONC grants
separate from the SMHP project.  However, MQD staff working on the SMHP project
will be participating in the statewide planning effort, to coordinate efforts and ensure

Medicaid interests are addressed,

Any single coordinated effort may be cost allocated, such as & coordinated environmental
scan, which would be based on a methodology that shares costs appropriately between
the ONC grants and the SMHP project. For example, & shared environmental scan could
be allocated using a formula based on the proportion of Medicaid providers to the total

provider population to be scanned.
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1V. Assurances

The source of the State share for this request will be DHS-MQD State general funds, not
through other sources (e.g., Intergovernmental Transfer Agreements, Certified Public
Expenditures, or Provider Taxes). However, if the DHS-MQD pursues other funding for
the State share, an updated P-PAPD will be submitted and CMS prior approval will be
sought, as appropriate.

In addition, the DHS-MQD confirms that it will adhere to the provisions of the following
Federal regulations:

CMS Required Assurances
45 CFR Par 95,613 B Yes 0 Ne
45 CFR Part 74 g Yes ] Ne
SMM Section 11267 & Yes (] No
SMD Letter of Dec. 4, 1995 B Yes [ Ne
Access to Records
45 CFR Part 95.615 B Yes [J Ne
SMM Section 11267 2 Yes O Ne
| Software and Qwaership Richty _
45 CFR Part 95,617 | B0 Yes | ) Ne
Information Safeguarding
42 CFR Part 431,300 | & Yes [ O N
SMM Section 11267 & Yer [0 N
45 CFR Part 164 [R Yes [0 %
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Attachment E: Fiscal Agreement

MASTER AGREEMENT FOR ADMINISTRATIVE SERVICES BETWEEN
PACIFIC INTERNATIONAL CENTER FOR HIGH TECHNOLOGY RESEARCH
AND
HAWAII HEALTH INFORMATION EXCHANGE

This AGREEMENT made on the 18™ day of February, 2010, is entered into by
and between Pacific International Center for High Technology Research (“PICHTR™), a private
and not-for-profit corporation, whose principal place of business and mailing address is 1440
Kapiolani Bivd., Suite 1225, Honolulu, Hawaii 96814 and Hawaii Health Information Exchange
(hereinafier referred to as “HAWAIHIE™), a Hawaii not-for-profit corporation whose principal
place of business and mailing address is 900 Fort Street Mall, Suite 1300-PREL, Honoluly,
Hawaii 96813,

1. Objectives. PICHTR shall provide special administrative services to
HAWAIIHIE for the grants identified in the task orders attached to this Agreement. Each task
order represents & project 1o be administered by PICHTR, or an amendment of an existing task
order. Special administrative services consist of project accounting and reporting of financial
information as required 1o the federal and state governments, contract administration of contracts
issued under the direction of HAWAIIHIE to contracting parties under each grant, foderal and
state reporting requirements under cach grant, as required by federal and state law, advising
HAWAIIHIE of changes to federal and state reporting requirements, assisting in contract
negotiations as directed by HAWAITHIE, and other project management services for cach grant
s set forth below in this Agreement.

2 Jask Order._Each task order is an amendment to this Agreement and is subject to
the terms and conditions of this Agreement unless the task order states otherwise in which case
the task order shall prevail in interpeeting sny disputes. Fach task order must be executed by the
duly designated and qualified representative of PICHTR and HAWAIIHIE. Each task order
provides for & management fee and/or payment of indirect costs by HAWAIIHIE w PICHTR.
Unless otherwise indicated in the task order, PICHTR shall advance the amounts to be paid to
vendors in each task order and HAWAIIHIE will reimburse PICHTR such advanced amounts
promptly subject 1o PICHTR providing HAWAIHIE with documentation for the transaction.
Allowing amendments in this fashion provide the greatest flexibility between PICHTR and
HAWAIIHIE.

3, Other Partics. HAWAIHIE has advised PICHTR that HAWAITHIE has
contracted with other parties for certain selected services under the task orders. ProService
Havwaii has boen contracted to provide human resources administration services and this
Agreement does not suthorize any services that duplicate the services provided in the contract
with ProService Hawaii. Pro Accounting has been contracted o provide financial accounting
scrvices and HAWAIIHIE certifics that this Agreement does not authorize any services that
duplicate the services provided in the contract with Pro Accounting. PICHTR understands that it
may be providing information to these Other Parties or receiving information from these Other
Partics, and agrees to cooperate with these Other Partics in executing its responsibilities under
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this Agreement. HAWAIIHIE may contract with additional Other Parties and shall timely notify
PICHTR in writing of such contracts if they include any obligations on the part of HAWAIIHIE
that are included in the contractual responsibilities of PICHTR in this Agreement.

4,

Responsibilities of HAWAIIHIE. HAWAIIHIE shall be responsible for the

following activities under this Agreement with PICHTR:

a

b.

5.

Register with www.federalreporting.gov to submit quarterly reports.

Register with the Division of Payment Management (DPM) (http://www.psc.gov)
for reimbursement of project expenditures.

Provide PICHTR access to DPM and HHIE’s 12-digit Entity ldentification
Number for processing of monthly accounts receivables for each grant subject to a
task order.

Provide PICHTR with a Labor Distribution Report for each pay period processed
through ProService on HHIE’s pay date.

Provide PICHTR with HAWAIIHIE's DUNS .

Reimburse PICHTR, in accordance with the monthly invoice received, for all
approved project costs within 7 business days of receipt of payment from the
{unding entity.

Provide PICHTR will copies of all correspondences, reports, and documents
pertaining to each task order not otherwise privileged or confidential.

Manage and supervise cach grant subject to a task order with responsibility for
completion of the scope, work-plan and timing of the project, as described in the
relevant award, subject to the responsibilitics assigned to PICHTR in paragraph S,

Comply with all applicable State and Federal laws, regulations, program
requirements, and other legal requirements that are made a part of the terms and
conditions of the award, as well as for any penalty imposed by the federal
government subject to the responsibilities of PICHTR in paragraph 5.

Responsibilities of PICHTR. PICHTR shall be responsible for the following

special administrative services and activities under this Agreement and under each task order,
unless the task order deletes the responsibility or modifies the responsibility in which case the
task order prevails in the interpretation of any dispute:

a.

Track all costs associated with the project on a task basis as required by the
Program’s Notice of Grant Award, assist HawaiiHIE in compliance with Federal
and State reporting requirements as required by OMB and the Terms &Conditions
of the grant, and prepare financial reports as required by the Grant Award,
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6.

. Provide project accounting services, including (i) the disbursement of

HAWAIIHIE's project funds subject to approval of HAWAITHIE by advancing
payments 1o vendors and being reimbursed by HAWAIIHIE after billing for such
payments with appropriate documentation provided to HAWAIIHIE, and (i)
periodic project reporting, which would include, but not be fimited 10, monthly
accounting records, access (on-line or otherwise) to daily transaction reports, and
other grant accounting requirements and cooperate with Pro Accounting in
preparing necessary reports.

. Procure goods and services subject to request by and approval of HAWAITHIE.
. Administer property.
. Administer space allocation and inventory control.

. Communicate with HAWAITHIE about the services PICHTR provides under this

Agreement at all times,

Negotiate and execute contracts with vendors afler written approval is received
from HAWAITHIE,

. Comply with any specific requirement assigned by HAWAIHIE including

compliance with applicable State and Federal law, regulations, program
requirements and other legal requirements and be responsible for any penalty if
penalty is assessed under cach grant or by a governmental agency solely as a result
of the fault or negligence of PICHTR,

Undertake to apply for registration of copyright and/or patent subject to the task

. order specifying who shall be the applicant and how any registration fees and

costs will be paid.

j. Include in eny contract that PICHTR negotiates and executes on behalf of

HAWAIIHIE, & section that protects the intellectual property of HAWAIIHIE in
nccordance with this Agreement.

Time of Performance, Time is of the essence in PICHTR s performance of

specialized administrative services under this Agreement and each task order, and all work on
such task orders shall be completed as expeditiously as possible and not later than the date of
completion specified under the particular task order, unless this Agreement is terminated by
cither party prior to the due date in which case all task orders are also terminated as of the same
date,

. HAWAIIHIE shall pay PICHTR on a

" time and materials basis on behalf of HAWAIHIE pursuant o this Agreement a3

specified in the task order. Payment shall be made to PICHTR, in accordance
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with the monthly invoice received, for all approved project costs within 7 business
days of receipt of payment from the funding entity unless otherwise specified in
the task order.

5. PICHTR is a private

and not-for-pmﬁt cwpomm and the followang Ofﬂoe of » and Budget (OMB)
Circulars may opply to this Agreement:

a. OMB Circular No. A-110, Uniform Administrative Requirements for Grants and

Agroements with Institutions of Higher Education, Hospitals, and Other Non-
Profit Organizations.

b. OMB Circular No. A-122, Cost Principles for Non-Profit Organizations.

¢, OMB Circular No. A-133, Audits of Institutions of Higher Education and Other

Non-Profit Organizations.

PICHTR shall not subcontract, assign, or transfer

Subcontracts and Assigniments,
myuncrestmdlmmypmomnmeawbepufomcdundetmuAgmneMwldmthe
prior written consent and approval of HAWAITHIE.

9.

10.

Indemnification,

a. PICHTR will indemnify, hold harmless, protect and defend HAWAIHIE and its

directors, managers, members, officers, employees, affilintes, agents and
representatives from and against any and all debts, actions, liabilities, losses,
damages, amounts payable or paid in settlement and in respect of judgments and
orders, expenses (including court costs and sttorneys' and other service
professional fees) and suits, of whatsoever kind or nature, whether in law or
equity, which may be asserted against them or incurred by them, arising from or
related, in whole or in part, to PICHTR’s sole failure to perform any of its duties,
responsibilities or obligations under this Agreement.

. HAWAIIHIE will indemnify, hold harmless, protect and defend PICHTR and its

directors, managers, members, officers, employees, affiliates, agents and
representatives from and against any and all debts, actions, liabilities, losscs,
damages, amounts payable or paid in settlement and in respect of judgments and
orders, expenses (including court costs and attorneys” and other service
professional fees) and suits, of whatsoever kind or nature, whether in law or
equity, which may be asserted against them or incurred by them, arising from or
reluted, in whole or in part, to HAWAIIHIE's sole failure to perform any of its
duties, responsibilities or obligations under this Agreement.

Insurance.
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8. PICHTR shall maintain, at its sole expense, during the term of this Agreement,
comprehensive general liability insurance in the amount of at least $1,000,000 per
person and $2,000,000 in the aggregate, for bodily injury and property damage.
PICHTR shall also maintain, at its sole expense, during the term of this
Agreement, worker's compensation insurance, temporary disability insurance, and
other insurance as required by law.

b.  HAWAIIHIE shall maintain, at its sole expense, during the term of this
Agreement, comprehensive general liability insurance in the amount of at least
$1,000,000 per person and $2,000,000 in the aggregate, for bodily injury and
property damage. HAWAIIHIE shall also maintain, at its sole expense, during the
term of this Agreement, worker's compensation insurance, temporary disability
insurance, and other insurance as required by law,

11, No partnership or agency. HAWAIIHIE and PICHTR are independent contracting
parties, and nothing in this Agreement will be deemed to create a partnership or joint venture
between the partics, and no fiduciary duty will arise from the execution of this Agreement.
Nothing contained in this Agreement creates an employment relationship between PICHTR and
HAWAIIHIE.

12. Confidentiality of Material,

a. Confidential Health Information,. HAWAIIHIE and PICHTR do not expect that
PICHTR shall have access to any Protected Health Information (as defined in 45
CFR 160.103, also known as HIPAA or the Health Insurance Portability and
Accountability Act of 1996 as amended) or health information protected by State
or Federal law (e.g., Confidentiality of Alcohol and Drug Abuse Patient Records,
42 CFR Part 2). Accordingly, n business associate agreement (45 CFR 160.103
and 164.502(e)(1)) has not been executed as part of this Agreement.

calth R fidential Information,  Any information, data, report,
record or other material given 10 or prepared or assembled by PICHTR under this
Agreement shall not be made available to any individual or organization by
PICHTR without the prior written consent of HAWAIIHIE, provided that consent
shall not be unreasonably withheld unless disclosure is prohibited by law, in
which case consent is not given.

A

13, Copvright and Patent. HAWAIIHIE shall at all times during the term of this
Agreement have and retain any and all rights (i) of copyright in, and (ii) to apply for registrations
of copyright or patent or other intcllectual property protections regarding all materials in
whatever form they may exist (including. without limitation, summaries, reports, maps, charts,
graphs or tables), documents, discoveries, inventions or other developments produced in whole
or in part from or by any project sponsored, undertaken, or initiated by HAWAIIHIE and brought
by HAWAIIHIE within the scope of this Agreement, subject only to any specific contractual
requirements that HAWAITHIE has with any third party that apply to the intellectual property.
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14.

a. At all reasonable times, PICHTR shall pmml an authorized representative of
HAWAIIHIE to inspect, sudit, and make copies of all books, records, summaries,
reports, churts, graphs, tables, recommendations, and other documents and
materials, as available, produced in whole or in part under this Agreement in order
to allow HAWAIIHIE to comply with applicable law or grant requirements.

b. Atall reasonable times, HAWAIHIE shall permit an authorized representative of
PICHTR to inspect, audit, and make copies of all books, records, summaries,
reports, charts, graphs, tables, recommendations, and other documents and
matenals, as available, produced in whole or in part under all HAWAITHIE
projects covered by this Agreement in order to allow PICHTR to comply with
applicable law or grant requirements,

¢. The parties shall retain all records pertaining to this Agreement as may be
required by applicable Federal and State law, the specific grant at issue, and the
requirements of the task order.

d. This section shall survive the termination of the Agreement if record retentions
and/or inspections are required by any applicable Federal and State law, the
specific grant at issue, or the task order and the period of such required records
retention and/or inspections exceeds the date that this Agreement is terminated.

15.  Disputes. In any dispute concerning & matter or acts arising under this Agreement,
HAWAIIHIE and PICHTR will exercise best efforts to resolve the matter within thirty (30) days.
1f n mutually satisfactory resolution cannot be reached in thirty (30) days, the following

procedures apply:

a. For a dispute where the monetary value claimed by a party is $100,000.00 or less,
the parties shall submit the matter to arbitration using the services of Dispute
Prevention and Resolution in Hawaii (“DPR™). The arbitrator shall be selected
within 30 days of the initial contact with DPR by mutual consent, or if the parties
are not able (o agree, then DPR shall select an arbitrator within 30 days of notice
of the impasse by either party. It is the intent of the parties that discovery shall be
kept to a minimum because the amount in dispute is not sufficient to allow
extensive or broad discovery and the arbitrator shall be advised of that restriction
by cither party, The arbitration hearing shall be held within 60 days of the
selection of the arbitrator, and the award shall be rendered by the arbitrstor within

30 days after the hearing date, Either party may file the award as a judgment as
provided by the Hawaii Arbitration Act, which shall govern all aspects of the
arbitration. The arbitrator may order that a party shall bear the costs including
attorneys fees of the other party, and in the event the arbitrator does not order an
award of fees and costs, the attorneys fees and costs shall be borne by each party.
The arbitrator’s fee and costs shall be borme equally by both parties, unless the
arbitrator orders otherwise.
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b. For disputes of value in excess of one hundred thousand dollars ($100,000.00),
the parties shall be free to pursue appropriate legnl remedies. In the event that
cither party files a lawsuit, it shall be filed in the First Circuit Court, State of
Hawaii, and the court may award reasonable attomeys® fees and costs to the
prevailing party.

¢. Pending a decision on a matter in dispute, PICHTR shall proceed diligently with
the performance of its responsibilitics under this Agreement in accordance with
the requests of HAWAITHIE.

16.  Amendment. This Agreement may be amended at any time only by the written
mutual sgreement of HAWAITHIE and PICHTR.

17. Termination of Agreement,

a. Either HAWAITHIE or PICHTR may give written notice of termination provided
that notice is given at Jeast 60 days prior to the effective date of termination.
During the period leading to the effective date of termination, PICHTR shall
continue to fulfill its responsibilities and cooperate with HAWAITHIE in
terminating its responsibilities under the Agreement. HAWAIIHIE will reimburse
PICHTR pursuant to the terms of this Agreement until the effective date of
termination.

b. Each project task order unless extended by written agreement of the parties, shall
expire and terminate as of the end of the funding period or award period for the

grant.

¢. This Agreement shall terminate if there are no project task orders remaining
unfilled.

18, Authorized persons. For the purposes of executing task orders, HAWAIIHIE's
authorized person is Christine Sakuda, Executive Director and PICHTRs authorized person is
Denmis Teranishi, Interim President and CEO,

19.  Notices. All notices shall be in writing and sent by U.S, mail, by hand delivery, or
by facsimile, and in the case of hand delivery or facsimile, also with a copy to be sent by mail,
addressed as follows:

ToHAWAUHIE st: _Hawaii Health Information Exchange
900 Fort Strect Mall, Suite 1300
Honoluly, Hawaii 96813
Attention: Ms. Christine Sakuda, Executive Director

To PICHTR at; Pacific International Center for High Technology Rescarch
1440 Kapiolani Boulevard, Suite 1225
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Honolulu, Hawail 96814

Attention: Mr. Dennis Y. Teranishi, Interim President & CEO
Telephone: (808) 943-958

Telecopier: (808) 943-9582

a. Any change of address, contact person, telephone number, or facsimile telephone
number shall be made known 10 the other party &4 soon as possible and by the
methods described above.

b, Service of notice shall be deemed effective as follows: for mail, delivery is
assumed to be effective two duys after mailing so long as the mailing occurs
during normal business hours; for delivery, when the delivery is made at the
address shown above: for focsimile, when the receipt is printed on the sending
fncsimile machine.

20.  Goveming Law. This Agreement shall be governed by and construed in
accordance with the laws of the state of Hawnii, without regard (o principles of conflicts of laws.

IN WITNESS WHEREOF, the parties hereto have executed this MASTER AGREEMENT on
the day and year first above writien,

HAWAI HEALTH INFORMATION EXCHANGE

. S
Its Christine Sakuda
Executive Director
“HAWAIMHIE"

PACIFIC INTERNATIONAL CENTER FOR HIGH
TECHNOLOGY RESEARCH

. 7
By &) Crpp1a f ‘\A"'-’“ " w/\

“1ts Dennis 1{ Teranishi, Interim President & CREO
“PICHTR™
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Task Order No. 601
PICHTR Project No.

PROJECT TASK ORDER FORM
PACIFIC INTERNATIONAL CENTER FOR HIGH TECHNOLOGY RESEARCH (PICHTR)
And

HAWAI HEALTH INFORMATION EXCHANGE (HAWAIIHIE)

In accordance with the terms and conditions of the MASTER AGREEMENT between PICHTR
and HAWAIIHIE, HAWAIHIE hereby directs PICHTR to provide such administrative services
set forth in this Task Order except for the services listed below as may be required in the
administration of the following project.

Title: _Hawaii Health Information Exchange

Agency:  Department of Health and Human Services, Office of the National Coordinator for

Health IT
Agency number:  Award number: Amount of Grant subject  $5,602.318.00
QOHT0006/01 to the task order:

Award Project Period: ~ February 18, 2010 through February 7, 2014

Funding Period: _February 18%, 2010 through February 7, 2014

Frincipal Investigator:  Christine Maii Sakuda

Fiscal Administrator: _Christine Maii Sakuda

Master Agreement Sections that do not apply:

Brief Description of the Project:

PICHTR will provide project administrative services as set forth in the Master Agreement for the
ONC/State HIE Program.

As defined in the Master Agreement “6{a)’, the HawaiiHIE shall pay PICHTR on & time and
materials basis not to exceed $240,000 ( $5000.00/month x 48 monihs for services rendered.

HawaiiHIE will perform its responsibilities set forth in the Master Agreement.
Sce the following attachments:

* Project narrative

®  Notice of Grant Award

. ONC
REQUESTED BY:
Christine Sakuda, Exccutive Director égg !"L—— Q{V(%' 0
HawanHIE Date
REVIEWED AND APPROVED BY: s
Sieve Robertsan, Board Presideu, ITwailtllt, 5/¢/ze10
F Uate
ACCE | BY: 2
,-: Sd-h stz » JE€N a/;u;aA )
PICHTR g = Uate
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Task  lerNo. 002
PICHTR Project No.

PROJECT TASK ORDER FORM
PACIFIC INTERNATIONAL CENTER FOR
HIGH TECHNOLOGY RESEARCH (FICHTR)
And
HAWAII HEALTH INFORMATION EXCHANGE (HHIE)

In accordance with the terms and conditions of the MASTER AGREEMENT between
PICHTR and HHIE, HHIE hereby directs PICHTR to provide such administrative services
as may be required by the Principal Investigator in the administration of the following

project.

Title: _Hawai'i Health Information Exchange

Agency: Office of the National Coordinator for Health Information Technology
Agency number:  90RC0056/01 Amount of Task Order:  §5,859.716.00
Award Project Period:  Apnl 6, 2010 through April 5, 2014

Funding Period: _April 6, 2010 through Apnil 5, 2012

Principal Investigator:  Chustine Man'i Sakuda

Fiscal Administrator:  Chrnistine Mai'i Sakuda

Brief Description of the Project:

1. PICHTR will provide project administrafive services os set forth in the Master
Agreement for the ONC/REC Frogram.

2. Asdefined in the Masier Agreement'6{a)", the Hawaii HIE shall pay PICHTR on a
time and matenals basis not to exceed $120,000 (35,000/month x 24 months) for
services rendered.

3. Hawaii HIE will perform its responsibilities sct forth in the Master Agreement. Sce
the following attachments:

* Project nurrative
* Notice of Grant Award
e ONC

REQUESTED BY: 3:/?;%2 1l { o

Clinistine Sakuda, Executive Director

HHIE Principal Investigator Date
REVIEWED AND APPROVED BY: /%

Steve Robertson, Board President ()~ /(2010
THIIE Date
HHIE Date

ACCEPTED BY:
)’V)l/, "f 07{1 7LL
PICHTR Date
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Attachment F: Budget

Proposed budget submitted separately
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Attachment G: Kaiser Press Release

FOR IMMEDIATE RELEASE:

Contact: Beth Eaton

Organization: Hawai'i Health Information Exchange (Mawai'i HIE)
Fhone B0B-441-1319

Fax: 808-441-1472

Email- beaton@hawaiihie org

Website: www hawaihie org/rec

Hawai'i Health Information Exchange Receives $50,000 from Kaiser Permanente-Hawai'i
in Support of Their Efforts to Advance the Sharing of Patient Information

Hawai'i HIE to Use Funds to Offer Primary Care Providers with Education on Electronic Health
Records

Honolulu, Hawari — January 19, 2011 — Regional President of Kaser Permanenta-Hawai'i, Janetl Liang
announced today that the organization Is donating S$50,000 to Hawall Health Information Exchange
(Hawal' HIE) In support of the Hawai'l HIE's Outreach and Education program This is Kaiser's second
contribution to the Hawai'i HIE The initial donation of $50,000 in 2009 was used to help defray some of
the initial start-up and operational costs incurred while drafting the State HIE Strategic and Operational
Ptan and preparing resources for the Hawal'i Pacific Regional Extension Center.

“As Hawail's largest integrated health care system with the most experience with electronic records, we
understand the value of connectivity to iImprove health cutcomes and the overall pabent care expenence”
says Liang "Hawal'i HIE's outreach and support not only enables other health care systems to reach
simiiar levels of integration, it will create the ability for all of us to share information with each other
Ultimately, patients across our islands will benefit from safer, more effective and more accessible care.”

"We appreciate this important contribution from Kaiser Permanente-Hawal'i as well as the funding from
other key organizations that contributed to the establishment of the Hawaii HIE,” says Christine Sakuda,
Executive Director of the Hawait HIE. “We are able to continue our outreach and education efforts on all
islands regarding the adoption of electronic health records, connecting to a state HIE, and advancing
towards Meaningful Use We realize that health care providers are at different stages of health
information technology implementation, and Hawai'i HIE will continue to explore ways in which it can
support an integrated care delivery system for Hawal'( "

Starting in September 2005, Hawali HIE has accepted contributions from a variety of heaith care
stakeholders in order to help institute the organzation The donors include Hawai'i Pacific Health for
$100,000, The Queens Medical Center for $100,000, Castle Medical Certer for $25,000, and Hawai'|
Medical Service Association for $25 000

For additional information on the Hawai'l HIE, the State HIE Plan, and the Havai'i Pactfic Regional
Extension Center, please wisit_wwwhawgihieorg or contact Beth Eaton st 808 4411319 or
beaton@hawaiihie org
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ABOUT HAWAI‘l HEALTH INFORMATION EXCHANGE: The Hawai'i Health Information Exchange
(Hawal't HIE) is a 501 (¢)(3} non-profit established In 2005 by leading health care stakeholders in Hawai |
for the purpose of improving health care delivery throughout the state through seamless, effective, and
safe heaith information exchange In September of 2008, Hawal'l HIE was designated by the state to
develop and implement a statewide health information exchange that will ultimately feed info the national
health information network. In March of 2010, Hawal'l HIE recelved an additional grant for the Hawal'l
Pacific Regional Extension Center to provide techrical asssstance to primary care providers in the
adoption of electronic health records for the state of Hawal'| and the Pacific Region. Hawall HIE has a
strong and exemplary Board of stakeholders who are determined to transfarm the current state of health
care in Hawai'l into ane that coordinates care, reduces costs for patients and providers, addresses the
reeds of the aging population, and provides incentives fo patients to take a mare proactive approach to
their heaith care.
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Attachment H: Legal Counsel Letter

ALSTON Confidential
FLOYD
& ING
LAWYERS
December 2, 2010
Ms. Christine Sakuda
Executive Director

Hawai'i Health Information
900 Fort Street Mall, Suite 1300
Honoluly, Hawai'i 96813

Re:  Retainer Agreement for Legal Services
General Legal Services

Dear Chnistine:
Elen Godey Caman

ooy Lo Thank you for selecting this firm to provide legal services related to
R representing the Hawai'l Health Information Exchange in its efforts to
Y begin and operate a health information exchange in Hawai'i, This lefter
describes the basis on which our firn will provide legal services in this
matter.

The scope of this engagement will include matters associated with
drafting documents and advising on contracting, confidentiality, and
related policy matters for the exchange, and providing advise on
corporate, labor/employment, govemment contracting and non-profit
matiers, o the extent that you request our help In any of these areas and
we agree to help in any specific task requested. We have issued a
saparate retainer to you regarding legislation so that we can separatsly
track ime spent on legislative-related matters for reporting requirements
related to lobbying, and that work will be subject to that separate

agreement,
1001 Hwtvap St
ey AN Hawai'| Health Information Exchange (hereinafter *You") will be our only
o nr- S client under this Agreement. You will have our undivided loyalty.
1241 Partsilhd Py | will have primary responsibility for your representation. You will be
- an AP charged for our work on a time and cests basis. My current billing rate is
[t SIS v $350.00 per hour. | will work with other aftorneys in the firm according to
my bes! professional judgment, basad on the nature of your needs and

TETOM| /0002 . 2
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L‘w
Ms. Christine Sakuda
December 2, 2010

Page 2

our resources to mect those needs. If you have any questions, concerns or criticisms,
please do not hesitate to contact us.
Wevdldzameyoummnnbbbosfaourmmdwmourmln
accordance with the enclosed Statement of Client Service and Billing Policies. Please
mmwswm.uNBmknwmmdww
ummwwwdmwmmmmnmmnuuu
when you return this letter, We will hold that sum In our trust account and will draw
upon it when we incur fees and costs on your behalf. Any unspent batance will be
refunded to you at the conclusion of our representation. If fees and cests above this
amount are incurred, we will bill you monthly according to the enclosed Statement.

It these terms are acceptable, please sign below and return this letter to me. Please
keep the enclosed copy for your records.

We look forward to the opportunity to serve as your counsel.

Ellen Godbey Carson

EGC.rjkp

| APPROVE AND AGREE TO ABIDE BY THE TERMS

OF THIS RETAINER AGREEMENT, INCLUDING THE ENCLOSED
STATEMENT OF CLIENT SERVICE AND BILLING POLICIES:
HAWAI'l HEALTH INFORMATION EXCHANGE

By _CHRATE SNMDp

Title: vt
pate: "%/ o [ 017
T Al

TArSabyY (e - 2
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Attachment I: Commitment Letter

Hawai'i Health Information Exchange

$45 Queen Street | Suite 601 | Honolulu, HI 968154718 | Tel: S08.536 85442 | Fax: 808.524.0347

Honorable David Y. Ige
Chair, Senate Committee on Health

Dear Senator Ige,

Thursday, April 09, 2009

We, the undersigned, fully support a proposal that the Hawaii Health Information Exchange
(HHIE), a 501C(3) non-profit organization, to serve as the State's primary goveming body for
determining the overall architecture and communication standards of a State-wide health

Information exchange.

We believe that HHIE will provide a neutral, collaborative setting for decision making among all
stakeholders while maintaining a focus on improving coordination and safety of patient care
throughout the State. We believe that assigning this role to HHIE will ensure we achieve
economies of scale and eliminate duplication of efforts and costs of uncoordinated, independent
efforts. Further, we have confidence that HHIE will adopt and utilize relevant open standards,
processes, methods and business models that will work in the umique environment of Hawai'i

We ask you to support HHIE as the State's qualified state-designated entity to effectively
coordinate health information technology initiatives and take advantage of such funding
opportunities as the Amencan Reinvestment and Recovery Act.

Ce Senator Carcl Fukunaga, Char, House Committes on Economic Development ang Technaiogy

Senator Colleen Manabusa, President of ihe Senate

(Ll 44
ted, President & CEO
ci H“.CI e <
‘bk [(4-1 o
Art Ushijima, President & CEQ
The Queen's Hoailth Services

H

Robert Hiam, President & CEO
Hawai'l weal Service tion

o

Roberts, P! ent & CEO

KN
David Derauf, Executive Digéctof
Kokua Kalihi Valley Compi wE Family Services

—

> a )

E el Kintu, Execiifive Director

Kalihi Palama Health Center

Wilkam Donahho. Executive Director
Hawall Independent Physician's Association

Richard Bettini, CEO

Wai .WF.NY Services

Ally Park, Hresident

Chinical La hon;: of Hawali

Richard O President
Diagnpsti tory Seyvices

usan Forbes, President & CEO
H it Health Information tion

Lo

Creighton Afita, President & CEQ
Team Praxis

Beth Giesting, CEQ
Hawail Primary Care Associ
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HAWAII HEALTH INFORMATION EXCHANGE - MEMBERS OF THE BOARD

Christine Sakuda
Hawaii Pnmary Care Association
7.

n Forbes

Hawali Heaith Inmwon Corporation

Bruce "Skif" Keane,
Community Member

£ 2& "@ ﬁaﬂl ) g
Dew-Anne Langcaon

Ho ‘okele Personal Health Planners, LLC
g b0

Creighton Akuh

Team Praxis

-l Uen— Y403

Francis Chan
Clinical Laboratories of Hawail, LLC

Y i
Steve Robertson
Hawall Pacific Health

Hawal'l Health Information Exchange

Lon Flaranda

Ron Haranda
Com ity
fa

Stove Hurlbut
Phoenix Health Systems

Mike éyﬂma E?

Hawaii Medical Servics Association
o

Willlam Donahue. Executive Director

Hawaii Independent Physician’s Association

-

Brian Rothe
Castle ical Center

R.ym — "\
Di ory Services, Inc

ory
Medical Center
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Attachment J: Business Associate and Data Sharing Agreement

HAWAI 8 HEALTH INFORMATION EXCHANGE
HIPAA BUSINESS ASSOCIATE AGREEMENT

This HIPAA Business Associate Agreement (AAg
including any prior or subsequent amendments or modifications thereto between
(ACEO0) @&rmdalthHrdowreation Exchang®usiness Associate
(WHI B0 ABAO), and is effective as of

RECITALS

A. CE desires to disclose cert&tnotected Health Information( A PHI 6 def i ned bel
including Electronic Protected Health Information( A EPHI 06 defined bel ow
pursuant to the terms of this Agreement.

B. CE and BA intend to protect the privacy and security of PHI in compliance with the
Health Insurance Portability and Accountability Act of 19B6blic Law 104191
(AHI PAAO) and all ot her applicable | aws anct
45 CFR Parts 160 and 164.

C. As defined under HIPAA, BA is required to enter into a contract with CE that details how
BA will protect against thenauthorized use or disclosure of PHI.

D. CE and BA agree that information about Individuals transmitted to BA by the CEs

pursuant to this Agreement meet the criter:i

The parties agree as follows:

1. Definitions: Terms usedput not otherwise defined, in this Agreement shall have the same
meaning as those terms in tBecurity and Privacy Rule

a. iDat a Shar i ngeadsghe BatarSkaring Agreement, attached hereto,
relating to the sharing of data for the development and testing of
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the HHIE Master Visit Registry, and any successor agreement between the parties for the
maintenance and operation of the Registry.

b.A P i v a c yshdll méae the HIPAA regulation that is codified at 45 CFR Parts 160 and 164,
Subparts A and E.

c.i Se c ur ishajl mdamtheeSecurity Standards for the Protection of Electronic Protected Health
Information at 45 CFR Parts 160 and 164, &ubC.

diSecur ity an dnclidesthe &rovacy Rle and the Security Rule.

efiProtected Hea(fiRHIajosmati ohave the same mean
heal th infor mat Beounity and RrivadyeRillg limied to theninforntfateon created

or received by BA from or on behalf of CE. For the purpose of this agreement all references to PHI

shall be interpreted to include EPHI.

AEl ectronic Prot ect(efdEMelad)t hs hhanlflo rhmeavt @ rotnhde s a me
el

f.
f ectronic protected heSeduttyhandiPrivhoy Ruleat i ono as de

gfiDesignhat edsRaekbrda®etbhe same meaning as the
defined in theSecurity and Privacy Rule

hhiRequiredsiBygl ILatwdve t he same meaning as the te
Security and Privacy Rule

i. i Se cr eslhakhmeanthe Secretary of the Department of Health and Human Services.

.ASecur it yshdlhavethd samé maeaningastheféerme cur i t vy incidento
Security and Privacy Rule

kdil ndi vd daulall ohave t he same meani ng a&Securityraed t er m i
Privacy Rule.

LATreatsnealtld have t he same me arfinedigthesecuritybned t er m f
Privacy Rule.

mAPay mehtbbdl have the same meaning @esuritydme ter m f
Privacy Rule.

nAiOperashahsohave the same meaning aSecurtthe ter m
and Privacy Rule.
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2. Obligations and Activities of BA:

a. BA agrees not to use or further disclose PHI other than as permitted or required by this
Agreement or aRequired By Law.

b. BA shall immediately notify the Privacy Officer of contributing CEs of any requests from non
users or individuals for access to or copies of PHI held by the BA. Such notification shall be
promptly followed by forwarding the relevant documents pertaitorthe request to the contributing
CE.

c. BA agrees to use appropriate safeguards to prevent use or disclosure of PHI other than as provided
for by this Agreement.

d. BA agrees to implement administrative, physical, and technical safeguards thatblyemwha
appropriately protect the confidentiality, integrity, and availability of the PHI that it creates, receives,
maintains, or transmits on behalf of the CE.

e. BA shall promptly repoih writing to CE any use or disclosure of PHI other than what is
permitted by this Agreement.

f. BA shall promptly reporin writing to CE any Security Incident related to PHI of which it becomes
aware.

g. BA agrees to mitigate, to the extent practicable, any harmful effect that is known to the BA of a
use or disclsure of PHI by BA in violation of the requirements of this Agreement.

h. BA agrees to ensure that any agent, including a subcontractor, to whom it provides PHI received
from, or created or received by BA on behalf of CE agrees to the same restricti@osditidns
that apply through this Agreement to BA with respect to such information.

i. BA agrees to provide access, at the request of the CE, and in the time and manner designated by
CE, to PHI in eDesignated Record Setto CE or, as directed by CE,dalIndividual in order to
meet the requirements under 45 CFR 8 164.524.

j. BA agrees to make any amendment(s) to PHIDesignated Record Sethat the CE directs or
agrees to pursuant to 45 CFR § 164.526 at the request of CE, the time and manreeddsygDE.
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k.. BA agrees to make internal practices, books, and records relating to the use and
disclosure of PHI received from, or created or received by BA on behalf of, CE
available to the CE, or at request of the CE td3beretary, in a time and @nner
designated by the CE or tBecretary, for the purposes of tigecretary

determining CEO60s compliance with the appl
the applicable standards, requirements, and implementation specifications of subpart

E of 45 CFR

164.

l. BA agrees to document such disclosures of PHI and information related to such disclosures as
would be required for CE to respond to a requeshdividual for an accounting of disclosures of
PHI in accordance with 45 CFR § 164.528.

m. BA agreeso provide to CE or aindividual , in time and manner designated by CE, information
collected in accordance with Section (k) of this Agreement, to permit CE to respond to a request by
anlindividual for an accounting of disclosures of PHI in accordance #6tiCFR 8§ 164.528.

3. Permitted Uses and Disclosures by BA:

a. Except as otherwise limited in this Agreement, BA may use or disclose PHI on behalf of, or to
provide services to, CE for the purpose of development, testing, administration and opegation of
Master Visit Registry consisting of patient demographic and clinical data as defined by the Data
Sharing Agreement.

b. The BA may only use or disclose PHI as defined in the attached Data Sharing Agreement if such
use or disclosure of PHI would ndblate theSecurity and Privacy Ruleor other applicable lawi§
done by CE.

c. Except as otherwise limited in this Agreement, BA may use PHI for the proper management and
administration of the BA or to carry out the legal responsibilities of the BA.

d. Except as otherwise limited in this Agreement, BA may disclose PHI for the proper management
and administration of the BA, provided that disclosuredRaguired By Law, or BA obtains

reasonable assurance from the person to whom the information is distias# will remain

confidential and used or further disclosed onljRaguired By Law or for the purpose for which it

was disclosed to the person, and the person notifies the BA of any instances of which it is aware in
which the confidentiality of thenformation has been breached.

e. Except as otherwise limited in this Agreement, BA may use PHI to provide Data Aggregation
services to CE as permitted by 45 CFR § 164.504(e)(2)(i)(B).
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4. Obligations of CE:

a. CE shall provide BA with the copy of itstiee of privacy practices that CE produces in
accordance with 45 CFR 8§ 164.520, as well as any changes to such notice.

b. CE shall provide BA with any changes in, or revocation of, permissiémdbydual to use or
disclose PHI, if such changes affect84 per mi tted or required uses a

c. CE shall notify BA of any restriction to the use or disclosure of PHI that CE has agreed to in
accordance with 45 CFR § 164.522.

5. Term and Termination:

a. Term. This Agreement shall be effective e Effective Date and shall continue for as long as

BA has possession of or access to PHI.

b. Termination for CauseUpon CEOGs knowl edge of a materi al br
disclosure of PHI by BA, CE shall either

(1) Provide an opportunity for BA to cure the breach or end the violation and terminate the Data

Sharing Agreement if BA does not cure the breach or end the violation within the time specified by

CE, or

(2) Immediately terminate the Data Sharing Agreenmemriting if BA has
breached a material term of this Agreement and cure is not possible. .

c. Effect of Termination or Expiration of Data Sharing Agreement.

(1) Except as provided in paragraph (2) of this Section, upon termination of the Datag Sharin
Agreement, for any reason, BA shall return or destroy all PHI received from CE, or created or
received by BA on behalf of CE. This provision shall apply to PHI that is in the possession of
subcontractors or agents of the BA. BA shall retain no copigsed?HI.

(2) In the event that BA determines that returning or destroying the PHI is infeasible, BA shall
provide to CE notification of the conditions that make
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return or destruction infeasible. Upon mutual agreement of the Parties that return or
destuction of PHI is infeasible, BA shall extend the protections of this Agreement to
such PHI and limit further uses and disclosures of such PHI to those purposes that

make return or destruction infeasible, for so long as BA maintains such PHI.

6. Miscellaneous:

a.Requlatory reference# reference in this Agreement to a section inSkeurity and Privacy
Rule means that the section as in effect or as amended, and for which compliance is required.

b. Amendment.The Parties agree to take such action agtessary to amend this Agreement from
time to time as is necessary for the CE to comply with the requirementsQec¢hety and Privacy
Rule and HIPAA, Public Law 10491.

c. Survival. The respective rights and obligations of the BA under Sectigrobthis Agreement
shall survive the termination of this Agreement.

d. Complete AgreementThis Agreement constitutes the entire agreement of CE and BA and
supercedes all prior and contemporaneous agreements, representations and understandings of CE and
BA, relating to matters covered by this Agreement

e. Interpretation.Any ambiguity in this Agreement shall be resolved in favor of a meaning that
permits the CE to comply with ti&ecurity and Privacy Rule

IN WITNESS WHEREOF, the Parties hereto hdudy executed this Agreement as of the
Agreement Effective Date.

Covered Entity Business Associate

Date: Date:

Print Name: Print Name:
Title: Title:
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